An extended abstract of this paper appears in Indocrypt 2007, K. Srinathan, C. Pandu Rangan, M. Yung
(Eds.), volume 4859 of LNCS, pp. 197-209, Sringer-Verlag, 2007.

Proxy Re-Signature Schemes without Random Oracles’

Jun Shao Zhenfu Caot Licheng Wang Xiaohui Liang
chn.junshao@gmail.com zfcao@cs.sjtu.edu.cn wanglc.cn@gmail.com liangxh127@Qgmail.com

Department of Computer Science and Engineering
Shanghai Jiao Tong University

Abstract

To construct a suitable and secure proxy re-signature scheme is not an easy job, up to now, there exist
only three schemes, one is proposed by Blaze et al. [6] at EUROCRYPT 1998, and the others are proposed by
Ateniese and Hohenberger [2] at ACM CCS 2005. However, none of these schemes is proved in the standard
model (i.e., do not rely on the random oracle heuristic). In this paper, based on Waters’ approach [20],
we first propose a multi-use bidirectional proxy re-signature scheme, denoted as S5, which is existentially
unforgeable in the standard model. And then, we extend S,,; to be a multi-use bidirectional ID-based proxy
re-signature scheme, denoted by S;q_mb, Which is also existentially unforgeable in the standard model. Both
of these two proposed schemes are computationally efficient, and their security bases on the Computational
Diffie-Hellman (CDH) assumption.
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1 Introduction

Proxy re-signature schemes, introduced by Blaze, Bleumer, and Strauss [6], and formalized later by Ateniese

and Hohenberger [2], allow a semi-trusted proxy to transform a delegatee’s signature into a delegator’s signature

on the same message by using some additional information. The proxy, however, cannot generate arbitrary
signatures on behalf of either the delegatee or the delegator. Generally speaking, a proxy re-signature scheme

has eight desirable properties [2], though none of existing schemes satisfies all properties, see Table 1.

1. Unidirectional: In an unidirectional scheme, a re-signature key allows the proxy to transform A’s signature
to B’s but not vice versa. In a bidirectional scheme, on the other hand, the re-signature key allows the
proxy to transform A’s signature to B’s as well as B’s signature to A’s.

2. Multi-use: In a multi-use scheme, a transformed signature can be re-transformed again by the proxy. In
a single-use scheme, the proxy can transform only the signatures that have not been transformed.

3. Private Proxy: The re-signature key can be kept secret by the proxy in a private prory scheme, but can
be recomputed by observing the proxy passively in a public prozy scheme.

4. Transparent: In a transparent scheme, a signature on the same message signed by the delegator is com-
putationally indistinguishable from a signature transformed by a proxy.

5. Key-Optimal: In a key-optimal scheme, a user is required to protect and store only a small constant

amount of secrets no matter how many signature delegations the user gives or accepts.
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TThe scheme Sy in this version is different from the original one according to the attack in [14].
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6. Non-interactive: The delegatee is not required to participate in a delegation process.
7. Non-transitive: A re-signing right cannot be re-delegated by the proxy alone.
8. Temporary: A re-signing right is temporary.

Table 1: The properties that the existing proxy re-signature schemes and ours satisfy.

Property | BBS [6] | Sy [2] | Suni [2] | Smb | Sid—mb
1. No No Yes No No
2. Yes Yes No Yes Yes
3. No Yes No Yes Yes
4. Yes Yes Yes Yes Yes
5. Yes Yes Yes Yes Yes
6. No No Yes No No
7. No No Yes No No
8. No No Yes No No

Due to the transformation function, proxy re-signature schemes are very useful and can be applied in many
applications, including simplifying key management [6], providing a proof for a path that has been taken,
managing group signatures, simplifying certificate management [2], constructing a Digital Rights Management
(DRM) interoperable system [19]. However, as mentioned in [2], “Finding suitable and secure proxy re-signature
schemes required a substantial effort. Natural extensions of several standard signatures were susceptible to the
sort of problems.” To our best knowledge, there are only three proxy re-signature schemes, the first one is a
bidirectional, multi-use, and public proxy scheme, proposed by Blaze, Bleumer and Strauss at Eurocrypt 1998
[6], and the left two are both proposed by Ateniese and Hohenberger at ACM CCS 2005 [2]. One of them is a
multi-use bidirectional scheme, and the other is a single-use unidirectional scheme.

However, there exist two disadvantages in the above three schemes.

e All of these three schemes are only proven secure in the random oracle model, i.e., the proof of security
relies on the random oracle heuristic. However, it has been shown that some schemes are proven secure
in the random oracle model, but are trivially insecure under any instantiation of the oracle [9, 5]. Up to
now, there are many signatures proven secure in the standard model, such as [10, 12, 3, 4, 20, 21]. It is
natural to ask whether we can construct a new proxy re-signature scheme which can be proved in the
standard model.

e The public keys in these three schemes are arbitrary strings unrelated to their owner’s identity. A
certificate issued by an authority is needed to bind the public key to its owner’s identity before the public
key is used by others. This creates complexity of certificate management, though proxy re-signature
schemes can be used to simplify certificate management. A natural solution to this disadvantage is to
apply ID-based cryptography [18]. In ID-based cryptography, a user’s unique ID such as an email address
is also the user’s public key. The corresponding private key is computed from the public key by a Private
Key Generator (PKG) who has the knowledge of a master secret. As a result, complexity of certificate
management can be eliminated. We can use the method in [11] to convert any proxy re-signature into an
ID-based proxy re-signature. However, as mentioned in [16], this method expands the size of signature,
and increases the complexity of verification. We hope that we get an ID-based proxy re-signature by a
direct construction.

In this paper, we attempt to propose a new proxy re-signature scheme which recovers the above two disadvan-
tages.



1.1 Owur Contribution

In this paper, based on Waters’ approach [20], we first propose the first proxy re-signature scheme which is
existentially unforgeable in the standard model, we denote it as S,,;. Sy satisfies bidirectional, multi-use,
private proxy, transparent properties. And then we proposed the first ID-based proxy re-signature which is
existentially unforgeable in the standard model, we denote it as S;q_mp. Siq—mp also satisfies bidirectional, multi-
use, private proxy, transparent properties. Actually, S;q_.p can be considered as an ID-based extension of \Sy,;.
As the schemes in [20], both of our proposed schemes are constructed in bilinear groups, and proven secure
under the Computational Diffie-Hellman (CDH) assumption. The only drawback of our proposed schemes is
the relatively large size of its public parameters inheriting from Waters’ approach [20]. However, we can use
the techniques of Naccache [15] and Sarkar and Chatterjee [17] to reduce the size of the public parameters.

1.2 Paper Organization

The remaining paper is organized as follows. In Section 2, we review the definitions of (ID-based) proxy re-
signatures and their security. And then we present S,,;, S;q—mp and their security proofs in Section 3. Finally,
we conclude the paper in Section 4.

2 Definitions

The security notions in this section are all for existential unforgeablility under an adaptive chosen message (and
identity) attack. That is, a valid forgery should be a valid signature on a new message, which is not signed
by the signer before. These security models can be easily extended to cover strong unforgeability [1], where a
valid forgery should be a valid signature which is not computed by the signer. However, our concrete schemes
do not enjoy security in this stronger sense, since an adversary can easily modify existing signatures into new
signatures on same message.

2.1 Bidirectional Proxy Re-Signature

In this subsection, we briefly review the definitions about bidirectional proxy re-signatures. The security notion
in this subsection is for existential unforgeability under an adaptive chosen message attack, which is weaker
than that in [2]. We refer the reader to [2] for details.

Definition 1 A bidirectional proxy re-signature scheme is a tuple of (possibly probabilistic) polynomial time
algorithms (KeyGen, ReKey, Sign, ReSign, Verify), where:
e (KeyGen, Sign, Verify) are the same as those in the standard digital signatures’.

e On input (skga,skp), the re-signature key generation algorithm, ReKey, outputs a key rk4..p for the
proxy, where sk4 and skp are the secret key of A and B, respectively.

e On input rka..p, a public key pk4, a message m, and a signature o, the re-signature function, ReSign,
outputs a new signature o’ on message m corresponding to pkp, if Verify(pka, m,o) = 1 and L otherwise.

Correctness. For any message m in the message space and any key pairs (pk, sk), (pk’, sk') < KeyGen(1%), let
o = Sign(sk,m) and rk < ReKey(sk, sk’). Then the following two conditions must hold:

Verify(pk,m,o) =1 and Verify(pk',m,ReSign(rk,pk,m,o)) = 1.

Unlike the security notion in [2], we define security for bidirectional proxy re-signature schemes by the
following game between a challenger and an adversary: (Note that we adopt the method in [8] to define the

'For the definition of standard digital signatures, we refer the reader to [13].



security notion of bidirectional proxy re-encryption schemes: static corruption, i.e., in this security notion, the
adversary has to determine the corrupted parties before the computation starts, and it does not allow adaptive
corruption of proxies between corrupted and uncorrupted parties.)

Queries. The adversary adaptively makes a number of different queries to the challenger. Each query can be
one of the following.

e Uncorrupted Key Generation Opgeygen: Obtain a new key pair as (pk, sk) «— KeyGen(1%). The
adversary is given pk.

e Corrupted Key Generation Ockeygen: Obtain a new key pair as (pk,sk) «— KeyGen(1¥). The
adversary is given pk and sk.

e Re-Signature key Generation Operey: On input (pk,pk’) by the adversary, where pk, pk’ were
generated before by KeyGen, return the re-signature key rkpr..,»» = ReKey(sk, sk’), where sk, sk’
are the secret keys that correspond to pk, pk’. Like the security notion in [8], here, we also require
that both pk and pk’ are corrupted, or both are uncorrupted.

e Re-signature ORpesign: On input (pk, pk/, m, o), where pk, pk’ were generated before by KeyGen. The
adversary is given the re-signed signature ¢’ = ReSign(ReKey(sk, sk’), pk, m,o), where sk, sk’ are
the secret keys that correspond to pk, pk’.

e Signature Og;g,: On input a public key pk, a message m, where pk was generated before by KeyGen.
The adversary is given the corresponding signature o = Sign(sk, m), where sk is the secret key that
correspond to pk.

Forgery. The adversary outputs a message m*, a public key pk*, and a string o*. The adversary succeeds if
the following hold true:
1. Verify(pk*,m*,o*) = 1.
2. pk* is not from OckeyGen-
3. (pk*,m*) is not a query to Ogign.

4. (O,pk*,m*,#) is not a query to ORregign, where ¢ denotes any public key, and 4 denotes any
signature.

The advantage of an adversary A in the above game is defined to be Adv4 = Pr[A succeeds|, where the
probability is taken over all coin tosses made by the challenger and the adversary.

2.2 Bidirectional ID-based Proxy Re-Signature

Definition 2 (Bidirectional ID-based Proxy Re-Signature) A Bidirectional ID-based proxy re-signature
scheme S consists of the following six random algorithms: Setup, Extract, ReKey, Sign, ReSign, and Verify
where:

e (Setup, Extract, Sign, Verify) are the same as those in a standard ID-based signature?.

e On input (d4,dp), the re-signature key generation algorithm, ReKey, outputs a key rka..p for the proxy,
where d4 (dp) is A’s (B’s) secret key.

e On input k4. p, an identity 1D 4, a message m, and a signature o, the re-signature algorithm, ReSign,
outputs a new signature o’ on message m corresponding to IDp, if Verify(IDs,m,o) = 1 and L
otherwise.

2For the definition of ID-based signatures, we refer the reader to [18].



Correctness: This is the same as that in standard proxy re-signature schemes. The following property must
be satisfied for the correctness of a proxy re-signature: For any message m in the message space and any two
key pairs (IDa,da), and (IDp,dp), let 04 = Sign(da,m) and rka—p < Rekey(da,dp), the following two
equations must hold:

Verify(IDa,m,04) =1, and Verify(IDp, m,ReSign(rkap, D4, m,04)) = 1.

We also define the security notion of bidirectional ID-based proxy re-signature with static corruption by a
game between a challenger and an adversary.

Setup. The challenger runs Setup and obtains both the public parameters params and the master secret mk.
The adversary is given params but the master secret mk is kept by the challenger.

Queries. The adversary adaptively makes a number of different queries to the challenger. Each query can be
one of the following.

e Extract oracle for corrupted parties Oggtract: On input an identity I.D by the adversary, the chal-
lenger responds by running Extract(mk, I D), and sends the resulting private key d;p to the adver-
sary.

e Re-Signature key Generation Opgerkey: On input (D4, IDp) by the adversary, the challenger returns
the re-signature key rka.,p = ReKey(Extract(mk, ID4),Extract(mk,IDg)). Here, we also require
that both /D4 and IDpg are corrupted, or both are uncorrupted.

e Re-signature ORregign: On input (IDy4,IDpg,m,0), the adversary is given the re-signed signature

o' = ReSign(ReKey(Extract(mk, [D4),Extract(mk,IDg)),ID4,m, o).

e Signature Ogjgpn: On input an identity 1D, a message m. The adversary is given the corresponding
signature o = Sign(Extract(mk, D), m).
Forgery. The adversary outputs a message m*, an identity ID*, and a string o*. The adversary succeeds if
the following hold:

—_

. Verify(pk*,m*, o*) = 1.

2. ID* is uncorrupted.

3. (ID*,m*) is not a query to Ogign.

4. (0,ID*,m*, ) is not a query to ORegign, where { denotes any identity, and 4 denotes any signature.

The advantage of an adversary A in the above game is defined to be Advy4 = Pr[A succeeds|, where the
probability is taken over all coin tosses made by the challenger and the adversary.

2.3 Bilinear maps

In this subsection, we briefly review definitions about bilinear maps and bilinear map groups, which follow that
in [7].

1. Gy and Gy are two (multiplicative) cyclic groups of prime order p;

2. g is a generator of Gy;

3. e is a bilinear map ¢ : G; x G; — Ga.
Let Gy and G2 be two groups as above. An admissible bilinear map is a map e : G; X G; — Go with the
following properties:

1. Bilinearity: For all P,Q,R € Gy, e(P-Q,R) =e(P,R)-e(Q,R) and e¢(P,Q - R) = e(P,Q) - e(P, R).

2. Non-degeneracy: If e(P,Q) =1 for all Q € Gy, then P = O, where O is a point at infinity.

We say that Gy is a bilinear group if the group action in G; can be computed efficiently and there exists a
group Go and an efficiently computable bilinear map as above.



2.4 The Computational Diffie-Hellman Assumption (CDH)

Computational Diffie-Hellman Problem. Let G be a group of prime order p and let g be a generator of
G. The CDH problem is as follows: Given (g, g%, ¢*) for some a,b € Z,, compute ¢®. An algorithm A has
advantage ¢ in solving CDH in G if

Pr{A(g,9% ¢") = 9" > ¢

where the probability is over the random choice of a,b in Zj, the random choice of g € G*, and the random
bits of A.

Definition 3 We say that the (g,t)-CDH assumption holds in G if no t-time algorithm has advantage at least
€ in solving the CDH problem in G.

3 Bidirectional Proxy Re-signature Schemes

3.1 S,,;: Multi-Use Bidirectional Scheme

We now present a new multi-use bidirectional proxy re-signature scheme, denoted as S,,p, using the signature
scheme due to Waters [20]. This scheme requires a bilinear map, as discussed in Section 2. We assume that
the messages can be represented as bit strings of length n,,, which is unrelated to p. We can achieve this by a
collision-resistant hash function H : {0,1}* — {0, 1}".

KeyGen: On input the security parameter 1%, it chooses two groups G; and Gy of prime order p = O(2F),
such that an admissible pairing e : G; x G; — G2 can be constructed and chooses a generator g of Gj.
Furthermore, it selects a random a from Z,, and n,, + 2 random number (g2, v, u1,- -+ ,Uy,,) from Gy,
and output the key pair pk = g1 = ¢* and sk = a, the public parameters (G1, Go, e, go, v/, us, -+ ,up,,).

ReKey: On input two secret keys skq = a, skp = b, output the re-signature key rks_.p = b/a mod p.

(Note that we make use of the same method and assumptions in [2] to get the re-signature key, we refer
the reader to [2][Section 3.3] for details.)

Sign: On input a secret key sk = a and a n,,-bit message m, output o = (2,B) = (g5 - w",g"), where r is
chosen randomly from Z,, and w = - [, ui, U C {1,...,np} is the set of indices i such that m[i] =1,
and mli| is the i-th bit of m.

ReSign: On input a re-signature key rk4_ g, a public key pka, a signature o4, and a n,,-bit message m, check
that Verify(pka,m,04) = 1. If 04 does not verify, output L; otherwise, choose a random number v € Z,,
and output og = cr;kA*B = (g - ww?, g g¥) = (ghw", g""), where 1’ = rb/a + v mod p.’

Verify: On input a public key pk, a n,,-bit message m, and a purported signature o = (2, B), output 1, if
e(pk, g2)e(B,w) = e(2A, g) and 0 otherwise.

Theorem 1 (Security of S,,;,) In the standard model, bidirectional prozxy re-signature scheme Sy, is correct
and existentially unforgeable under the Computational Diffie-Hellman (CDH) assumption in Gi; that is, for
random g € G, and x,y € Zy,, give (g,9%,9"), it is hard to compute g*V.

Proof. The correctness property is easily observable. We show security following the approaches in [20, 16],
especially the one in [16].

If there exists an adversary A that can break the above proxy re-signature scheme with non-negligible
probability € in time ¢ after making at most gg sign queries, grg resign queries, g (un)corrupted key queries,
and gri rekey queries, then there also exists an adversary B that can solve the CDH problem in Gy with

3This modification is according to the attack in [14].
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probability Mg Tana) i) in time ¢ + O((gs + qrs)nmp + (gs + qrs + qx)7), where p and 7 are the time for
a multiplication and an exponentiation in G1, respectively.

On input (g, g%, ¢*), the CDH adversary B simulates a bidirectional proxy re-signature security game for A
as follows:

To prepare the simulation, B first sets [, = 2(¢s + ¢rs), and randomly chooses a number k,,, such that
0 < km < Ny, and Iy, (nm, + 1) < p. B then chooses n,, + 1 random numbers 2/, z;(i = 1,...,ny,) from Z;, .
Lastly, B chooses n,, + 1 random numbers ¢/, y;(i = 1,...,ny,) from Z,.

To make expression simpler, we use the following notations:

F(m) :x'—i—z:ri —lmkm and J(m) :y'—l—Zyi.

icu =
Now, B sets the public parameters:
g2 =g u' = g5 gV wi = giigh (1< i < ).

Note that for any message m, there exists the following equation:
w=u[[u= g5 ™M gTm),
e
Queries: B builds the following oracles:

OUKeyGen: B chooses a random z; € Z;, and outputs pk; = (g*)*.

OcKeyGent B chooses a random z; € Z;, and outputs (pki, sk;) = (g%, z;).

Osign: On input (pk;,m), if pk; is corrupted, B returns the signature o = (g5’ w", g"), where w =
u' T],ep0 wi- Otherwise, B performs as follows.

e If F(m) # 0 mod p, B picks a random r € Z, and computes the signature as,

o= (g;J(m)/F(m) (’LL/ H ui)r,gfl/F(m)gT).
iU

For 7 = r —a/F(m), we have that

ng(m)/F(m) (ul Hieu Ui)r

1
gl—J(m)/F(m) (gJ(m)gg(m))r

= g3(gy g m)=alFlm) (g7 (m) g (m)yr

— gg (gg(m)gJ(m))r—a/F(m)

= g/ e, u;n[i]);7
and \/F(m)
9. ""g = g
=9,
which shows that ¢ has the correct signature as in the actual scheme.
e If F'(m) = 0(modp), B is unable to compute the signature o and must abort the simulation.
ORekey: On input (pk;, pk;), if pk; and pk; are both corrupted or both uncorrupted, B returns rk;_.; =
(xj/z;) mod p; else, this input is illegal.
OResign: On input (pks, pkj, m, o). If Verify(pk;, m,o) # 1, B outputs L. Otherwise, B does:

r—a/F(m)

e If pk; and pk; are both corrupted or both uncorrupted, output ReSign(Ogexey(Pki, kj), pki, m, 0).
e else, output Ogign(pkj, m).



Forgery: If B does not abort as a consequence of one of the queries above, A will, with probability at least &,
return a message m* and a valid forgery o* = (2A*,8*) on m*. If F/(m*) # 0 mod p, B aborts. Otherwise,
the forgery must be of the form, for some r* € Z,,
(9° (' Tl wa)" ™)
— (gab( F(m*)gJ(m*))r* gr*)
(
(

o* =

92
— ab—i—J(m*)r*,gr*)

To solve the CDH instance, B outputs (2*) - (B8*)~/(m") = gob
To conclude, we bound the probability that 5 completes the simulation without aborting. For the simulation
to complete without aborting, we require that all sign and resign queries on a message m have F(m) # 0 mod p,
and that F'(m*) = 0 mod p.
Let my, ..., mqy, be the messages appearing in sign queries or resign queries not involving the message m*.
Clearly, qg < qs + qrs. We define the events E;, E!, and E* as:

E;: F(m;) #0mod p, E,: F(m;) # 0 mod l,,, E*: F(m*) =0 mod p.

The probability of B not aborting is Pr[-abort] > Pr[A{%, E; AE*]. Tt is easy to see that the events (A2, F;)
and E*.

From l,(nm, + 1) < p and 2/ and x;(i = 1,...,n,,) are all from Z;,,, we have 0 < [k, < p and 0 <
'+ ey i < p. Then it is easy to see that F'(m) = 0 mod p implies that F'(m) = 0 mod I,,,. We can get that
F(m) # 0 mod l,,, implies that F'(m) # 0 mod p. Hence, we have: Pr[E;] > Pr[E/],

Pr[E*]
= Pr[F(m*) =0mod p A F(m*) =0 mod I,
= Pr[F(m*)=0mod l,,]
Pr[F(m*) = 0 mod p|F(m*) = 0 mod I,,]
= Enml—i—l
and
PrA\/% Ei] > Pr[A\% Ez/]
= 1-Pr[Vi¢ ~El
> 1- ZqQ Pr[—\E/]
= 1-
> 11— qSJl:ZRS
and [, = 2(qs + qrs) as in the simulation.
Hence, we get that
Pr[—abort]
> [/\qQ Ej|Pr[E”]
> (nm+1) (1 QS‘;‘TZRS)
> é .1
- 2(QS+¢1R§)(nm+1) 2
= A(gs+ars)(nm+1)

Since there are O(n,,) and O(n,,) multiplications in sign queries and resign queries, respectively, and O(1),
O(1), and O(1) exponentiations in sign queries, resign queries and (un)corrupted key queries, respectively,
hence the time complexity of B is ¢ + O((qs + qrs)nmp + (¢s + qrs + qx)7).

Thus, the theorem follows. u



Discussion of Scheme Sy, This scheme is transparent, since the signature from Sign algorithm is the same
of that from ReSign algorithm. This fact also implies that this scheme is multi-use. Furthermore, it is easy
to see that rka—p = 1/rkp—a, which shows the scheme is bidirectional. Last, since each user just stores one
signing key, the scheme is also key optimal.

3.2 Siy—mp: ID-based Multi-Use Bidirectional Scheme

In this subsection, we will extend S,,,; to an ID-based multi-use bidirectional scheme, denoted as S;q_,5. The

scheme is consisted of six algorithms. In the following we assume that all identities and messages are n;q-

bit and n,,-bit strings, respectively. We can achieve this by applying two collision-resistant hash functions,

Hiq:{0,1}* — {0,1}™4 and H,, : {0,1}* — {0, 1}"™.

Setup: On input the security parameter 1, it chooses groups G1 and Gg of prime order p = ©(2*), such that
an admissible pairing e : G; X G; — G2 can be constructed and pick a generator g of G;. Furthermore,
choose a random number « from Z,, compute g; = g%, and then choose v/, u; (i =1, -+ ,n;q), v/, and v;
(i=1,--+,ny) from G.

The public parameters are (G1, Go, e, 9, 91,92, v, ui(i = 1,--+ ,n4q),v,v;(i = 1,--- ,ny,)) and the master
secret key is .
Extract: On input an n;g-bit identity 1D, output the corresponding private key d;q,

b= (22 = 30 Ty
ieU
where r;q is a random number from Z,, U C {1,--- ,n;q} is the set of indices ¢ such that u[i] = 1, and

uli] is the i-th bit of ID.
Rekey: On input two private keys da = (d(Al), df)) and dp = (dg), dg)), output the re-signature key

g dy) dY

=

TkA—>B -

(Note that we make use of the same method and assumptions in [2] to get the re-signature key.)

Sign: On input a private key d;q = (dz(é)7 dg)) and a n,,-bit message m, output

= (%,8,¢) = (d\) (v [J ve), di3), g,
1%
where 7, is a random number from Z,, V C {1,--- ,np,} is the set of indices ¢ such that m[i] = 1, and

m/i] is the i-th bit of m.
1) 4(2)
ReSign: On input a re-signature key rks4 _.p = (Z(l)’ Z(2>), an n;g-bit identity D4, a signature o4, and an
nm-bit message, check that Verify(ID4,m, UA) =1. If o4 = (U4,B4,€4) does not verify, output L;
otherwise, output

dg) ! Ar d(‘?) Ar
op = (Aa-fiy- (' [Licyvi)™ By, €a-97)
A A
1 2
= (d(B) (U/ HZEV Ui)rm+Ar> d(B) 9 grm-i-A’r‘)’
where Ar is a random number from 7Z,,.
Verify: On input an n;g-bit identity D, an n,,-bit message m, and a purported signature o = (2,8, &),
output 1, if e(2A, g) = e(g2, g1)e(u’ [ [y ti> B)e(v' [,y vi, €) and 0 otherwise.



Theorem 2 (Security of S;;_..,) In the standard model, ID-based bidirectional proxy re-signature scheme
Sid—mp 18 correct and existentially unforgeable under the Computational Diffie-Hellman (CDH) assumption in
G1; that is, for random g € G1, and z,y € Z,, give (9,9%,¢Y), it is hard to compute g*¥

Proof. Firstly, we use the following equations to show S;q_.p’s correctness.

e@,g) = e(dVWevrd™ g)
= e(g ( H@ez,{ ul) (UI HiEV vi)rm I g)
= e(95,9)e((u Hzeuuz)”d,g)e((v/Hievvi)rm,g)
= e(g2,91)e(u Hieuuz‘,‘B)e(U'Hievvi,Q)

And then we show security as in Theorem 1, the approach is also based on that of [20, 16].
We show if there exists any adversary A that can break the external security of the above proxy re-signature
scheme with non-negligible probability ¢ in time ¢ after making at most gp extract queries, gg sign queries,

and qrg resign queries, there must exist an adversary B that solves the CDH problem in G; with probability

16(QE+QS+QRS+2(1RK)(1(IS+QRS)(nid+1)(nm+1) in time ¢ + O(((¢ + qrK)nid + (g5 + qrs)(Mia + nm))p + (g8 + g5 +

qrs + qri)7), where p and 7 are the time for a multiplication and an exponentiation in G1, respectively.

On input (g, g%, ¢*), the CDH adversary B simulates an ID-based bidirectional proxy re-signature security
game for A as follows:

To prepare the simulation, B first sets l;g = 2(qg + ¢s + qrs + 2qrk) and [, = 2(¢s + qrs), and randomly
chooses two numbers k;q and k,,, such that 0 < k;g < nyq, Lig(nig +1) < p, 0 < kpy < nyp, and Ly (0, + 1) < p.

a
2
a
2>

B then chooses n;q + 1 random numbers 2/, z;(i = 1,--- ,n;q) from Z;,,, and n, + 1 random numbers 2/,
2i(i = 1,--+ ,ny) from Z,,. Lastly, B chooses n;y + nm, + 2 random numbers ¢/, y;(i = 1,--+ ,niq), w',
wi(i =1,-- ,ny,) from Z,.

To make expression simpler, we use the following notations:

F(ID)=a'+> x;—ligkia and J(ID) =y +> y,

€U €U
m):z’+z,ziflmm and L(m)=w +Zwl
=% %

Now, B sets the public parameters:
g =g" g2 = gb,

'~liakia Yy’ i Yi ;

u' =gy GV u = gyt gY (1 < i < nyg)
/ . . .

v = g5 g v = g5l (1 < i < my).

Note that for any identity I D and message m, there exists the following equations:

o Huz _ gg(ID)gJ(ID) and o' Hvi _ gf(m)gL(m).
icu %

Queries: B builds the following oracles:

OEgstract: On input ID, if I D is uncorrupted and not issued by B itself, then this input is illegal; else, B
computes F(ID). If F(ID) = 0mod p, B aborts; otherwise, B computes the corresponding private
key:

dip = (dip,dD)

7I(ID) —1
— (glFUD) (u/ Hz‘eu ui)"‘id7 glF(1D> gmd)’

10



where r;4 is a random number from Z,,.
Writing 7,4 = ;¢ — a/F(ID), we have

1 —J(ID)/F(ID ”
dz(d) — J(ID)/F(ID) (U;I_I[li)eu i)'
= g, (F(I);)( )(92 ( )gJ(ID)g(iIdD)
— gg(g% . gJ(ID))—a/F(ID) (92 gJ(ID))Tid
= g4(gt (ID) gJ(ID~))ridfa/F(ID)
= g5 [ L i),
and

d?D) _ gl—l/F(ID)gn'd =g

Hence, from the adversary’s point of view, all private keys computed by B will be indistinguishable
from the keys generated by the real PKG.
Ogign: On input (I.D,m), B first computes F(ID).
e If F(ID) # 0 mod p, B can just compute the private key corresponding to identity I D as in an
extract query, and then use the Sign algorithm to create a signature on m.
e If F(ID) = 0 mod p, B computes K(m), if K(m) = 0 mod p, B aborts; otherwise, B first finds
(rig, ID) in table T,j. If it does not exist, B chooses a random number r;; € Z, and records
(rid, ID) into table T};. And then B creates a signature on m o = (2,8, €).

ria—a/F(ID) _ gfid.

—L(m)
o
= g5 [Tigy )" (V" [Ligy vi)™™,
B = g,
—1
¢ = glK(m> Tm
= g™,

where 7, is a random number from Z,, and 7, = r, — a/K(m). The last equation shows that
the signatures computed by B are indistinguishable to that generated by the real user, from A’s
point of view.
ORekey: On input (ID;, 1Dj), if one of ID; and ID; is corrupted, and the other is uncorrupted, then the
input is illegal; else, B does:
e If (ID;,1Dj) are both uncorrupted, then
1. Find (riq,, ID;) in table T,4. If it does not exist, choose a random number r;4, € Z, and
records (r;q,, I D;) into table T}.
2. Find (riq;, IDj) in table T,. If it does not exist, choose a random number 74, € Z, and
records (7iq;, I Dj) into table T.
(u HIeIDi up)"di

i i ,g %7 ") where I € ID; denotes the value of I-bit of ID; is 1.
wllrerp; w1

e If (ID;,ID;j) are both corrupted, then rk;_.; = ReKey(Opztract(ID;), Opztract(ID;)) (via calling
oracle OEmtract)

OResign: On input (ID;, IDj,m,o). If Verify(ID;,m,o0) # 1, B outputs L. Otherwise, B does:

3. ’I“/{?iﬂj = (

o If ID; and ID; are both corrupted or uncorrupted, output
ReSign(Orekey(IDs, IDj), ID;,m,0).

11



e clse, output Ogign (1D}, m).

Forgery: If B does not abort as a consequence of any queries above, A will, with probability at least €, return
a message m*, an identity I D*, and a valid forgery o* = (*, 8", €*) of ID* on m*. If F(ID*) # 0 mod p
or K(m*) # 0 mod p, B aborts. Otherwise, the forgery must be of the form, for some 77, r" € Z,,

(0 T 0 Ty ) 7557
(g ab ( )gJ(ID )) a (g (m )gL(m ))Tm7g7"id,grm)
— ( ab+J ID*)r} +L(m*)ry,
(

A B, ).

O.*

T e
m, g, g'm)

To solve the CDH instance, B outputs (2*) - (8*)~/UDP") . (g*)~L(m") = gab

To conclude, we bound the probability that B completes the simulation without aborting. For the simulation
to complete without aborting, we require that all extract queries on an identity ID have F(ID) # 0 mod p,
that all sign and resign queries on a message (I.D, m) have F(ID) # 0 mod p or K(m) # 0 mod p, that all rekey
queries on identity pair (I.D;, ID;) have F(1D;) # 0 mod p and F(ID;) # 0 mod p, and that F(ID*) = 0 mod p
and K(m*) = 0 mod p.

Let IDq,--- ,1Dy,, be the identities appearing in extract queries, sign queries or resign queries not involving
the identity ID*, and mq,--- ,mg,, be the messages appearing in sign queries or resign queries involving the
identity ID*. Clearly, ¢ip < qr + qs + qrs + 2qrx and qur < qs + qrs. We define the events EF, E'F E7,
EE, E’Z-K, and E} as:

EF . F(ID;)#0mod p, E'Y : F(ID;) # 0mod Ly, E%: F(ID*) = 0mod p,

EX . K(m;) # 0 mod p, E’iK : F(m;) # 0mod l,,, Ef : K(m*) =0 mod p.
The probability of B not aborting is

41D am
Pr[-abort] > Pr[ \ Ef A Ef A J\ EF A Ej].
=1 =1

It is easy to see that the events (/\q’D EF), E%, (/\q“ EX), and Ej} are independent.

From l;jg(niqg + 1) < p and 2’ and z;(¢ = 1,--- ,n;q) are all from Z;,,, we have 0 < ljgkiq < p and 0 <
o'+ 3, i < p. Then it is easy to see that F(ID) = 0 mod p implies that F(ID) = 0 mod l;5. We can get
that F(ID) # 0 mod Ly implies that F(m) % 0 mod p. Hence, we have: Pr[EF] > Pr[E'T],

Pr[E}] Pr[F(ID*) =0 mod p A F(ID*) = 0 mod ;4]
= Pr[F(ID*) =0 mod l;4]
Pr[F(ID*) = 0 mod p|F(ID*) = 0 mod ;4]
inidl'f‘l 1 )
NamTasTans Foane) w1 (Sice lia = 2(ap + g5 + drs + 24rK))
and
[/\QID EF] > Pr[/\!IID E’F]
= 1-Pr[Vig -E]
> 11— 28 Pr[-E]]
- 1-92
1 — 4B+4s+qrs+2qrK

v

id
1/2 ( since l;g = 2(qr + qs + qrs + 2qrK)).
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Similarly, we get that

1 1 am
Pr(E%] > and Pr EX) > 1/2.

Hence, we get that

Pr[—abort] Pr[A2, EF A E3 /\1 m EX A B3

>
>

16(¢e+4as+ars+2qrK)(as+ars)(Nidt1) (nm+1)

Since there are O(n;q), O(niq), O(nig+ny) and O(n;q+n,,) multiplications in extract queries, rekey queries,
sign queries and resign queries, respectively, and O(1), O(1), O(1), and O(1) exponentiations in extract queries,
rekey queries, sign queries and resign queries, respectively, hence the time complexity of B is t + O(((qr +
qrK )Nid + (45 + qrs)(Nia + nm))p + (4 + ¢s + qrs + qrK)T).

Thus, the theorem follows. n

Discussion of Scheme S;q_mp: As Spmp, Sid—ms 18 bidirectional, multi-use, transparent, and key optimal.

4 Conclusions

We have presented the first two proxy re-signature schemes which are proven secure in the standard model.
Especially, the second one is an ID-based proxy re-signature scheme. Both of them are computational efficient,
only two exponentiations in G; in Sign and ReSign algorithms. However, their public parameters’ size is
relatively large. We can make a tradeoff between the public parameters’ size and the security reduction by
using the techniques of Naccache [15] and Sarkar and Chatterjee [17] to reduce its size. Note that, our proposals
are only proven secure with static corruption not the adaptive corruption, we left it as the future work.
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