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Abstract. The algebraic immunity of an S-box depends on the number and type of linearly

independent multivariate equations it satisfies. In this paper techniques are developed to find the

number of linearly independent, multivariate, bi-affine and quadratic equations for S-boxes based on

power mappings. These techniques can be used to prove the exact number of equations for any class

of power mappings. Two algorithms to calculate the number of bi-affine and quadratic equations

for any (n, n) S-box based on power mapping are also presented. The time complexity of both

algorithms is only O(n2). To design algebraically immune S-boxes four new classes of S-boxes that

guarantee zero bi-affine equations and one class of S-boxes that guarantees zero quadratic equations

are presented. The algebraic immunity of power mappings based on Kasami, Niho, Dobbertin,

Gold, Welch and Inverse exponents are discussed along with other cryptographic properties and

several cryptographically strong S-boxes are identified. It is conjectured that a known Kasami like

APN power mapping is maximally nonlinear and a known Kasami like maximally nonlinear power

mapping is differentially 4-uniform. Finally an open problem to find an (n, n) bijective nonlinear

S-box with more than 5n quadratic equations is solved and it is conjectured that the upper bound

on this number is n(n−1)
2

.
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1 Introduction

The idea behind the algebraic attacks is to express the cipher as a system of multivariate

equations whose solution gives the secret key. The complexity of the attack depends on the



number of such equations, their type and their algebraic degree. The first algebraic attack on

a block cipher was discussed in [18]. For recent developments in the area of algebraic attacks

on block ciphers see [1, 2, 5, 6, 15,16]. In [6] Courtois and Pieprzyk showed that AES [8] can be

attacked by solving an overdefined system of algebraic equations. This is possible because the

only nonlinear component in AES, i.e., the S-box, can be expressed as an overdefined system

of algebraic equations. The authors presented an algorithm called XSL to solve this system

of multivariate equations and also introduced the notion of algebraic immunity, Γ , of S-boxes

where Γ is an important parameter in measuring the complexity of the XSL algorithm. For a

GF (2n) → GF (2n) S-box Γ is defined as Γ = ((t − r)/n)d(t−r)/ne, where r is the number of

equations and t is the number of monomials in these equations. A lower value of r means a

higher value of Γ and therefore higher complexity of the algebraic attack. In [6] the authors

showed that for AES S-box Γ = 222.9 and claimed that for secure ciphers Γ should be greater

than 232.

Inspired by [6] Cheon and Lee [4] developed tools to calculate the number of linearly in-

dependent multivariate equations for algebraic S-boxes. They used their results to estimate

the algebraic immunity Γ of maximally nonlinear power S-boxes (based on Gold, Kasami and

inverse exponents [9]). However Courtois et al. disputed their results in [7] by showing that in

most cases the number of linearly independent multivariate equations calculated by them are

incorrect. This was done by experimentally finding the total number of quadratic equations

for Gold and Kasami power S-boxes. Power mappings are of interest because unlike random

permutations, they can be implemented in hardware without a lookup table. This facilitates

compact and fast implementations of S-boxes in hardware.

In [7, Appendix A] Courtois et al. also used the polynomial representation of the algebraic S-

boxes to prove that S-boxes based on inverse mapping in GF (2n) have 3n−1 bi-affine equations

and 5n − 1 quadratic equations. However they did not generalize their results to other power

S-boxes and only provided experimental results for S-boxes based on Gold, Dobbertin, Niho,

Welch and Kasami exponents. The largest S-box experimentally tested by them was n = 17. In

this paper we use the polynomial representations to develop techniques which can be used to

prove the exact number of bi-affine and quadratic equations for any class of power mappings.
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From these techniques we also develop two very simple algorithms which, given an (n, n) S-

box and the exponent of power mapping, calculate the exact number of bi-affine and quadratic

equations respectively. The time complexity of both algorithms is O(n2) which is very small even

for very large S-boxes (for example n = 220). The algorithms currently available in literature to

find such equations have time complexities that are exponential in n and therefore impractical

for n > 25. Note however that these algorithms find the actual equations whereas our algorithms

only calculate the number of such equations. Towards designing S-boxes with highest algebraic

immunity, we provide four classes of power S-boxes that guarantee zero bi-affine equations and

one class that guarantees zero quadratic equations. We examine other cryptographic properties,

i.e., nonlinearity, algebraic degree and uniform differential property of these S-boxes and list

cryptographically strong power S-boxes for n = 8 and 10. We also provide two new conjectures

regarding the nonlinearity and uniform differential property of Kasami like power mappings.

In addition to this we solve an open problem given in [6, 7] to find a bijective nonlinear (n, n)

S-box with more than 5n quadratic equations. We conjecture the upper bound on this number

to be n(n−1)
2 for even n.

2 Definitions and Preliminaries

Let F2 = {0, 1} be the finite field of two elements. We consider the domain of an n-variable

Boolean function to be the vector space (Fn
2 , +) over F2, where + is used to denote the addition

operator over both F2 and the vector space Fn
2 = {x1, x2, · · · , xn|xi ∈ F2 = {0, 1}} and n is a

positive integer. The Hamming weight of an integer i is the number of nonzero coefficients in

the binary representation of i and is denoted by H(i).

For a binary string, λ consecutive ones (1’s) preceded by zero and followed by zero is called a

run of ones of length λ. We consider the runs of ones to be cyclic. For example 1100011110011111

has two (not three) cyclic runs of ones.

Any n variable Boolean function g: Fn
2 → F2, can be uniquely represented as a multivariate

polynomial over F2, called the algebraic normal form,

g(x1, . . . , xn) = a0 +
∑

1≤i≤n

aixi +
∑

1≤i<j≤n

ai,jxixj + . . . + a1,2,...,nx1x2 . . . xn,
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where the coefficients a0, ai, ai,j , . . . , a1,2,...,n ∈ F2. An (n,m) S-box (or vectorial function) is a

map F : Fn
2 → Fm

2 and has component functions f1, · · · , fm.

The degree of the Boolean function g, denoted by deg(g), is the same as the degree of the

multivariate polynomial. We define the degree of an (n,m) S-box F to be the minimum of the

degrees of all non zero linear combinations of its component functions. An n variable affine

function l is of the form l(x1, . . . , xn) = a0 +
∑

1≤i≤n aixi where the coefficients a0, ai ∈ F2. If

a0 = 0, the function is called linear.

The Walsh transform (WT) of an m-variable Boolean function g is an integer valued function

Wg : {0, 1}m → [−2m, 2m] defined by (see [14, page 414])

Wg(u) =
∑

w∈Fm
2

(−1)g(w)⊕〈u,w〉, u ∈ Fm
2 . (1)

{Wg(u)|u ∈ Fm
2 } is called the spectrum of g. Note that Walsh transform of g(x) is actually the

Fourier transform of (−1)g(x).

Nonlinearity of a Boolean function g measures the distance of the Boolean function from

the set of all affine functions. The nonlinearity nl(g) of an n-variable Boolean function g, can

be written as

nl(g) = 2n−1 − 1
2

max
u∈Fn

2

|Wg(u)|.

Nonlinearity of an (n,m) S-box is defined as the minimum nonlinearity of all the non zero linear

combinations of its component functions.

The algebraic immunity of an S-box, denoted by (AI), is defined as

Γ = ((t− r)/n)d(t−r)/ne,

where r is the number of equations it satisfies and t is the number of monomials in these

equations [6].

Let F2n be the finite field with 2n elements. Consider a mapping F : F2n → F2n . If n is odd

F is called maximally nonlinear [9] if the Walsh spectra of all nonzero linear combinations of its

component functions have precisely 3 values {0,±2
n+1

2 }. If n is even then it is conjectured [9]

that maximum achievable nonlinearity by F is 2n−1 − 2
n
2 . If F achieves this nonlinearity then

it is called maximally nonlinear.
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A mapping F : F2n → F2n is called differentially k-uniform [17] if each equation

F (x + a)− F (x) = b, where a ∈ F2n , a 6= 0, b ∈ F2n ,

has at most k solutions in F2n . If k = 2, F is called almost perfect nonlinar (APN) function [9].

It is known that if n is odd and F is maximally nonlinear then F is APN [3].

A trace function Tr: F2n → F2m , is given by [13, page 51]

Trn
m(x) =

n/m−1∑

i=0

x2mi
, x ∈ F2n .

A cyclotomic coset Cs modulo (2n − 1) is defined as [14, page 104]

Cs = {s, s · 2, · · · , s · 2ns−1},

where ns is the smallest positive integer such that s ≡ s2ns(mod 2n − 1). The subscript s is

chosen as the smallest integer in Cs, and s is called the coset leader of Cs. The computations

of cosets are performed in Z2n−1, the residue integer ring modulo (2n− 1). For example the cy-

clotomic cosets modulo 15 are: C0 = {0}, C1 = {1, 2, 4, 8}, C3 = {3, 6, 12, 9}, C5 = {5, 10}, C7 =

{7, 14, 13, 11}, where {0,1,3,5,7} are coset leaders modulo 15.

Any non-zero polynomial function f : F2n → F2, can be represented as a sum of trace

functions [11, page 178]:

f(x) =
∑

k∈Υ (n)

Trnk
1 (Akx

k) + A2n−1x
2n−1, Ak ∈ F2nk , A2n−1 ∈ F2,

where Υ (n) is the set consisting of all coset leaders modulo 2n − 1, nk is the size of the coset

Ck, and Trnk
1 (x) is the trace function from F2nk → F2. If f(x) is balanced , we have [11]

f(x) =
∑

k∈Υ (n)

Trnk
1 (Akx

k), Ak ∈ F2nk , x ∈ F2n . (2)

The algebraic degree of f , denoted by deg(f), is given by the largest w such that Ak 6= 0 and

H(k) = w. There is a natural correspondence between Boolean functions h and polynomial

functions f [11, page 334]. Let {α0, . . . , αn−1} be a basis for F2n , then this correspondence is

given by:

h(x0, . . . , xn−1) = f(x), x =
n−1∑

i=0

xiαi, xi ∈ F2.
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A monomial or single trace term function f is a function that can be represented by a single

trace term, f(x) = Trn
1 (βxt) where β ∈ F2n and t is the coset leader of Ct.

3 Bi-affine and Quadratic Equations for Power Mappings

Let’s fix any arbitrary basis {α0, α1, · · · , αn−1} for F2n . Then F2n and Fn
2 are isomorphic and

can be used interchangeably. Consider F : F2n → F2n to be an S-box based on a power mapping.

Such S-boxes are classified according to the exponent a of the power mapping such that y =

F (x) = xa.

Proposition 1. Let h(x, y) =
∑

i,j ai,jxiyj be a bilinear Boolean function in 2n variables,

where x =
∑n−1

i=0 xiαi, y =
∑n−1

i=0 yiαi and ai,j ∈ F2. Then h(x, y) has a unique polynomial

representation in F2n such that

h(x, y) =
n−1∑

k=0

Trn
1 (bkx

2k
y), bk ∈ F2n .

Proof. Proof is given in the Appendix.

Corollary 1. Let y = xa and h(x, y) =
∑

i,j ai,jxiyj +
∑

j vjyj be a Boolean function in n

variables where ai,j , bj ∈ F2. Then h(x, y) has a unique polynomial representation in F2n such

that

h(x, y) =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 (cxa), bk, c ∈ F2n .

Proof. From proposition 1 we have
∑

i,j ai,jxiyj =
∑n−1

k=0 Trn
1 (bkx

2k
y) and we know

∑
j vjyj =

Trn
1 (

∑
j vjβjy) = Trn

1 (cy). Putting y = xa we have the proof.

¤

Proposition 2. Let h(y) =
∑

i≤j ai,jyiyj be a Boolean function in n variables, where ai,j ∈ F2.

Then h(y) has a unique polynomial representation in F2n such that:

– if n is even, n = 2m:

h(y) = Trn
1 (d0y) +

m−1∑

k=1

Trn
1 (dky

(2k+1)) + Trm
1 (dmy(2m+1)), d0, dk ∈ F2n , dm ∈ F2m .
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– if n is odd, n = 2m + 1:

h(y) = Trn
1 (d0y) +

m∑

k=1

Trn
1 (dky

(2k+1)), d0, dk ∈ F2n .

Proof. Proof is given in the Appendix.

Corollary 2. Let y = xa and h(x, y) =
∑

i,j ai,jxiyj +
∑

i≤j ei,jyiyj +
∑

i viyi be a quadratic

Boolean function in n variables where ai,j , ei,j , vj ∈ F2. Then h(x, y) has a unique polynomial

representation in F2n such that:

– if n is even, n = 2m:

h(x, y) =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 (c′xa) +

m−1∑

k=1

Trn
1 (dkx

(2k+1)a) + Trm
1 (dmx(2m+1)a),

bk, dk, c
′ ∈ F2n , dm ∈ F2m .

– if n is odd, n = 2m + 1:

h(x, y) =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 (c′xa) +

m∑

k=1

Trn
1 (dkx

(2k+1)a), bk, dk, c
′ ∈ F2n .

Proof. From Corollary 1 we have

∑

i,j

ai,jxiyj +
∑

j

vjyj =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 (cxa).

From proposition 2, for even n, we have

∑

i≤j

ai,jyiyj = Trn
1 (d0x

a) +
m−1∑

k=1

Trn
1 (dky

(2k+1)) + Trm
1 (dmy(2m+1)).

Now we have

∑

i,j

ai,jxiyj +
∑

j

vjyj +
∑

i≤j

ai,jyiyj =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 ((c + d0)xa)

+
m−1∑

k=1

Trn
1 (dkx

(2k+1)a) + Trm
1 (dmx(2m+1)a),

where c′ = c + d0. The proof for n odd is similar. ¤
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3.1 Bi-affine Equations

For a given power mapping y = xa we want to find the number of bi-affine equations of the

form
∑

i,j

ai,jxiyj +
∑

j

vjyj +
∑

i

uixi + a = 0, ai,j , bj , ui, a ∈ F2. (3)

Let h(x, y) be a bilinear function as defined in Corollary 1. Then

h(x, y) =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 (cxa) (4)

=
∑

i

uixi + a.

Therefore the number of bi-affine equations, of the form as given in (3), is equal to the number

of functions h(x, y) that are affine (i.e.,
∑

i uixi + a).

h(x, y) in ( 4) will be affine in the following cases:

1. If for any 0 ≤ k ≤ n− 1, H(2k + a) = 1 then Trn
1 (bkx

2k+a) will give 2n affine functions (as

bk ∈ F2n). Note only n of these functions are linearly independent. Similarly if H(a) = 1 we

will get n linearly independent functions.

2. If for any 0 ≤ k ≤ n− 1, H(2k + a) > 1 and 2k + a ∈ Ck′ where |Ck′ | = m′ < n, m′|n, then

Trn
1 (bkx

2k+a) will give 2n−m′
affine functions. Note that bk must be 0 for Trn

1 (bkx
2k+a) to

be an affine function. Since bk ∈ F2m′ therefore 2n−m′
elements in F2n map to 0 in F2m′ .

Only n−m′ of these functions are linearly independent. Same argument holds for Trn
1 (cxa).

3. Let A = {2k + a : 0 ≤ k ≤ n − 1, H(2k + a) > 1 ∧ 2k + a /∈ F2m′′ ,m′′ < n}. Now we define

S, the set of exponents such that

S =




A ∪ {a}, if H(a) > 1 ∧ a /∈ F2m′ ,m′ < n

A, otherwise.

Note S can be a multiset. If any two exponents from S belong to the same coset then they

will give 2(2−1)n = 2n affine functions. For example if 2k1 + a and 2k2 + a (k1 6= k2) belong

to the same coset then we can write 2k1 + a = (2k2 + a)2l where 1 ≤ l ≤ n. Now we have

a term Trn
1 ((bk1 + (bk2)

2l
)x2k1+a) where bk1 + (bk2)

2l
can be zero in 2n ways. In general if

there exist t exponents that belong to the same coset , we will have 2(t−1)n affine functions.
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4. If a ∈ C2n−1−1 then 2k + a = 2n − 1 for some 0 ≤ k ≤ n− 1. Then we have Trn
1 (bkx

2n−1) =

Trn
1 (bk) which can be 0 in 2n−1 ways. Therefore we have n − 1 linearly independent affine

functions. Note C2n−1−1 is the only coset with Hamming weight n − 1 and the inverse

exponent belongs to this coset.

Based on the above 4 cases, we now give Algorithm 1 to compute the total number of linearly

independent bi-affine equations for a given power mapping y = xa over F2n .

Algorithm 1 Computing number of linearly independent bi-affine equations
Input a, n.

Output Total number of independent bi-affine equations.

1: For given a and 2k +a, 0 ≤ k ≤ n− 1, compute their coset leaders in array cst l and their coset sizes in array

cst s;

2: sort array cst l in ascending order and shuffle array cst s accordingly;

3: k ← 0, eqnum ← 0;

4: while k ≤ n do

5: if(H(cst l[k] = 0)): eqnum ← eqnum + (n− 1);

6: elseif(H(cst l[k] = 1)): eqnum ← eqnum + n;

7: elseif(cst s[k] < n)): eqnum ← eqnum + (n− cst s[k]);

8: else

9: while cst l[k] = cst l[k + 1] do

10: eqnum ← eqnum + n; k ← k + 1;

11: k ← k + 1;

Theorem 1. Let y = xa be a power mapping over F2n. Then using Algorithm 1, the total

number of linearly independent bi-affine equations can be computed in time O(n2).

Proof. In Algorithm 1, step 1 takes time O(n2). Step 2 takes time O(nlog(n)) and steps 4-10

take time O(n). Therefore total time complexity is O(n2). Correctness of Algorithm 1 follows

from the 4 cases discussed above.
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3.2 Quadratic Equations

For a given power mapping y = xa we want to find the number of quadratic equations of the

form
∑

i,j

ai,jxiyj +
∑

i≤j

bi,jyiyj +
∑

i

viyi +
∑

i≤j

ci,jxixj +
∑

i

uixi + a = 0, ai,j , bi,j , ci,j , vi, ui, a ∈ F2.

(5)

Let h(x, y) be a quadratic function as defined in Corollary 2. Then

– if n is even, n = 2m:

h(x, y) =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 (c′xa) +

m−1∑

k=1

Trn
1 (dkx

(2k+1)a) + Trm
1 (dmx(2m+1)a) (6)

=
∑

i≤j

ci,jxixj +
∑

i

uixi + a.

– if n is odd, n = 2m + 1:

h(x, y) =
n−1∑

k=0

Trn
1 (bkx

2k+a) + Trn
1 (c′xa) +

m∑

k=1

Trn
1 (dkx

(2k+1)a)

=
∑

i≤j

ci,jxixj +
∑

i

uixi + a.

Therefore the number of quadratic equations, of the form as given in (5), is equal to the number

of functions h(x, y) that are quadratic (i.e.,
∑

i≤j ci,jxixj +
∑

i uixi + a). Consider n = 2m to

be even then h(x, y) in ( 6) will be quadratic in the following cases:

1. If for any 0 ≤ k ≤ n − 1, 1 ≤ H(2k + a) ≤ 2 then Trn
1 (bkx

2k+a) will give n linearly

independent quadratic functions. If for any 0 ≤ k ≤ n − 1, 1 ≤ H((2k + 1)a) ≤ 2 then

Trn
1 (dkx

(2k+1)a) will give n linearly independent quadratic functions. If 1 ≤ H(a) ≤ 2 then

Trn
1 (c′xa) will give n linearly independent quadratic functions. If ≤ H((2m + 1)a) ≤ 2 then

Trm
1 (dmx(2m+1)a) will give m linearly independent quadratic functions (as dm ∈ F2m).

2. If for any 0 ≤ k ≤ n − 1, H(2k + a) > 2 and 2k + a ∈ Ck1 where |Ck1 | = m1 < n,

m1|n, then Trn
1 (bkx

2k+a) will give 2n−m1 quadratic functions. If for any 1 ≤ k ≤ m − 1,

H((2k + 1)a) > 2 and (2k + 1)a ∈ Ck2 where |Ck2 | = m2 < n, m2|n, then Trn
1 (dkx

(2k+1)a)

will give 2n−m2 quadratic functions. If H(a) > 2 and a ∈ Ck3 where |Ck3 | = m3 < n, m3|n,

then Trn
1 (c′xa) will give 2n−m3 quadratic functions. If H((2m+1)a) > 2 and (2m+1)a ∈ Ck4

where |Ck4 | = m4 < m, then Trm
1 (dmx(2m+1)a) will give 2m−m4 quadratic functions.
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3. Let

B = {2k + a : 0 ≤ k ≤ n− 1,H(2k + a) > 2 ∧ 2k + a /∈ F2m5 ,m5 < n}

∪{(2k + 1)a : 1 ≤ k ≤ m− 1,H((2k + 1)a) > 2 ∧ (2k + 1)a /∈ F2m6 ,m6 < n}.

Now we define the set of exponents T such that

T =




B ∪ {a}, if H(a) > 2 ∧ a /∈ F2m7 ,m7 < n

B, otherwise

Note T can be a multiset. If any two exponents from T belong to the same coset then they

will give 2(2−1)n = 2n quadratic functions. In general if there exist t exponents that belong

to the same coset, we will have 2(t−1)n quadratic functions.

4. If a ∈ C2n−1−1 then 2k +a = 2n−1 for some 0 ≤ k ≤ n−1. Therefore we have n−1 linearly

independent quadratic functions.

Note that odd n can be handled in the similar manner and Algorithm 2 can be modified accord-

ingly. Based on the above 4 cases, we now give Algorithm 2 to compute the total number of

linearly independent quadratic equations for a given power mapping y = xa over F2n when n

is even.

From the above discussion we have the following theorem.

Theorem 2. Let y = xa be a power mapping over F2n. Then using Algorithm 2, the total

number of linearly independent quadratic equations can be computed in time O(n2).

4 AI of Cryptographically Significant Power Mappings

S-boxes which satisfy zero bi-affine and/or quadratic equations provide optimal resistance

against algebraic attacks and therefore are of great interest. In this section we provide sev-

eral S-box constructions that satisfy this criteria. A cryptographically strong S-box must also

have high nonlinearity, good uniform differential property, and high algebraic degree to resist

linear, differential, and higher order differential attacks respectively. Unfortunately there are

very few S-boxes that satisfy all the above requirements and as n increases, finding these S-

boxes becomes extremely difficult. Therefore we identify classes of S-boxes which provably have

all the above mentioned properties. We also provide experimental results for smaller values of

n to identify good S-boxes and show various tradeoffs involved in the selection of an S-box.
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Algorithm 2 Computing number of linearly independent quadratic equations
Input a, n = 2m.

Output Total number of independent bi-affine equations.

1: For given a and 2k + a, 0 ≤ k ≤ n − 1, and (2k + 1)a, 1 ≤ k ≤ m − 1, compute their coset leaders in array

cst l and their coset sizes in array cst s;

2: Compute coset leader of (2m + 1)a in cstm l and its coset size in cstm s

3: sort array cst l in ascending order and shuffle array cst s accordingly;

4: k ← 0, eqnum ← 0;

5: while k ≤ n + m− 1 do

6: if(H(cst l[k] = 0)): eqnum ← eqnum + (n− 1);

7: elseif(H(cst l[k] ≤ 2)): eqnum ← eqnum + n;

8: elseif(cst s[k] < n)): eqnum ← eqnum + (n− cst s[k]);

9: else

10: while cst l[k] = cst l[k + 1] do

11: eqnum ← eqnum + n; k ← k + 1;

12: k ← k + 1;

13: if(H(cstm l) ≤ 2):eqnum ← eqnum + n;

14: elseif(cstm s < m):eqnum ← eqnum + (m− cstm s);

4.1 Power Mappings with Zero Bi-affine Equations

It is easy to see that the probability of a randomly chosen S-box having zero bi-affine equations

is high if n is large [6]. This holds true for S-boxes based on power mappings as well. For

example for n = 8, 18.8 percent power mappings have zero bi-affine equations. For n = 16, 91.1

percent and for n = 25, 99.9 percent power mappings satisfy this condition. However note that

several highly nonlinear S-boxes (for example inverse mapping) always have bi-affine equations

and therefore it is important to calculate the exact number of bi-affine equations an S-box

satisfies. If a power mapping is selected randomly then we can use Algorithm 1 in Section 3.1

to find the number of bi-affine equations it satisfies. Otherwise any one of the following S-box

constructions can be used. Consider the power mapping y = xa over F2n . From Section 3.1, the

3 necessary and sufficient conditions for the power mapping to have zero bi-affine equations are:

1. H(a) > 1 and H(2i + a) > 1, 0 ≤ i ≤ n− 1.

2. (2i + a)2l 6≡ (2i + a) mod 2n − 1, 0 ≤ i ≤ n− 1 and a2l 6≡ a mod 2n − 1, l < n.
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3. (2i + a)2l 6≡ (2j + a) mod 2n − 1, i 6= j, 0 ≤ i, j ≤ n− 1 and a2l 6≡ (2k + a) mod 2n − 1, 0 ≤
k ≤ n− 1, l < n.

Now we provide four (n, n) power S-box constructions which have zero bi-affine equations.

The first construction, given in Theorem 3, consists of S-box based on Kasami-like exponents

(See Section 4.3). A subclass of these exponenets, called Kasami exponents was studied by

Dobbertin in [9] and mappings based on these exponents were shown to be APN.

Theorem 3. Let n = 2m, n ≥ 8 and a = 2m+1 + 2m−1 − 1. Then power mapping y = xa over

F2n has no bi-affine equations.

Proof. Consider the binary representation of a and 2i.

m m

a =
︷ ︸︸ ︷
00 · · · 010

︷ ︸︸ ︷
011 · · · 11

2i = 00 · · · · · · 001︸ ︷︷ ︸ 0 · · · 0︸ ︷︷ ︸
i

1. H(a) > 1 and from the binary representation of a it is obvious that H(2i + a) > 1, 0 ≤ i ≤
n− 1.

2. If 2i + a, 0 ≤ i ≤ n − 1 ∈ Cz where |Cz| < n then |Cz| divides n. This means that binary

representation of 2i + a must contain at least 2 runs of 1’s of the same length and 2 runs of

0’s of same length. We have 2 runs of 1’s when i = 0,m−1,m, m+1,m+2, 2m−1. However

in all these cases the lengths of the 2 run’s of 1’s is always different. For all the other cases

we get 3 runs of 1’s, however they will never be of the same length (we always have 1 run of

length 1 and 1 run of length more than 1). Therefore |Cz| = n and (2i+a)2l 6≡ (2i+a), l < n.

Also it is evident from the binary representation of a that a2l 6≡ (2k + a), k < l.

3. We know that if two integers b and c belong to the same coset then some cyclic shift of

binary representation of b gives c. H(2i +a) = i+2, 0 ≤ i ≤ m−1, i.e., all belong to distinct

cosets. H(2i + a) = m, i = m− 2, m + 1 but the number of runs of 1’s is different in the two

cases. H(2i + a) = m + 1,m ≤ i ≤ 2m− 1, i 6= m + 1. Although the hamming weight in all

these cases is same but either the run’s of 1’s and 0’s are of different length or they appear

in different order. Therefore it is not possible to get one integer from the cyclic shift of the
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binary representation of another element. Therefore for each 0 ≤ i ≤ n− 1, 2i + a belongs

to a distinct coset. Also H(a) = H(2i + a) only when i = m − 2, m + 1, however in both

cases the length of run’s of 0’s is different from a.

The 3 necessary and sufficient conditions for y = xa to have zero bi-affine equations (from

Section 4.1) are satisfied. ¤

Note that this mapping is maximally nonlinear, has high algebraic degree and good uniform

differential property (See section 4.3).

Theorem 4. Let n ≥ 8 and a = 1 + 2 +
∑r

i=3 2i, 3 ≤ r ≤ n− 3. Then power mapping y = xa

over F2n has zero bi-affine equations except when n = 8, r = 5.

Proof. The proof is given in the Appendix.

The proof technique for Theorems 5 and 6 is similar to that of Theorems 3 and 4. So we

provide the theorems without proof.

Theorem 5. Let n ≥ 8, and a = 1 +
∑r

i=2 2i, 3 ≤ r ≤ n− 3. Then power mapping y = xa over

F2n has zero bi-affine equations except when n is even and r = n
2 − 1.

Theorem 6. Let n ≥ 8, and a = 1+2+22+
∑r

i=4 2i, 4 ≤ r ≤ n−3. Then power mapping y = xa

over F2n has zero bi-affine equations except for the following: (n = 8, r = 5), (n = 9, r = 5, 6)

and (n = 10, r = 7).

Several mappings in the constructions given above have good nonlinearity and uniform

differential property. For example consider the construction given in Theorem 4. For n = 8

power mapping y = x11 has nonlinearity 96 and is differentially 10-uniform. For n = 10 power

mapping y = x11 has nonlinearity 480 and is differentially 10-uniform and for n = 12 power

mapping y = x27 has nonlinearity 472 and is differentially 6-uniform. Similarly for construction

given in Theorem 5 the mapping y = x13 in F210 , has nonlinearity 480 and is differentially 4-

uniform. For n = 12, mapping y = x1021 has nonlinearity 1952 and is differentially 16-uniform.
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4.2 Power Mappings with Zero Quadratic Equations

If a power mapping is selected randomly then we can use Algorithm 2 given in Section 3.2 to

calculate the number of quadratic equations it satisfies. Otherwise we provide a construction

below to obtain S-box with zero quadratic equations. Consider the power mapping y = xa

on F2n . We consider the case where n = 2m is even. The case where n is odd is similar.

From Section 3.2, the 3 necessary and sufficient conditions for the power mapping to have zero

quadratic equations are:

1.

H(a) > 2, and H(2i + a) > 2, and

H((2k + 1)a) > 2, and H((2m + 1)a) > 2, 0 ≤ i ≤ n− 1, 1 ≤ k ≤ m− 1.

2.

(2i + a)2l 6≡ (2i + a) mod 2n − 1, 0 ≤ i ≤ n− 1, l < n, and

a2l 6≡ a mod 2n − 1, l < n, and

(2k + 1)a2l 6≡ (2k + 1)a, mod 2n − 1, 1 ≤ k ≤ m− 1, l < n, and

(2m + 1)a2l1 6≡ (2m + 1)a, mod 2n − 1, l1 < m.

3. Let

C = {2i + a : 0 ≤ i ≤ n− 1} ∪ {(2j + 1)a : 1 ≤ j ≤ m− 1} ∪ {a} ∪ {(2m + 1)a}.

C can be a multiset. Then any two elements in C belong to different cosets modulo (2n− 1).

Theorem 7. Let n ≥ 8, and a = 1 + 2 +
∑r

i=3 2i, 4 ≤ r ≤ n − 3. Then power mapping

y = xa over F2n has zero quadratic equations except for the following: (n = 8, r = 5), (n = 9),

(n = 10, r = 5) and (n = 12, r = 4, 8).

Proof. Consider the binary representation of a.

q l

a =
︷ ︸︸ ︷
00 · · · 0

︷ ︸︸ ︷
1 · · · 11 011
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First we consider the case n = 2m, l < q. Tables 1 and 2 show the run distribution (lengths

of runs of 1’s and 0’s) of the binary representation of (2i + a), 0 ≤ i ≤ n− 1 and (2k + 1)a, 1 ≤
k ≤ m − 1 respectively. For example a run distribution 4, 3, 1, 2 represents the binary form

0000111011 which is 59 in decimal representation. Note that underlined digits represent the

length of run of 1’s. For k = l in Table 2, there are three different cases for different values of l

and for k = l + 1 there are 2 different cases for different values of l.

1. From the binary representation of a, Table 1 and Table 2 it is obvious that H(a) > 3,

H(2i + a) > 2, H((2k + 1)a) > 2 and H((2m + 1)a) > 2, 0 ≤ i ≤ n− 1, 1 ≤ k ≤ m− 1.

2. If 2i +a, 0 ≤ i ≤ n−1 ∈ Cz where |Cz| < n then |Cz| divides n and binary representation of

2i + a is periodic with period |Cz|. It is clear from Table 1 that the binary representation of

2i + a is never periodic with period less than n. The same reasoning holds for (2k +1)a, 1 ≤
k ≤ m−1 (see Table 2). Also from the binary representation of a it is obvious that |Ca| = n.

Similarly it is easy to check that (2m + 1)a2l1 6≡ (2m + 1)a mod 2n − 1, l1 < m.

3. If two integers b and c belong to the same coset then some cyclic shift of binary representation

of b gives c. This means that both b and c must have same Hamming weight, the number

of runs of 1’s and 0’s must be identical and they must appear in the same order (cyclic).

From the binary representations of a and (2m + 1)a, Tables 1 and 2, it is clear that no two

elements of the set C (see item 3 of Section 4.2) belong to the same coset.

For n = 2m, l ≥ q, the run distribution of (2i + a) is the same as in Table 1. If k < q then the

run distribution of (2k + 1)a is the same as given in Table 2. Therefore for k < q items 1, 2

and 3 hold with similar logic. For k ≥ q, (a2k + a) may generate a carry which results in many

possible run distributions depending on the actual value of a. Therefore representing the run

distribution of (a2k + a) in a tabular form becomes cumbersome. It is tedious (but not very

hard) to check that items 1, 2 and 3 hold for k ≥ q as well. Proof for odd n is very similar. ¤

It can be proved easily that if n is even and r = n−3 then power mapping y = xa in Theorem 7

is bijective if and only if n 6≡ 0 mod 18. Also if r = n − 5 then the above mapping is bijective

if and only if n 6≡ 0 mod 78. So if n < lcm(18, 78) = 234, then by taking r to be either n − 3

or n − 5 we will always get a bijective S-box. Note that bijective mappings exist for many

other values of r as well when r is odd. Similar conditions can be found for odd n easily. The
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Table 1. Run distribution in the binary representation of (2i + a)

i run distribution in(2i + a) i run distribution in(2i + a)

0 q,l + 1,2 l + 2 q − 1,1,1,l − 1,1,2

1 q,l + 1,1,1 l + 3 q − 1,l + 1,1,2

2 q,l + 3 l+4 q − 2,1,1,l,1,2

3 q − 1,1,l + 1,2 l + 5 q − 3,1,2,l,1,2

4 q − 1,1,l − 1,1,1,2 l + 6 q − 4,1,3,l,1,2

·· · · · · · · · · · · · · · · · · · ·
5 q − 1,1,l − 2,2,1,2 n− 1 1,q − 1,l,1,2

·· · · · · · · · · · · · · · · · · · ·

Table 2. Run distribution in the binary representation of (2k + 1)a

k run distribution in(2k + 1)a k run distribution in(2k + 1)a

1 q − 2,1,1,l − 1,3,1 l + 1 q − k,l + 2,1,l − 2,1,2 (l > 2)

q − 3,4,2,2 (l = 2)

2 q − 3,1,2,l − 2,2,3 l + 2 q − k,l + 1,2,l − 1,1,2

3 q − 4,1,3,l − 3,1,1,2,2 l + 3 q − k,l,1,l + 2,1,2

4 q − 5,1,4,l − 4,1,1,1,1,1,2 l + 4 q − k,l,1,2,1,l,1,2

5 q − 6,1,5,l − 5,1,1,1,2,1,2 l + 5 q − k,l,1,2,2,l,1,2

6 q − 7,1,6,l − 6,1,1,1,3,1,2 l+6 q − k,l,1,2,3,l,1,2

·· · · · · · · · · · · · · · · · · · · ·· · · · · · · · · · · · · · · · · · ·
l q − l − 1,1,l + 1,1,1,l − 3,1,2 (l > 3) m− 1 q − k,l,1,2,m− l − 4,l,1,2

q − 3,1,4,3 (l = 2)

q − 4,1,4,1,2,2 (l = 3)

power mapping in Theorem 7 is a subset of the power mapping given in Theorem 4 and several

mappings with good nonlinearity and uniform differential property listed for Theorem 4 also

belong to the class given in Theorem 7.

4.3 Cryptographically Strong Kasami Like Power Mappings

A Kasami exponent [12], é, is defined as é = 22s−2s+1, gcd(n, s)=1 and 1 ≤ s < n
2 . If we remove

the condition gcd(n, s)=1 we can write e = 22s − 2s + 1, 1 ≤ s < n
2 . We will call e, the Kasami
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like exponent. Suppose n = 2m, and we take s = m − 1 then we have e = 22m−2 − 2m−1 + 1

and a = 2m+1e = 2m+1 + 2m−1 − 1. Note that a is the same exponent as in Theorem 3 which

has zero bi-affine equations. Based on our extensive experimental results we provide two new

conjectures.

Conjecture 1. Let n = 2m, m is even, and a = 2m+1 + 2m−1 − 1. Then mapping y = xa is

maximally nonlinear.

The validity of Conjecture 1 has been verified up to n = 24. Note that since m is even,

gcd(m−1, n) = 1 and therefore the mapping y = xa is known to be APN [9]. Also this mapping

is provably non-bijective.

Conjecture 2. Let n = 2m, m is odd, and a = 2m+1 + 2m−1 − 1. Then mapping y = xa is

differentially 4-uniform.

The validity of Conjecture 2 has been verified up to n = 22. Note that gcd(m − 1, n) = 2 and

therefore the mapping y = xa is known to be maximally nonlinear [10]. Also this mapping is

always bijective. Now we provide the following theorem without proof. The proof technique is

very similar to the one used in Theorem 7.

Theorem 8. Let n = 2m, n ≥ 8 and a = 2m+1 + 2m−1 − 1. Then power mapping y = xa over

F2n has 2n quadratic equations.

Note that this mapping has zero bi-affine equations (see Theorem 3), is maximally nonlin-

ear, has high algebraic degree and good uniform differential property. Therefore it is a suitable

candidate for cryptographic applications.

4.4 AI of Some Well Known Power Mappings

Dobbertin investigated some well known power mappings in [9], i.e., Gold, Dobbertin, Niho,

Welch, inverse and Kasami. The number of bi-affine and quadratic equations for some of these

power mappings have been found experimentally in [7] (for n ≤ 17). However using the proof

techniques given in Sections 4.1 and 4.2 the exact number of bi-affine and quadratic equations

for the above power mappings can be found out easily. For example Niho exponent e is defined
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as e = 2s + 2
s
2 − 1, n = 2s + 1 when s is even and e = 2s + 2

3s+1
2 − 1, n = 2s + 1 when s is odd.

It can be easily proved that power mapping y = xe has zero bi-affine equations for n ≥ 7 and

n quadratic equations for n > 7. Since power mapping based on Niho exponent is maximally

nonlinear and APN for odd n, it is a good choice for a cryptographically strong S-box in odd

number of variables.

The power mapping with Dobbertin exponent although APN is not maximally nonlinear

and its algebraic degree is only n
5 + 3. The algebraic degrees of power mappings with Gold and

Welch exponents are 2 and 3 respectively. Therefore these mappings may not be of cryptographic

interest for large values of n.

5 Experimental Results

In this section we give some cryptographically significant power mappings. Table 3 shows all

bijective power mappings which have zero bi-affine equations for n = 8 and 10. The second

column in the table lists the exponents a. Note that a is always the coset leader. The other

exponents in the same coset, although not listed in the table, have same properties. The third,

fourth and fifth columns show the algebraic degree, nonlinearity and differential uniform prop-

erty of the mapping respectively. The AES S-box (inverse mapping) has degree 7, nonlinearity

112, and is differentially 4-uniform. From Table 3 it is clear that for n = 8, no bijective power

mapping having zero bi-affine equations is as good as AES S-box. For n = 10 the optimal

bijective power mapping with zero bilinear equations has exponent 79. This mapping has the

same nonlinearity and differential uniform property as the inverse mapping, however there is

a tradeoff between the degree and the number of bilinear equations. The inverse mapping has

29 bi-affine equations and its degree is 9 where as the mapping with exponent 79 has zero

bilinear equations and its degree is 5. Note that exponent 79 for n = 10 is the same as defined

in Theorems 3 and 8.

Table 4 shows power mappings which have zero quadratic equations for n = 8 and 10. An
∗ in the second column indicates that the mapping is non-bijective. From the table it is clear

that for n = 8 and 10, there is no cryptographically good bijective power mapping with zero

quadratic equations.
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Table 3. Power mappings with zero bi-affine equations

n a deg(F ) nl(F ) k − uniform n a deg(F ) nl(F ) k − uniform

8 11 3 96 10 10 71 4 464 6
23 4 96 16 79 5 480 4
29 4 96 10 89 4 472 6
61 5 96 16 109 5 448 34

10 13 3 480 4 119 6 464 6
19 3 468 6 125 6 448 34
23 4 472 6 151 5 464 6
43 4 464 6 175 6 464 6
47 5 448 34 191 7 464 6
53 4 432 34 221 6 448 34
59 5 464 6 245 6 464 6
61 5 464 6 251 7 432 34

Table 5 shows maximally nonlinear bijective power mappings for n = 8 and 10. Columns

six and seven in the table give the number of bi-affine and quadratic equations respectively. For

n = 10, power mappings with exponents 41, 79, and 511 (affine equivalent of inverse exponent)

are of cryptographic interest.

Tables 3, 4 and 5 are optimal in terms of bi-affine equations, quadratic equations and

nonlinearity respectively. Our experiments show that there does not exist an S-box (for n ≤ 25)

which is optimal in terms of all the properties listed in Table 5. Therefore we relax our criteria to

obtain S-boxes that are optimal or close to optimal in terms of the desired properties. According

to the relaxed criteria an S-box based on power mapping F must have the following properties:

– Bijective.

– 2n−1 − 2
n
2
+1 ≤ nl(F ) ≤ 2n−1 − 2

n
2 for n even, and 2n−1 − 2

n+1
2 ≤ nl(F ) ≤ 2n−1 − 2

n−1
2 for

n odd.

– At most n bi-affine equations.

– At most differentially k-uniform where k ≤ 6.

– deg(F ) ≥ 3.

A few S-boxes obtained according to the above criteria are listed in Table 6. For n = 8,

no S-box satisfies the above criteria. Therefore we have listed an S-box which satisfies all the

above properties except that it is differentially 10-uniform. A complete list of all S-boxes (for

7 ≤ n ≤ 15) based on power mappings, that satisfy the above criteria, is given in the Appendix.
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Table 4. Power mappings with zero quadratic equations

n a deg(F ) nl(F ) k − uniform n a deg(F ) nl(F ) k − uniform

8 27* 4 80 26 10 105* 4 480 10
10 27* 4 472 6 111* 6 432 6

45* 4 432 6 117* 5 480 6
51* 4 432 8 123* 6 392 32
53 4 432 34 183* 6 448 32
75* 4 480 6 237* 6 480 4
87* 5 480 4 251 7 432 34

Table 5. Maximally nonlinear power mappings

n a deg(F ) nl(F ) k − uniform bi-affine equations quadratic equations

8 31 5 112 16 16 36
91 5 112 16 16 36
127 7 112 4 23 39

10 5 2 480 4 10 40
13 3 480 4 0 20
17 2 480 4 15 40
25 3 480 8 5 10
41 3 480 8 5 5
49 3 480 8 5 15
79 5 480 4 0 20
107 5 480 8 5 15
181 5 480 4 15 35
205 5 480 4 10 40
511 9 480 4 29 49

Table 6. Cryptographically significant power mappings

n a deg(F ) nl(F ) k − uniform bi-affine equations quadratic equations

7 29 4 56 2 0 21

8 29 4 96 10 0 24

9 27 4 240 2 0 9
87 5 240 2 0 18

10 79 5 480 4 0 20
223 7 472 4 5 5

11 157 5 976 6 0 0
249 6 992 2 0 11
367 7 960 4 0 0

12 731 7 1984 4 9 9

13 367 7 4032 2 0 13
947 7 3968 4 0 0
1691 7 4032 2 0 26

14 319 7 8064 4 0 28
1883 8 8000 6 0 0

15 2033 8 16256 2 0 15
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6 Bijective Power Mappings with Maximum Number of Quadratic

Equations

It was stated to be an open problem in [6, 7] to find a bijective nonlinear (n, n) S-box that

would give strictly more than 5n linearly independent quadratic equations. We provide bijective

nonlinear (n, n) S-boxes, where the number of linearly independent quadratic equations is much

larger than 5n. For example from Algorithm 2 it can be checked that for n = 12 exponent 683

gives 66 quadratic equations. Also for n = 14, 16, 18, 20 and 24 , exponents 2731, 21847, 43691,

174763 and 2796203 give 91, 120, 153, 190 and 276 quadratic equations respectively. Now we

give an interesting experimental observation.

Conjecture 3. Let y = xa be a bijective nonlinear power mapping over F2n , n ≥ 12 and n is

even. Then maximum number of linearly independent quadratic equations are less than or equal

to n(n−1)
2 .

The validity of the conjecture has been verified up to n = 24 and the upper bound n(n−1)
2 is

achieved for n = 12, 14, 16, 18, 20 and 24. For odd n, n ≥ 5, our experimental results suggest

that this upper bound is 5n. Also note that for non-bijective power mappings the number of

quadratic equations can be much higher than n(n−1)
2 .

7 Conclusions

In this paper we developed techniques to calculate the number of multivariate bi-affine and

quadratic equations for S-boxes based on power mappings. We also provided two simple and

efficient algorithms which are practical even for very large S-boxes. The S-box constructions

given by us in Sections 4.1 and 4.2 have provable optimal AI. We also gave experimental results

for power S-boxes with high algebraic immunity, nonlinearity, algebraic degree and good uniform

differential property. We identified two classes of Kasami like power mappings with good AI.

One class is known to be APN and we conjectured that it is also maximally nonlinear. The

second class is known to be maximally nonlinear and we conjectured that it is also differentially

4-uniform. We also identified bijective nonlinear S-boxes that have lowest AI and conjectured

an upper bound on the number of quadratic equations for such S-boxes.
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A Proof of Proposition 1

Proof. Let {α0, ..., αn−1} and {β0, ..., βn−1} be the dual basis of F2n and x = x0α0 + · · · +
xn−1αn−1 and y = y0α0 + · · ·+ yn−1αn−1. Now we can write xi = Trn

1 (βix) and yj = Trn
1 (βjy).
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Therefore

h(x, y) =
∑

i,j

ai,jxiyj =
∑

i,j

ai,jTrn
1 (βix)Trn

1 (βjy)

=
∑

i,j

ai,j

n−1∑

k=0

Trn
1 (β2k

i βjx
2k

y)

=
n−1∑

k=0

Trn
1 (

∑

i,j

ai,jβ
2k

i βjx
2k

y)

=
n−1∑

k=0

Trn
1 (bkx

2k
y) where bk =

∑

i,j

ai,jβ
2k

i βj

¤

B Proof of Proposition 2

Proof. Let {α0, ..., αn−1} and {β0, ..., βn−1} be the dual basis of F2n and x = x0α0 + · · · +
xn−1αn−1 and y = y0α0 + · · ·+ yn−1αn−1. Now we can write yj = Trn

1 (βjy).
Therefore

h(y) =
∑

i≤j

ai,jxiyj =
∑

i≤j

ai,jTrn
1 (βiy)Trn

1 (βjy)

=
∑

i≤j

ai,j

n−1∑

k=0

Trn
1 (β2k

i βjy
(2k+1))

=
n−1∑

k=0

Trn
1 (

∑

i≤j

ai,jβ
2k

i βjy
(2k+1))

Now consider the case when n is even. Note that y and y2 belong to the same coset. Also for
1 ≤ k < m, y(2k+1) and y(2n−k+1) belong to the same coset. Note that 2m + 1 belongs to the
coset of length m, i.e., |C2m+1| = m. Therefore

h(y) = Trn
1 (d0y) +

m−1∑

k=1

Trn
1 (dky

(2k+1)) + Trm
1 (dmy(2m+1)),

where d0 =
∑

i≤j ai,j(βiβj)2
n−1

, dk =
∑

i≤j ai,j(β2k

i βj + βiβ
2k

j ), 1 ≤ k < m, and dm =∑
i≤j ai,jβ

2m

i βj . The proof for n odd is similar. ¤

C Proof of Theorem 4

Proof. Consider the binary representation of a
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2 r + 1

a =
︷︸︸︷
00

︷ ︸︸ ︷
0 · · · 0

︷ ︸︸ ︷
1 · · · 1011

1. H(a) > 1 and from the binary representation of a, H(2i + a) > 1, 0 ≤ i ≤ n− 1.
2. If 2i + a, 0 ≤ i ≤ n− 1 ∈ Cz where |Cz| < n then |Cz| divides n. This means that for even

n binary representation of 2i + a must contain at least 2 runs of 1’s of the same length and
2 runs of 0’s of same length. We get 2 runs of 1’s when i = 1, 3, 2r+1, 2n−1. Except for the
case where n = 8, r = 5, i = 7, 2i + a can never fulfill this condition. We get 3 runs of 1’s
when 4 ≤ i ≤ n− 2, i 6= r + 1. However we always have 1 run of 1’s of length 1 and one run
of 1’s of length 2 so the above condition is not satisfied. More than 3 runs are impossible in
the binary representation of 2i + a. For odd n we must have at least 3 runs of 1’s of same
length in the binary representation of 2i + a which is impossible from the above reasoning.
Therefore |Cz| = n and (2i + a)2l 6≡ (2i + a), l < n. Also it is evident from the binary
representation of a that a2l 6≡ (2k + a), k < l.

3. We know that if two integers b and c belong to the same coset then some cyclic shift of
binary representation of b gives c. The binary representation of 2i + a has 1 run of 1’s when
i = 0, 2, however the length of the run is different for i = 0 and i = 2. We have 2 runs of
1’s when i = 1, 3, 2r+1, 2n−1, however either the length of run’s of 1’s and 0’s is different in
each case or the runs of 1’s and 0’s appear in a different order. We have 3 runs of 1’s when
4 ≤ i ≤ n−2, i 6= r +1. For each 4 ≤ i ≤ k, 2i +a will have a different hamming weight. For
each k + 1 ≤ i ≤ n− 2, 2i + a has same hamming weight but either the run’s of 1’s and 0’s
are of different length or they appear in different order. Therefore for each 0 ≤ i ≤ n − 1,
2i + a belongs to a distinct coset. Also H(a) = H(2i + a) only when i = 1, k, however in
both cases the length of run’s of 1’s is different from a.

The 3 necessary and sufficient conditions for y = xa to have zero bi-affine equations (from
Section 4.1) are satisfied. ¤

D Cryptographically Significant Power Mappings (7 ≤ n ≤ 15)

Following is the list of all cryptographically significant S-boxes based on power mappings (for

7 ≤ n ≤ 15) that satisfy the following criteria:

– Bijective.

– 2n−1 − 2
n
2
+1 ≤ nl(F ) ≤ 2n−1 − 2

n
2 for n even, and 2n−1 − 2

n+1
2 ≤ nl(F ) ≤ 2n−1 − 2

n−1
2 for

n odd.

– At most n bi-affine equations.

– At most differentially k-uniform where k ≤ 6.

– deg(F ) ≥ 3.

Note that for n = 8, no S-box satisfies the above criteria. Therefore for n = 8 we have listed

S-boxes which satisfies all the above properties except that they are differentially 10-uniform.

25



n a deg
of
F

nl(F ) diff-k
unf

bi-aff
eqns

quad
eqns

7 11 3 56 2 0 21
13 3 56 2 0 21
23 4 56 2 0 21
27 4 56 2 7 28
29 4 56 2 0 21

8 11 3 96 10 0 24
29 4 96 10 0 24

9 13 3 240 2 0 18
19 3 240 2 0 9
27 4 240 2 0 9
45 4 232 4 0 9
47 5 240 2 0 18
59 5 240 2 0 18
87 5 240 2 0 18
103 5 240 2 9 36
125 6 232 4 0 9

10 13 3 480 4 0 20
19 3 464 6 0 10
23 4 472 6 0 10
43 4 464 6 0 10
59 5 464 6 0 10
61 5 464 6 0 10
71 4 464 6 0 10
79 5 480 4 0 20
89 4 472 6 0 10
91 5 464 6 5 5
103 5 464 4 5 5
115 5 464 6 5 15
119 6 464 6 0 10
149 4 464 4 5 5
151 5 464 6 0 10
167 5 456 6 5 5
175 6 464 6 0 10
191 7 464 6 0 10
205 5 480 4 10 40
215 6 464 6 5 5
223 7 472 4 5 5
235 6 464 6 5 5
239 7 456 6 5 5
245 6 464 6 0 10
347 6 464 6 5 15
367 7 472 4 5 5
379 7 464 6 5 5

11 11 3 960 6 0 22
13 3 992 2 0 22
21 3 960 6 11 11
29 4 960 6 0 11
35 3 992 2 0 11
37 3 960 6 0 0
43 4 992 2 0 22
47 5 960 6 0 22
49 3 960 6 0 22
51 4 960 6 0 0
53 4 960 6 0 0

n a deg
of
F

nl(F ) diff-k
unf

bi-aff
eqns

quad
eqns

11 55 5 960 6 0 0
57 4 992 2 0 22
67 3 960 6 11 22
71 4 960 6 0 11
73 3 960 6 11 11
75 4 960 6 0 11
79 5 960 4 0 11
81 3 960 6 0 0
83 4 960 6 0 0
85 4 960 6 11 11
95 6 992 2 0 22
99 4 960 6 11 11
101 4 968 6 0 0
103 5 960 6 0 11
107 5 992 2 0 11
109 5 960 4 0 0
111 6 968 6 0 0
113 4 960 6 0 11
117 5 992 2 0 11
121 5 960 6 0 22
125 6 960 6 0 11
139 4 960 6 0 0
143 5 992 2 0 22
149 4 960 6 0 0
151 5 992 2 0 22
153 4 960 6 11 22
157 5 976 6 0 0
159 6 960 6 0 11
167 5 968 6 0 0
171 5 960 6 0 11
173 5 960 6 0 11
179 5 968 6 0 0
181 5 960 6 0 0
183 6 960 4 0 11
185 5 960 6 0 0
187 6 960 6 0 0
189 6 960 6 0 22
191 7 960 6 0 11
201 4 960 6 0 0
203 5 968 6 0 0
205 5 960 6 0 11
213 5 960 6 0 0
215 6 960 6 0 0
217 5 960 6 0 0
219 6 960 6 0 0
221 6 960 6 0 11
223 7 968 6 0 0
229 5 960 6 0 0
231 6 992 2 11 44
247 7 960 6 0 0
249 6 992 2 0 11
251 7 960 4 0 0
295 5 960 6 0 0
301 5 960 6 11 11
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n a deg
of
F

nl(F ) diff-k
unf

bi-aff
eqns

quad
eqns

11 307 5 960 6 11 22
309 5 960 6 0 0
311 6 960 6 0 0
315 6 992 2 0 22
317 6 960 6 0 0
319 7 960 6 0 11
331 5 968 6 0 0
333 5 960 6 0 0
335 6 960 6 0 0
339 5 976 6 0 0
343 6 960 6 0 11
347 6 960 6 0 0
351 7 960 6 0 0
359 6 960 6 0 0
365 6 992 2 11 44
367 7 960 4 0 0
373 6 960 6 0 0
375 7 960 6 0 0
379 7 960 6 0 11
381 7 960 6 0 0
411 6 992 2 11 44
413 6 992 2 0 22
423 6 960 6 0 22
427 6 960 6 0 0
443 7 960 6 11 11
463 7 960 4 11 11
471 7 960 6 0 11
475 7 960 6 0 0
477 7 960 6 0 0
479 8 960 6 0 11
491 7 968 6 0 0
493 7 960 6 0 11
495 8 960 6 11 11
507 8 968 6 0 0
687 7 960 6 11 11
695 7 960 4 0 0
703 8 960 4 11 11
727 7 960 6 0 0
735 8 960 6 0 0
751 8 960 6 0 0
763 8 968 6 0 0
767 9 960 6 11 22
879 8 960 6 11 11
959 9 960 6 11 11

12 73 3 1984 4 9 9
341 5 1952 6 10 10
731 7 1984 4 9 9
853 6 1952 6 10 10

13 13 3 4032 2 0 26
23 4 3968 6 0 13
35 3 3968 6 0 13
57 4 4032 2 0 26
61 5 3968 6 0 13
67 3 4032 2 0 13
71 4 4032 2 0 13

n a deg
of
F

nl(F ) diff-k
unf

bi-aff
eqns

quad
eqns

13 81 3 3968 6 0 0
87 5 3968 6 0 0
107 5 3968 6 0 0
111 6 3968 6 0 0
121 5 3968 6 0 13
133 3 3968 6 0 0
137 3 3968 6 0 0
147 4 3968 6 0 0
151 5 3968 6 0 0
171 5 4032 2 0 26
185 5 3968 6 0 0
191 7 4032 2 0 26
197 4 3968 6 0 0
203 5 3968 6 0 0
205 5 3968 6 0 13
221 6 3968 6 0 0
225 4 3968 6 0 13
229 5 3968 6 0 0
231 6 3968 6 0 0
235 6 3968 6 0 0
241 5 4032 2 0 26
243 6 3968 6 0 0
269 4 3968 6 0 0
275 4 3968 6 0 0
281 4 3968 6 0 0
287 6 4032 2 0 26
291 4 3968 6 0 0
299 5 3968 6 0 0
303 6 3968 4 0 0
307 5 3968 6 0 0
309 5 3968 6 0 0
335 6 3968 6 0 0
339 5 3968 6 0 13
347 6 4032 2 0 13
357 5 3968 6 0 0
365 6 3968 6 0 0
367 7 4032 2 0 13
369 5 3968 6 0 0
375 7 3968 6 0 0
379 7 3968 6 0 0
395 5 3968 6 0 0
401 4 3968 6 0 0
405 5 3968 6 0 13
461 6 3968 6 0 0
465 5 3968 6 0 0
467 6 3968 6 0 0
555 5 3968 6 0 0
581 4 3968 6 0 0
611 5 3968 6 0 0
613 5 3968 6 0 0
617 5 3968 6 0 0
627 6 3968 6 0 0
631 7 3968 6 0 0
635 7 4032 2 0 26
683 6 3968 6 0 13

27



n a deg
of
F

nl(F ) diff-k
unf

bi-aff
eqns

quad
eqns

13 703 8 3968 6 0 13
717 6 3968 6 0 0
723 6 4032 2 0 26
739 6 3968 6 0 0
749 7 3968 6 0 13
763 8 3968 6 0 0
797 6 3968 6 0 0
807 6 3968 6 0 0
809 5 3968 6 0 0
821 6 3968 6 0 0
855 7 3968 6 0 0
861 7 3968 6 0 0
911 7 4032 2 13 52
915 6 3968 6 0 0
919 7 3968 6 0 13
935 7 3968 6 0 0
941 7 3968 6 0 13
947 7 3968 4 0 0
949 7 3968 6 0 0
1001 7 3968 6 0 0
1243 7 4032 2 13 52
1245 7 4032 2 0 26
1247 8 3968 6 0 0
1255 7 3968 6 0 0
1323 6 3968 6 0 0
1327 7 3968 6 0 0
1367 7 3968 6 0 13
1389 7 3968 6 0 0
1399 8 3968 6 0 0
1453 7 4032 2 13 52
1463 8 3968 6 0 0
1493 7 3968 6 0 0
1519 9 3968 6 0 0
1639 7 4032 2 13 52
1643 7 3968 6 0 13
1647 8 3968 6 0 0
1691 7 4032 2 0 26
1707 7 3968 6 0 0
1709 7 3968 6 0 0
1781 8 3968 6 0 13
1883 8 3968 6 0 0
1899 8 3968 6 0 0
1979 9 3968 6 0 0
2775 8 3968 6 0 0

14 13 3 8064 4 0 28
53 4 7936 6 0 0
71 4 7968 6 0 14
89 4 8000 6 0 0
139 4 7936 6 0 0
173 5 8000 6 0 0
205 5 8064 4 0 28
241 5 8064 4 0 28
319 7 8064 4 0 28
341 5 8000 6 14 14
355 5 7984 6 7 7
371 6 7968 6 7 7

n a deg
of
F

nl(F ) diff-k
unf

bi-aff
eqns

quad
eqns

14 437 6 7984 6 0 0
553 4 7968 6 0 0
583 5 8000 6 0 0
593 4 7936 6 0 0
911 7 8000 6 7 7
923 7 7968 6 0 14
937 6 7936 6 0 0
947 7 8000 6 0 0
979 7 8064 4 0 28
1097 4 8000 6 7 7
1181 6 7968 6 0 0
1193 5 8000 6 7 7
1231 7 7968 6 0 0
1339 7 8064 4 0 28
1387 7 8000 6 7 7
1519 9 7968 6 0 0
1831 7 7936 6 0 14
1835 7 8000 6 0 14
1837 7 7984 6 0 0
1883 8 8000 6 0 0
1939 7 7968 6 7 7
1943 8 7968 6 7 7
2045 10 7968 6 0 14
2491 8 8000 6 0 14
2711 7 8000 6 7 7
2783 9 7936 6 0 0
2893 7 8064 4 14 56
2933 8 7968 6 0 0
2971 8 7992 6 7 7
3061 9 7968 6 0 0
3277 7 8064 4 14 56
3499 8 8000 6 7 7
3509 8 8000 6 0 0
3517 9 7968 6 0 14
3743 9 7968 6 7 7
3797 8 7936 6 0 0
4015 10 7984 6 7 7
4031 11 7992 6 7 7
5467 8 7936 6 0 14
6007 10 8000 6 14 14

15 13 3 16256 2 0 30
73 3 16128 6 15 15
131 3 16256 2 0 15
241 5 16256 2 0 30
383 8 16256 2 0 30
521 3 16128 6 15 15
1371 7 16256 2 0 15
1935 8 16256 2 15 60
2033 8 16256 2 0 15
2523 8 16256 2 0 30
3671 8 16256 2 0 30
4717 7 16128 6 15 15
4791 8 16256 2 0 30
4815 8 16256 2 0 15
4941 7 16128 6 15 15
6555 8 16256 2 15 60
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