
 1 

Cryptanalysis of the Yang -Wang’s password authentication schemes 

 

Jue-Sam Chou
1
, Ming-De Yang

2
, Guey-Chuen Lee

3 

 

1Department of Information Management, Nanhua University  

Chiayi 622 Taiwan, R.O.C 

jschou@mail.nhu.edu.tw 

2Department of Information Management, Nanhua University  

Chiayi, 622 Taiwan, R.O.C 

g3141012@mail2.nhu.edu.tw 

3Department of Information Management, Central Taiwan University of Science and Technology 

Taichung, 406 Taiwan, R.O.C 

gclee@ctust.edu.tw 

 

Abstract  

In 1999, Yang and shieh proposed two password authentication schemes using 

smart cards. But in 2003, Sun and Yeh indicated that their schemes are subject to the 

forgery attack. So in 2005, Yang and Wang proposed an improvement of Yang and 

Shieh’s schemes to resist against Sun and Yeh’s attack. However in this paper, we will 

point out that Yang and Wang’s schemes still suffer from the forgery attack. Because 

in their schemes, one can masquerade as a legal user and cheat the remote server 

successfully in the authentication phase.  
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1. Introduction 

Because of the open environment of Internet, people usually take actions to 

prevent any possible information destructions or eavesdropping over the network. 

One of the protection techniques for the security of information is the password 

authentication scheme. It requires a system to verify the legality of a user to prevent 

any kind of possible attacks. Under this scenario, a smart card combined with storage 

and computation abilities [3] is thus developed for its convenience and portability. It 

usually stores the user’s ID together with his password and may allow user’s 

password to be changed freely. Recently, several researches in this area have been 

proposed [1][3][4][6][7][8][11]. They all can allow a legal user to login to a remote 

server for accessing the server’s facilities. In 1999, Yang and Shieh [1] proposed both 

of a timestamp-based and a nonce-based password authentication schemes with smart 

cards. They claimed that their scheme not only needn’t to hold a verified table of 

passwords but also allow the users to select or change passwords freely. However in 
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2002, Chan and Cheng [2] found that their schemes were vulnerable to both of the 

given-ciphertext and forgery attacks. But in 2003, Sun and Yeh [4] indicated that 

Chan and Cheng’s attack was unreasonable since the client’s ID forged did not exist 

in the ID table, meanwhile they also showed that Yang and Shieh’s schemes were 

subject to the forgery attack. Moreover, also in the same year Chen and Zhong[5] 

pointed out that the fundamental computation assumption in the Yang and Shieh’s 

schemes were incorrect. After that, Jian and Pan [10] made a further analysis on Yang 

and Shieh’s protocols in 2004 and deduce that their protocols are not secure. To 

overcome these problems, in 2005, Yang and Wang [9] proposed an improvement on 

Yang and Shieh’s schemes attempting to resist the existing attacks. However, in this 

paper, we will demonstrate that both of Yang and Wang’s improvements still suffer 

from the forgery attack. In other words, the design of the remote user authentication 

using smart card is still an open problem. 

The structure of this paper is organized as follows. In Section 2, we will review 

Yang and Wang’s password authentication schemes [9] improved from Yang and 

Shiehs’. In Section 3, we will describe our attacks on both of Yang and Wang’s 

schemes. Finally, a conclusion is given in Section 4. 

 

2. Review of Yang and Wang’s password authentication schemes  

In this section, we will introduce both of Yang and Wang’s timestamp-based and 

nonce-based password authentication schemes [9]. In their schemes, there exists a key 

information center (KIC) whose responsibilities are to generate key information, issue 

smart cards to new users, and change passwords for the users if needed. And each 

scheme can be divided into three phases, registration phase, login phase and 

authentication phase. We will describe both of them as follows. 

 

2.1. Timestamp-based password authentication scheme 

 

2.1.1  Registration phase 

      After a new user Un gives his identifier IDn and password PWn to the KIC 

through a secret channel, KIC executes the following steps. 

 

Step1: Selects two large primes, p and q, computes qpm ∗= , where ""∗  denotes 

the multiplication operation and then selects a public key e and finds its 

corresponding secret key d satifying ( )mmodde φ1≡∗ . 

Step2: Finds an integer g which is a primitive root in both GF(p) and GF(q). 

Step3: Produces a smart card’s identifier CIDn for user Un, computes two parameters, 

Sn = IDn
CIDn‧d  

mod m and hn = g
PWn‧d 

mod m, then issues the smart card, 
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which includes (m, e, g, IDn , CIDn , Sn , hn) , to the user.  

 

2.1.2   Login phase 

      When Un wants to login to the remote server, he inserts his smart card into the 

input device and keys in his IDn and PWn. The smart card then executes the following 

steps:  

 

  Step1 : Produces a random number Rn and computes two parameters, Xn = g
PWn‧Rn 

mod m and Yn = Sn‧hn
Rn‧T 

mod m , where T is the current time of the input 

device. 

Step2 : Sends the login message M which consists of ( IDn, CIDn ,Xn ,Yn , m, e, g ,T ) 

to the remote server. 

 

2.1.3  Authentication phase 

After receiving the login message M from Un, the remote server records the 

current time T’ and executes the following steps: 

. 

Step1 : Checks to see whether IDn and CIDn are right. If they are wrong, the login 

request will be rejected. 

Step2 : Checks to see whether (T’ – T) is within a specified time interval △T. If it is, 

the request is legal; otherwise, the login request will be rejected. 

Step3 : Checks to see whether the equation mmodXIDY T

n

CID

n

e

n
n ⋅≡  holds. If it 

holds, the remote server accepts the login request. 

 

2.2. Nonce-based password authentication scheme 

 

2.2.1  Registration phase 

After user Un gives his identifier IDn and password PWn to the KIC through a 

secret channel, the KIC executes the following steps: 

 

Step1: Produces two large primes, p and q, computes qpm ∗= , where ""∗  denotes 

the multiplication operation and then selects a public key e and finds its 

corresponding secret key d satisfying ( )mmodde φ1≡∗ . 

Step2: Finds an integer g which is a primitive root in both GF(p) and GF(q). 

Step3: Produces a smart card’s identifier CIDn for Un, computes two parameters, Sn = 

IDn
CIDn‧d  

mod m and hn = g
PWn‧d 

mod m, then issues the smart card, which 

includes (m, e, g, IDn , CIDn , Sn , hn) , to the user. 
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2.2.2  Login phase 

      When user Un wants to login to the remote server, he inserts his smart card into 

the input device and keys in his IDn and PWn. Then the smart card and the remote 

server together execute the following steps.  

 

Step1: The smart card delivers the login message M1 which consists of IDn and CIDn 

to the remote server. 

Step2: After receiving the login messageM1, the remote server checks to see whether 

IDn and CIDn are right. If they are right, the remote server selects a random 

number Rs , computes a nonce N = h ( Rs ) and then delivers it to the smart 

card, where h(˙) denotes a one-way hash function. 

Step3: The smart card produces a random number Rn and computes two parameters, 

Xn = g
PWn‧Rn 

mod m and Yn = Sn‧hn
Rn‧N 

mod m . Then the smart card delivers 

the message M2 that consists of ( Xn ,Yn , m, e, g ) to the remote sever . 

 

2.2.3  Authentication phase 

After receiving message M2, the remote sever computes to see whether the 

equation mXIDY N

n

CID

n

e

n
n

mod⋅≡  holds. If it so, the remote server accepts the 

login request; otherwise, it rejects.  

 

3. Our attacks 

In this section, we will demonstrate that both of Yang and Wang’s password 

authentication schemes suffer from the forgery attack. Since we can obtain some of 

the user’s information from the login message and forge the required information to 

satisfy the verifying process in the authentication phase. We show both of our attacks 

as follows. 

 

3.1 Attack on the timestamp-based password authentication scheme  

By monitoring on the communication line, an attacker Ua can launch an attack by 

performing the following steps. 

 

Step1: Ua intercepts the legal user’s login message M=( IDn, CIDn ,Xn ,Yn , m, e, 

g ,T ). 

Step2: Since the verifying equation mXIDY T

n

CID

n

e

n
n

mod⋅≡  in the authentication 

phase can be transformed into ( ) mIDXY nCID

n

T

n

e

n mod≡⋅
−1

, Ua can know 
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the fixed value nCID
nID  of user Un, where the inverse of

T

nX , 1
)(
−−−−T

nX , can be 

calculated using the extended Euclid algorithm if it is relatively prime to m. 

Here on, we use the denominator of an element b to represent its 

multiplicative inverse, b
-1
, modulus m. 

Step3: Then Ua can base on message M got from step1 to substitute the values of Xn, 

Yn and T by the forged values 
'
nX , 

'
nY  and 'T

 
respectively, which can be 

computed as follows:  

 

( )
( )

( )
( )

( ) ( )
( ) ( )

( )
( )
( )( )

( )

( )
( )

m
X

Y

m
XK

YXK

m
XK

XKYK

m
XKXK

XKYK

m
XK

YK

m
X

Y
ID

T

n

e

n

eTT

n

e

e

n

T

n

eT

eTT

n

e

eT

n

eT

n

T

eT

n

eT

n

e

eT

n

eTe

n

T

T

n

e

e

n

T

T

n

e

nCID

n
n

mod

mod

mod

mod

mod

mod

'

'

'

=

=

⋅
=

⋅

⋅
=

=

=

+

+

+

1

 

That is, Ua can first choose any random K such that n
e

n XKX =' has an inverse 

modulus m, and then let  ( )
n

T
n

eT
n YXKY += 1'

 and eTTT +='  to satisfy the 

verifying equation. After that, Ua can deliver the forged login message (IDn, CIDn,
'
nX , 

'
nY , m, e, g, 'T ) to the remote server. Since the equation 

( ) ( ) mXIDY
T

n

CID

n

e

n
n

mod

'

'' ⋅≡ holds as well in the authentication phase, the 

attacker Ua can thus impersonate the legal user Un and subsequently cheat the remote 
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sever successfully. Therefore, we have a successful attack in this timestamp-based 

password authentication scheme. 

 

3.2 Attack on the nonce-based password authentication scheme 

In this attack, Ua can eavesdrop on the communication line to intercept the 

messages transformed between the user and the remote server for an enough period of 

time. Suppose that there are several login users recorded in the hacker’s (Ua) database 

and each occurs several times during this period. More precisely, the hacker’s 

database now contains the items for each login user (Un) in the form [( IDn, CIDn), Nnj, 

(Xnj ,Ynj , m, e, g )], where the subindex nj denotes Un’s jth login, ( IDn, CIDn) is the 

message M1 sent by the smart card to the server, Nnj is the server’s responding random 

number, (Xnj ,Ynj , m, e, g ) is the message M2 sent by the smart card to the server. 

After constructing this hacker database, Ua can then launch an attack by first finding 

an user Ui who has the most logged items in the database and then perform the 

following steps: 

 

Step1: Ua sends Ui’s IDi and CIDi to the remote server. Assume that the remote server 

responds with a random number 'N  back, then Ua might be able to find one 

of all Ui’s recorded items in which Nij is smaller than 
'N  and satisfies both 

njN

njX modulus m has an inverse and ijij NeBNNN ⋅⋅⋅⋅⋅⋅⋅⋅========−−−− ∆'
, where 

mZB∈∈∈∈  and smaller than N∆ . If Ua can’t find an user with such a Nij, he 

would find the second, the third, etc, according to the user’s occurrence 

frequency in the database until he can find such an user. In fact, Ua can decide 

whether njN

njX modulus m has an inverse in his off-time precomputation stage 

(Here, we assume the found user is Un.) 

Step2: Ua then extracts the found user Un’s selected item, ( IDn, CIDn, Nnj, Xnj ,Ynj , m, 

e, g ), in his hacker’s database. For abbreviation, we denote Un’s  Nnj, Xnj,Ynj 

as N, Xn, Yn respectively in the following. Since the equation 

mXIDY N

n

CID

n

e

n
n

mod⋅≡  in the authentication phase can be transformed 

into mID
X

Y
nCID

nN

n

e

n
mod≡ . So Ua can know the fixed value of the 

nCID

nID in 

this congruence according to this selected item. 

Step3:. Ua substitutes the values of Xn, Yn, N by the forged values
'
nX , 

'
nY , and the 
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server’s responding value 'N
 
respectively, which can be computed as 

follows: 

    

( )
( )

( ) ( )
( ) ( )

( ) ( )[ ]
( ) ( )

( )[ ]
( )( )

( )
( )

m
X

Y

m
XK

XKYK

m
XKXK

XKYK

m
XKXK

XKYK

m
XK

YK

m
X

Y
ID

N

n

e

n

NBe

n

e

eBN

n

e

n

N
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n
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n
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n

N

BeN

n

eN

n

e

BeN

n

ee
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N
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n

e
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'

'
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=

⋅
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=
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+1

 

That is, Ua can randomly choose any mZK ∈∈∈∈  such that n
e

n XKX =
' has an 

inverse modulus m and then let ( )BNn
e

n
N

n XKYKY ⋅=' and ( )NBeN += 1'  to 

satisfy the verifying equation. After that, Ua can deliver this forged login message 

( '
nX , '

nY , m, e, g
 
) to the remote server. Since the equation 

( ) ( ) mXIDY
N

n

CID

n

e

n
n

mod

'

'' ⋅≡ holds in the authentication phase as well, the 

attacker Ua can thus impersonate the legal user Un and cheat the remote sever 

successfully. Hence, we also have a successful attack in the nonce-based password 

authentication scheme. 

 

4. Conclusion 

In this paper, we have pointed out the weaknesses existed in both of Yang and 

Wang’s password authentication schemes. The weaknesses are that an attacker can 

masquerade as a legal user and cheat the remote server successfully. So, Yang and 

Wang’s password authentication schemes are not secure enough on the execution of 

their protocol. 
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