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tWe obtain tight bound between nonlinearity and algebrai
 immunityof a Boolean fun
tion and 
onstru
t balan
ed fun
tions that a
hive thisbound for all possible values of parameters.Boolean fun
tions have wide appli
ations in 
ryptography. Re
ently, alge-brai
 atta
ks against stream 
iphers were invented that applied the requirementof high algebrai
 immunity in 
ombinations with other requirements to Booleanfun
tions exploited as nonlinear �lters in stream 
iphers (see, for example, [1, 5℄).One more 
ryptographi
 important property of Boolean fun
tions espe
ially im-portant in stream 
iphers is nonlinearity. In this respe
t the problem of relationsbetween nonlinearity and algebrai
 immunity of Boolean fun
tions has an inter-est.In [2℄ it was proved the lower bound for the nonlinearity of a Boolean fun
tionvia its algebrai
 immunity.In this paper we obtain stronger lower bound for the nonlinearity of aBoolean fun
tion via its algebrai
 immunity and 
onstru
t balan
ed fun
tionsthat a
hive this bound for all possible values of parameters.It is well known that a Boolean fun
tion has the only representation by apolynomial.De�nition 1. The degree of a Boolean fun
tion is the length of the longestterm in its polynomial (the number of variables in this term).De�nition 2. A Boolean fun
tion g over Fn2 is an annihilator of a Booleanfun
tion f over Fn2 if fg = 0.Obviously, all annihilators of f form a linear subspa
e in the spa
e of allBoolean fun
tions of n variables. 1



De�nition 3. The algebrai
 immunity AI(F ) of a Boolean fun
tion f overFn2 is the degree of the Boolean fun
tion g over Fn2 where g is nonzero Booleanfun
tion of minimum degree su
h that fg = 0 or (f + 1)g = 0.It is known [1, 5℄ that for any f over Fn2 the inequality AI(f) � dn2 e holds.De�nition 4. The weight wt(x) of a ve
tor x in Fn2 is the number of onesin x.De�nition 5. The distan
e between Boolean fun
tions f1 and f2 is de�nedas d(f1; f2) =j fx 2 Fn2 j f1(x) 6= f2(x)g j.De�nition 6. The nonlinearity nl(f) of a Boolean fun
tion f over Fn2 isminl; deg(l)�1 d(f; l).De�nition 7. For any ve
tor u 2 Fn2 the valueWf (u) = Xx2Fn2 (�1)f(x)+<u;x>is 
alled the Walsh 
oeÆ
ient of f at u.The nonlinearity is expressed via Walsh 
oeÆ
ients by the next formula:nl(f) = 2n�1 � 12 maxu2Fn2 jWf (u)j:In [2℄ it was proved that if nl(f) < Pdi=0 �ni� then AI(f) � d + 1. This isequivalent to the lower bound of nonlinearitynl(f) � AI(f)�2Xi=0 �ni�:De�nition 8. A Boolean fun
tion f(x1; : : : ; xn) is 
alled self-dual if f(x1+1; x2 + 1; : : : ; xn + 1) = f(x1; : : : ; xn) + 1.It is easy to see that if f is self-dual then the fa
t that f has not a nonzeroannihilator of degree less than k follows that f+1 has not a nonzero annihilatorof degree less than k too. Therefore the minimum degrees of nonzero annihilatorsof fun
tions f and f+1 are the same. Thus, for the �nding of algebrai
 immunityof a self-dual fun
tion f it is suÆ
ient to 
onsider only annihilators of thefun
tion f .Lemma 1. Any annihilator g(x1; : : : ; xn) of the fun
tion l(x1; : : : ; xn),deg(l) = 1, 
an be represented in the formg(x1; : : : ; xn) = f(x1; : : : ; xn)(l(x1; : : : ; xn) + 1)where deg(f) = deg(g)� 1.Proof. Be
ause of aÆne equivalen
e without loss of generality it is possibleto assume l = x1 + 1.Consider the representation of g(x1; : : : ; xn) in the polynomial form. Sin
eall annihilators of a fun
tion form a linear spa
e, after the 
an
ellation of allterms that 
ontain x1 we must obtain the fun
tion g1(x2; : : : ; xn) su
h that2



g1l = g1(x1 + 1) = 0. Sin
e g1 does not depend on x1 we have g1 = 0. Hen
e,any term of g 
ontains x1, theng(x1; : : : ; xn) = x1f(x1; : : : ; xn) = (l + 1)fwhere deg(f) = deg(g)� 1.�Lemma 2. Let l(x1; : : : ; xn) be a Boolean fun
tion, deg(l) = 1. Thenall annihilators of the fun
tion l of degree at most t form the linear spa
e ofdimension Pt�1i=0 �n�1i �.Proof. Be
ause of an aÆne equivalen
e, it is possible to assume l = x1 +1.Consider an arbitrary annihilator g(x1; : : : ; xn) of the fun
tion l(x1; : : : ; xn)su
h that deg(g) � t. Consider the representation of g(x1; : : : ; xn) in the polyno-mial form. Sin
e all annihilators of a fun
tion form a linear spa
e, after the 
an-
ellation of all terms that 
ontain x1 we must obtain the fun
tion g1(x2; : : : ; xn)su
h that g1l = g1(x1+1) = 0. Sin
e g1 does not depend on x1 we have g1 = 0.Hen
e, any term of g 
ontains x1, theng(x1; : : : ; xn) = x1f(x2; : : : ; xn)where deg(f) � t� 1.In addition, any fun
tion g(x1; : : : ; xn) = x1f(x2; : : : ; xn), wheref(x2; : : : ; xn) is an arbitrary Boolean fun
tion of n � 1 variables and of de-gree at most t � 1, is an annihilator of l of degree at most t. It follows thestatement of Lemma. �Remark. The proof of the next lemma it is possible to �nd in [4℄ but wegive it here be
ause of its simpli
ity.Lemma 3. If f is a Boolean fun
tion over Fn2 and AI(f) > k, thenkXi=0 �ni� � wt(f) � n�k�1Xi=0 �ni�:Proof. We look for an annihilator of the fun
tion f by the method ofindeterminate 
oeÆ
ients:g = a0 + nXi=1 aixi + X1�i<j�n aijxixj + � � �+ X1�i1�:::�ik�n ai1:::ikxi1 : : : xik ;deg(g) � k.The fun
tion g is an annihilator of f if and only if f(x) = 1 follows g(x) = 0.Then in order to provide AI(f) > k, it is ne
essary that obtained homogeneoussystem of linear equations on a0; a1; a2; : : : has the only zero solution. For thisit is ne
essary that the number of unknowns does not ex
eed the number ofequations. The number of equations is wt(f) whereas the number of unknownsis Pki=0 �ni�. Hen
e, the left inequality is proved. Applying the same reasoningto f + 1 we obtain the right inequality. �3



Theorem 1. Let f(x1; : : : ; xn) be a Boolean fun
tion over Fn2 and AI(f) =k. Then nl(f) � 2n�1 � n�kXi=k�1�n� 1i � = 2 k�2Xi=0 �n� 1i �: (1)Proof. For k = 1 our bound gives nl(f) � 0. Assume k � 2.Represent the nonlinearity of the fun
tion f in the form nl(f) = 2n�1 � �2where � = maxu2Fn2 jWf (u)j.If maxu2Fn2 jWf (u)j is a
hieved at zero ve
tor, then f or f+1 has the weight2n��2 . Then in a

ordan
e with Lemma 3 we have2n � �2 � k�1Xi=0 �ni�:Therefore, � �Pn�ki=k �ni� � 2Pn�ki=k�1 �n�1i �. From here we obtain the requiredbound on the nonlinearity.If maxu2Fn2 jWf (u)j is not a
hieved at zero ve
tor, then there exists thefun
tion l(x1; : : : ; xn); deg(l) = 1, su
h that d(f; l) = 2n��2 . The fun
tionsf and l have the same values at 2n+�2 ve
tors. Suppose that among theseve
tors there exist exa
tly � ve
tors x where f(x) = 1, then there exist exa
tly2n�1 � wt(f)� �2 + � ve
tors where f = 0 and l = 1.Then wt(f(l + 1)) = wt(f)� � (2)and wt((f + 1)l) = 2n�1 � wt(f) � �2 + �: (3)The right side in (2) is de
reasing in � whereas the right side in (3) is in
reasingin �. The equality as a
hieved for � = wt(f)� 2n�2 + �4 . It follows thatmin(wt(f(l + 1)); wt((f + 1)l)) � 2n�2 � �4 :If wt(f(l + 1)) < wt((f + 1)l) then de�ne f1 = f; l1 = l + 1, otherwise de�nef1 = f + 1; l1 = l.Input the fun
tion f2 = f1l1. Then wt(f2) � 2n�2 � �4 .We look for annihilators g of the fun
tion f2 of degree at most k � 2 by themethod of indeterminate 
oeÆ
ients:g = a0 + nXi=1 aixi + X1�i<j�n aijxixj + � � �+ X1�i1�:::�ik�2�nai1:::ik�2xi1 : : : xik�2 :A fun
tion g is the annihilator of f if and only if f(x) = 1 follows g(x) = 0.Hen
e, we obtain the homogeneous system of at most 2n�2� �4 linear equa-tions on Pk�2i=0 �ni� unknowns. The spa
e of solutions of this system has thedimension at least Pk�2i=0 �ni�� (2n�2 � �4 ).4



By Lemma 2 the dimension of the spa
e of annihilators of the fun
tion l1 ofdegree at most k � 2 is Pk�3i=0 �n�1i �.If Pk�2i=0 �ni� � (2n�2 � �4 ) > Pk�3i=0 �n�1i � then there exists the fun
tion f3,deg(f3) � k � 2, su
h that f2f3 = 0 but f3l1 6= 0. Then f3l1 is the annihilatorof f1, in addition deg(f3l1) � k � 1 that 
ontradi
ts to AI(f) = k.It follows Pk�2i=0 �ni�� (2n�2 � �4 ) �Pk�3i=0 �n�1i �,�4 � 2n�2 � 12 n�k+1Xi=k�2 �n� 1i �+ 2n�2 � 2n�1 � 12 n�k+1Xi=k�1 �ni�! ;�4 � 12  n�k+1Xi=k�1 ��n� 1i �+�n� 1i� 1��� n�k+1Xi=k�2 �n� 1i �! = 12 n�kXi=k�1�n� 1i �:Therefore, nl(f) � 2n�1 �Pn�ki=k�1 �n�1i �.�Corollary 1. If n odd and AI(f(x1; : : : ; xn)) = �n2 � thennl(f) � 2n�1 ��n� 1n�12 �: (4)Note that in [4℄ it was 
onstru
ted the fun
tion of odd number n of variableswith the algebrai
 immunity �n2 � and nonlinearity nl(f) = 2n�1 � �n�1n�12 �. OurCorollary 1 
lari�es that this fun
tion a
hieves our bound (4), i. e. amongall fun
tions with maximum possible algebrai
 immunity this fun
tion has theworst possible nonlinearity. The 
al
ulation of its nonlinearity in [4℄ is quitediÆ
ult and takes some pages. Now the lower bound for the fun
tion from [4℄follows immediately from our Corollary 1. At the same time the upper boundfor the nonlinearity of the fun
tion from [4℄ will follow from our Theorem 2 sin
ethis fun
tion is a parti
ular 
ase of our fun
tions fn;k appeared in the proof ofour Theorem 2. Note also that in [3℄ for the 
onstru
ted there the fun
tion fwith odd number n of variables and the algebrai
 immunity �n2 � it was provedthe lower bound of nonlinearity nl(f) � 2n�1 � �n�1n�12 � that 
oin
ides with ourbound in Corollary 1 for all fun
tions with su
h number of variables and su
halgebrai
 immunity.Corollary 2. If n even and AI(f(x1; : : : ; xn)) = �n2 � thennl(f) � 2n�1 ��nn2�:Note that in [4℄ the bound of our Corollary 2 was proved for very narrow
lass of fun
tions.Theorem 2. The bound (1) in Theorem 1 is unimprovable for any n andany k � dn2 e. Moreover, for any admissible parameters n and k there exists abalan
ed fun
tion that a
hieves this bound.5



Proof. Show that the bound (1) in Theorem 1 is unimprovable presenting forany n and any k � dn2 e the balan
ed fun
tion f(x1; : : : ; xn) su
h that AI(f) = kand nl(f) = 2n�1 �Pn�ki=k�1 �n�1i �.De�ne the fun
tion fn;k by the next way:fn;k(x1; : : : ; xn) = 8<: 0; if wt(x1; : : : ; xn) < k;1; if wt(x1; : : : ; xn) > n� k;x1; if k � wt(x1; : : : ; xn) � n� k:Now prove that for any n and any k � dn2 e we have AI(fn;k) = k andnl(fn;k) = 2n�1 �Pn�ki=k�1 �n�1i �.It is easy to see that f(x1 + 1; x2 + 1; : : : ; xn + 1) = f(x1; : : : ; xn) + 1, i. e.fn;k is a self-dual fun
tion. Hen
e, the fun
tion fn;k is a balan
ed fun
tion.Sin
e fn;k is self-dual, in order to prove AI(f) � k, it is suÆ
ient to provethat fn;k + 1 has not a nonzero annihilator of degree less than k.Write the possible annihilator g of the fun
tion f +1 of degree at most k�1by means of indeterminate 
oeÆ
ients:g = a0 + nXi=1 aixi + X1�i<j�n aijxixj + � � �+ X1�i1�:::�ik�1�nai1:::ik�1xi1 : : : xik�1 :The fun
tion g is the annihilator of fn;k + 1 if and only if f(x) + 1 = 1 fol-lows g(x) = 0. We obtain the system of homogeneous linear equations on the
oeÆ
ients of the fun
tion g: g(x1; : : : ; xn) = 0for all ve
tors x su
h that wt(x) � k � 1.Sin
e g(0; : : : ; 0) = 0, we have a0 = 0. Sin
e g(x) = 0 if wt(x) = 1, we haveai = a0 = 0. Applying the indu
tion on the weight of ve
tors we obtain that all
oeÆ
ients of g are zeros, hen
e, g � 0. Thus, AI(fn;k) � k. At the same timeit is easy to see that g(x1; : : : ; xn) = (x1 + 1) : : : (xk + 1) is the annihilator offn;k of degree k. Therefore, AI(fn;k) = k.Cal
ulate the Walsh 
oeÆ
ient of the fun
tion fn;k at the ve
tor (1; 0; : : : ; 0)using the self-duality of fn;k:Wfn;k (1; 0; : : : ; 0) = X(x1;:::;xn)2Fn2 (�1)fn;k(x1;:::;xn)+x1 == 2n � 2wt(fn;k(x1; : : : ; xn) + x1) == 2n � 2(wt(fn;k(0; x2; : : : ; xn)) + wt(fn;k(1; x2 : : : ; xn) + 1)) == 2n � 4wt(fn;k(0; x2; : : : ; xn)) = 2n � 4 n�1Xi=n�k+1�n� 1i � = 2 n�kXi=k�1�n� 1i �:6



Hen
e, nl(fn;k) � 2n�1 �Pn�ki=k�1 �n�1i �. Above we proved that AI(fn;k) =k, hen
e, by Theorem 1 we have nl(fn;k) � 2n�1 �Pn�ki=k�1 �n�1i �, it followsnl(fn;k) = 2n�1 �Pn�ki=k�1 �n�1i �.�The author is deeply grateful to his s
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