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Abstract

This paper presents two new constructions for the secret color images sharing 

schemes .One is a (n, n) threshold scheme, which can be constructed based on XOR 

operation. The other is a (2, n) threshold scheme, which can be constructed by using AND 

and XOR operations. The two schemes have no pixel expansion, and the time complexity 

for constructing shared images is O(k1n), excluding the time needed for generating n

distinct random matrices (here k1 is the size of the shared image). The reconstructed 

images can be obtained in the two schemes by using the XOR operation alone. The 

relative differences of the two schemes are 1 and 1/2, respectively. The time complexity 

of the recovered images is O(k1n) and O(2k1), respectively. The two schemes also provide 

perfect secrecy.

Keywords: Secret sharing scheme; Visual cryptography; Visual secret sharing scheme;

XOR operation; Perfect secrecy

1. Introduction

After Blakely and Shamir independently proposed the (k, n) threshold scheme [1-2], 

hundreds of papers were published reporting research about this topic. However, these 

schemes are only suitable for digital data such as text files, passwords, and encryption / 
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decryption keys [3]. Compared with digital data such as passwords and text files, digital 

images have a large amount of datum, and the difference between two neighboring datum 

is very small. Because of the features of digital images, it is impractical to apply the 

traditional threshold scheme to share a secret digital image directly, so it is very important 

and necessary to investigate  (k, n) threshold schemes of digital images. In [3], the Chang 

and Hwang proposed the first specific (k, n) threshold scheme based on vector 

quantization for secret digital images by using modular arithmetic instead of real 

arithmetic according to Shamir’s ideas. Thien and Lin [4] presented a (k, n) threshold 

scheme proposed by Shamir’s (k, n) threshold scheme directly. In [5], Wu, Thien and Lin 

presented a method to implement sharing and hiding secret images into ordinary images 

by slightly modifying [4]’s scheme. The advantage of the schemes proposed to date for 

sharing a secret digital image by modifying Shamir’s method is that there is no data 

expansion and the relative difference is approximately 1. The algorithmic complexity of 

the recovery image in [3-5] is equal to the one in Shamir’s scheme. Generally, the security 

of information transfer is obtained by processing the data with encryptions and 

decryptions using modern cryptography technology. The problem is, however, that the 

computation needed to recover the data is complex and takes much time causing low 

efficiency. Under this situation, researchers have focused on developing a security system 

that can recover the original data with a comparatively low computation complexity and 

without any special tools. 

In 1994, Naor and Shamir [6] firstly introduced their theory of visual cryptography to 

solve this problem. Visual cryptography conceals the original data in a shared image; the 

original data can be recovered from the overlap of several modified images using the 

contrast abilities of human vision. In a (k, n) visual cryptography scheme, the shared 

secret image becomes visible by overlaying and aligning any k of the n transparencies on 

an overhead projector. However, if there are less than k shares, none of the information of 
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the shared secret image can be revealed. The reconstruction can be performed by the 

human visual system without any knowledge of cryptography or cryptographic 

computations. After Naor and Shamir’s proposal in [6], some results can be found based 

on the (n, n) visual threshold schemes in [6-10,11]. The different construction methods 

have been proposed for (2, n) visual cryptography schemes in [6-8,11-13].

The color visual cryptography scheme is another interesting research topic, through 

which the user can share a color secret image. Many studies have researched the (n, n)

color visual cryptography schemes [10,14-26]. Some results of the (2, n) visual 

cryptography schemes for color images can be obtained in [14-19, 21,22,26,27]. 

The reconstructed secret image in visual cryptography only requires the very simple 

OR computation, while the conventional cryptographic system requires more complex 

computation. The cost of the recovering the image by using the human visual system in 

visual cryptography is pixel expansion and loss of contrast. In (k, n) colored visual 

cryptography schemes, it is impractical to use transparency stacking and aligning by 

using human vision to reconstruct secret digital images directly when k, n ≥ 3. In practical 

application, tools such as projectors and imaging software are used to reconstruct secret 

images. In this case, we sought to design a new technique for image cryptography with 

easy encryption and decryption, lower computation complexity, smaller or even no pixel 

expansion and better contrast. Most importantly, the recovery of the original data must be 

easy and convenient to accomplish with common tools, such as Photoshop software. The 

XOR operation is an elemental computer operation. It is swift, simple, and very adaptive 

to apply to an image cryptography system. The image sharing schemes presented in this 

paper are based on this operation, and have the benefits of simple arithmetic operation, 

better contrast than the current schemes and, most importantly, no pixel expansion.

The paper is organized as follows. In section 2, we give a brief review of visual 

cryptography. In section 3, we present the construction of a new colored (n, n) threshold 
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scheme. In section 4, we give a colored (2, n) threshold scheme. We discuss the 

computation complexity and security analysis in section 5. In section 6, we compare the 

results between our schemes and previous visual cryptography schemes for (n, n) 

threshold schemes and (2, n) threshold schemes. Finally, the experimental results and 

conclusion are given in section 7.

2. Review of visual cryptography scheme

Here, we briefly review Naor and Shamir’s visual cryptograph scheme [6]. In this 

scheme, the secret image consists of a collection of black and white pixels and each pixel 

is subdivided into a collection of m black and white sub-pixels in each of the n shares. 

Each share is a collection of m black and white sub-pixels, which are printed in close 

proximity to each other so that the human visual system averages their individual black 

and white contributions. The collection of sub-pixels can be represented by a n× m

Boolean matrix S=[sij], where element sij represents the j-th sub-pixel in the i-th share. A 

white sub-pixel is represented as a 0, and a black sub-pixel is represented as a 1. sij =1 IFF 

the j-th sub-pixel in the i-th share is black. The gray level of this combined share is 

proportional to the Hamming weight H(V ) of the “or” for the m-vector V . This gray 

level is interpreted as black by the user’s visual system if H(V ) ≥ d, and as white if 

H( V )<d- m.α  for some fixed threshold 1 ≤ d ≤ m and relative difference α >0. The 

following definition is the formal definition for black and white visual cryptography 

schemes given in [6].

Definition 1 [6]: A solution to the k out of n visual secret sharing scheme consists of two 

collections of n× m Boolean matrices C0 and C1. To share a white pixel, the dealer 

randomly chooses one of the matrices in C0, and to share a black pixel, the dealer 

randomly chooses one of the matrices in C1. The chosen matrix defines the color of the m
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sub-pixels in each one of the n transparencies. The solution is considered valid if the 

following three conditions are met.

1. For any S ∈  C0, the OR m-vector V of any k of the n rows in S satisfies 

H(V ) md .α−< .

2.  For any S ∈  C1, the OR m-vector V of any k  of the n rows in S satisfies H(V ) ≥ d. 

3.  For any subset {i1,…, iq} of {1,…,n} with q<k, the two collections of q×m  matrices 

Dt for { }1,0∈t  obtained by restricting each n×m matrix in Ct (where t=0,1) to rows

i1,…,iq  are indistinguishable in the sense that they contain the same matrices with the 

same frequencies.

For a visual secret sharing scheme to be valid, these three conditions must be met. The 

first two conditions of this definition ensure that some contrast is kept and the third 

condition ensures that security is maintained.

In this definition parameter m is called the pixel expansion, which refers to the number 

of sub-pixels in a share required to represent a single pixel in the original image. The 

pixel expansion represents the loss in resolution from the original image to the shared one 

and can make the share transparencies difficult to align. Therefore, it is desirable to 

minimize pixel expansion as much as possible.

The difference between the gray levels of black and white pixels is called the contrast. 

The relative contrast difference α  refers to the difference in contrast between the 

original image and the recovered image. This represents the loss in contrast. It is desirable 

to have a relative contrast difference as large as possible to minimize the loss of contrast 

in the recovered image. So the contrast can be measured by the relative difference.

For an intuitive justification, consider the contrast of two adjacent buildings A and B at 

night, formed by the number of illuminated windows. The contrast formed by 100 

illuminated windows in A and 99 in B, is much less than with 1 illuminated window in A

and 0 in B. Because of this fact, Verheul and Van Tilborg point out in [10] that this 
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concept of contrast is not really suitable. The general relative contrast for black and white 

visual cryptography scehme is also defined in [10]. According to the definition in [10], 

we consider the relative contrast difference  in [6] as the maximal relative contrast 

difference in [10]. We also note that the contrast in [11] is equal to the relative difference.

In color visual cryptography schemes, the brightness of the reproduced image can be 

evaluated by the color ratio, which was first defined in [22]. Adhikari and Sikdar in [27] 

gave a simple definition of this color ratio:

The color ratio =

subpixelsofnumbertotalthe
colortruethepossessthatsubpixelsofnumber

We use the symbol *α  to represent the color ratio.

The two factors that determine the quality of the recovered image are the pixel 

expansion and the relative contrast difference. We shall now consider a scheme in which 

the recovered image has no loss of contrast, while the relative contrast difference or color 

ratio is equal to 1, as described below.

3. The construction method for our (n, n) color secret sharing scheme

Our scheme supports the RGB model. Red, green and blue are the primary color 

components of the RGB color space. All the other desired colors can be obtained by using 

additive color mixing of different RGB components. CRT and LCD displays are 

examples of the RGB color mixing generation. An RGB color is equal to a set of three 

intensity values, one for each primary color. This RGB color may be reproduced by 

mixing the red, green and blue components set to these intensity values. We defined an 

RGB color palette as a set of RGB colors. The intensity of a primary color can be defined 

as the gray level in the gray-scale palette. A primary color will have an intensity range 

between 0 and 1, with 0 representing black and 1 representing the maximum possible 

intensity of that color. The RGB color palette is created from three gray-scale palettes, 
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which represent the intensity palettes for red, green and blue. Combining the members in 

the gray- scale palettes in all possible ways creates the color palette.

In a real color system, R, G, and B are each represented by 8 bits, and therefore each 

single color based on R, G, and B can represent 0-255 variations of scale. When RGB is 

used to represent a color pixel, (0,0,0) represents full black and (255,255,255) represents 

the maximum possible intensity of that color viz. full white. 

We use the symbols “⊕ ” and “ & ” to represent the XOR and AND operations of two 

number bits with 0 and 1, respectively. It is well known that associative law and 

commutative law hold with respect to ⊕  and &.

The ⊕  and & operations are defined as follows:

0 ⊕ 0=0, 1⊕ 0 = 0 ⊕ 1 = 1 and 1 ⊕  1=0.

0 & 0=0, 1 & 0 = 0 & 1 = 0 and 1 & 1 =1.

Special symbols are used in this paper for convenience, and we provide the definitions as 

needed. Now assume that 0,1…,c are the set of all colors appearing in an original image; 

here c ≥ 2 is the maximum color value of a color images.

nmijaA ×= ][ , where }{ 1,,0 −∈ caij L ,  ( )njmi ,,1;,,2,1 LL ==  (1)

The definitions are specified as followings:

Definition 2.Performing the XOR and AND operation on matrix A and matrix B is to 

perform the XOR operation and AND operation entries of matrix A and matrix B in the 

same position.

Namely, the XOR operation and AND operation of matrices can be described by the 

formula:

∀ Aaij ∈ , Bbij ∈ ,

BAC ⊕= = ][ ijij ba ⊕ ( )njmi ,,1;,,2,1 LL ==

BAD &= = ]&[ ijij ba ( )njmi ,,1;,,2,1 LL == .
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The expression BAC ⊕=  means that the ij-th element cij of matrix C is equal to 

ijij ba ⊕ , where ija  and ijb are the ij-th elements of matrix A and matrix B, respectively. 

The expression BAD &=  means that the ij-th element ijd  of matrix D is equal to 

ijij ba & , where ija  and ijb  are the ij-th elements of matrix A and matrix B, respectively.

To express the model conveniently, several assumptions were made, as follows:

Assumption 1. The pixel matrix of secret image A  is equal to secret image A .

Assumption 2. The matrix of a secret image is nm × , ini AA ,,1 L are used to denote n

distinct matrices of nAA ,,1 L  ( ≥n 2) for convenience.

Theorem 1.  If n≥ 2, then there must be n distinct matrices nAA ,,1 L satisfying the 

following conditions:

1.  ( ) AAij

n

j
≠⊕

−

=

1

1
U , it means the XOR of any n-1 matrices cannot be used to obtain any 

information of matrix A.

2.  ( ) AAij

n

j
=⊕

=1
U , it indicates that only the XOR of n matrices can be used to recover 

information form matrix A.

Proof.  Using the following method of constructing we can get n different special 

matrices nAA ,,1 L

1A  = 1B

2A  = 1B ⊕ 2B

KK

1−nA  = 2−nB ⊕ 1−nB

nA  = 1−nB ⊕ A

nmijj bB ×= ][ , { }1,,0 −∈ cbij L , )( 1,1 −= nj L
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This algorithm indicates that jB (j=1,…,n-1) is the random matrix, which satisfies the 

above conditions.

It also shows that the n matrices above satisfy the following conditions:

a. ( )jiAA ji ≠≠

Proof. Bi ⊕  Bj is a random matrix, while Bj (i, j=1,…,n-1) is a random matrix. 

Bj ⊕ A  (constant matrix) is also a random matrix

Ai (i=1,…,n-1) is obviously a random matrix, from which we can get ji AA ≠

b. This algorithm satisfies condition case 1 of theorem 1.

That is, no information of matrix A could be obtained by the XOR operation for any 

n-1 matrices. 

Proof. (in the two cases):

Case 1.  excluding nA

1121 −− =⊕⊕⊕ nn BAAA L , it is a random matrix.

Case 2.  including nA :

Suppose imA excludes ( }{ 1,,1 −∈ nim L )

( ) ABBAA imim

n

ij
ijn ⊕⊕=⊕⊕ −

−

=
∑ 1

2

1

= kA ; }{ 1,,1 −∈ nk L

It is then not difficult to prove that kA  is also a random matrix.

c. This algorithm satisfies the condition for case 2 of theorem 1.

Obviously, ( )∑
−

=

⊕
1

1

n

i
in AA = A .

The theorem therefore is proved.

From the proof of the theorem above, we have:



10

Corollary 1.  If nm×  matrices nAA ,,1 L  satisfy theorem 1, the n distinct matrices can 

be used to construct a (n, n) threshold scheme, the relative contrast difference is 1, and the 

pixel expansion is 0.

4. (2, n) threshold scheme for color images

We shall now give the method for constructing the 2 out of n  threshold scheme.

Using 121 ,,, +nBBB L to denote n +1 distinct random matrices ( 1≥n ), for convenience, 

suppose that matrix iA ( )ni ,,1 L= has n matrices. 

We give two special operations using 121 ,,, +nBBB L  and the original matrix A .

iC = ABi & , iA = in CB ⊕+1 ( )ni ,,1 L=  (2)

We shall obtain the next theorem by using formula (2)

Theorem 2.  The n matrices above nAAA ,,, 21 L  can be used to construct a (2, n) color 

threshold scheme, in which the relative difference is ½, and there is no pixel expansion.

Proof.  It is easy to verify that the n matrices nAAA ,,, 21 L  are n distinct random 

matrices from formula (2); each iA ( )ni ,,1 L=  does not contain any information of the 

original matrix A .

Two matrices iA and jA  are randomly chosen from n matrices nAAA ,,, 21 L ; then we 

have:

⊕iA jA  = ⊕+1nB iC ⊕ ⊕+1nB jC  = iC ⊕ jC , ji ≠  (3)

We can then reconstruct the original matrix A  by using formula (3).

Suppose iR  is a random number. Here ]1,0[∈iR , i =0,1,2…

Let ( )jiFA ,  denote the ij-th entry of matrix A . We define: 

( )jiF iA ,  = ( )jiF iB , & ( )jiFA , (4)
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Formula (4) represents that the ij-th element of matrix iA  is equal to the ij-th element of 

matrix iB  ‘AND’ the ij-th element of matrix A  at the same position.

Now we discuss formula (4) according to the color value of the original image A . 

Case 1. c =2, namely a binary image,

If ( )jiFA ,  = 0, thus: 

( )jiF iA , = ( )jiF iB , & 0 = 0,

( )jiF iA , ⊕ ( )jiF jA , = 0⊕ 0 =0;

If ( )jiFA ,  = 1, thus: 

( )jiF iA , = ( )jiF iB , & 1 = iR ,

( )jiF iA , ⊕ ( )jiF jA ,  = iR ⊕ jR .

From the above:

If ija =0 ∈ A , thus:

ijb ⊕ ijc  =0,∀ ijb ∈ iA , ijc ∈ jA ;

If ija  =1 ∈ A , thus:

ijb ⊕ ijc  = iR , ∀ ijb ∈ iA , ijc ∈ jA .

It is clear that the relative contrast is equal to1/2, namely α =1/2.

Case 2. c >2,

Suppose ( ) 211-nn )aa(a, …=jiFA , ]1,0[∈ia , and ( ) 211-nn )bb(b, …=jiF
iC , ]1,0[∈ib .

From formula�2��we have:





=
=

=
1
00

0 i

i
i aR

a
b

( )jiF iA , ⊕ ( )jiF jA , ( )jiF iC ,= ⊕ ( )jiF jC ,

Since the relative contrast of any bit of the reconstructed image is 1/2 from case 1, then 

the relative contrast of the recovered image can be obtained by the following:
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Because 211-nn )aa(a … = ( )∑ ∗ i
ia 2 , ( )∑ ∗ )22/1(( i

iaα = (1/2) ( )∑ ∗ i
ia 2(α .

The relative contrast of the reconstructed image is 1/2, namely, α =1/2.

Without loss of generality, if the color value of the original image is 1C , the color value 

of the shared images must be 2C . In this case, we can construct a (2, n) threshold scheme 

for the color images according to the method above. In this scheme the relative contrast is 

2C /2 1C .

5. Computation complexity and security analysis comparison with results of 

reported secret image sharing schemes 

5.1 Computation complexity

The algorithmic complexity in [1] is )log( 2 nnO  for polynomial evaluation and 

interpolation. The algorithmic complexity of the setup phase is equal to 

  22/)1( +−× knm  module multiplications plus )1( −× knm  module additions, where 

m n×  is the size of the codebook, excluding the time needed for generating the codebook. 

One recovery phase is equal to )log( 2 kkO  in [3]. Thien et al. use Shamir’s (k, n) 

threshold scheme directly in [4-5]. The algorithmic complexity in [4-5] is the same as one 

of Shamir’s.

We shall now discuss the algorithmic complexity of our two schemes. We used two 

steps to construct our two schemes.

First, we determined the time needed to obtain n different matrices according to 

random matrix generation.

Secondly, we spent )( 1nkO  to construct our (n, n) threshold scheme and (2, n) 

threshold scheme, where 1k  is equal to nm × .

Now we shall show the algorithmic complexity of reconstructing the secret image in 

our two schemes. 
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Reconstructing the image takes )( 1nkO  in the (n, n) threshold scheme and )2( 1kΟ  in 

the (2, n) threshold scheme.

Thus, compared with other reported secret image sharing schemes with (n, n) threshold 

scheme, the algorithmic complexity of our schemes is more efficient.

5.2 Security analysis

In the proposed secret sharing image schemes, visual cryptography schemes have 

perfect security. The scheme in [3] has perfect security. In [4], the (k, n) threshold scheme 

can generate the k-1 degree polynomial by using the k coefficients as the gray value of k

pixels. Therefore, shares are often only 1/k of the secret image in size. The major

difference between this scheme and Shamir’s is that no random coefficient is used. 

Although the scheme does not guarantee perfect secrecy, the property that the size of each 

shared image is smaller than the secret image gives the benefit of the possibility of further 

processing of the shared images, such as storage, transmission, or image hiding. The 

scheme in [4-5] has weak security. 

From corollary 1 and theorem 2, we know that the security in our two schemes consists 

of two factors: one is the security of the random matrices, and the other is the security of 

the two schemes themselves. We shall now discuss the security of random matrices.

Since we won’t be generating a truly random number, we will refer to pseudo- random 

number generators, or pRNG. In contrast to linear congruential generators, linear 

feedback shift registers, and other related non-secure pRNGs, the BBS generator is 

provably secure, assuming that it is hard to factor large number into prime number (see 

[28]: pp337, [29]). The Naor – Reingold pseudo-random number generator in [30] (also 

see [28]: pp338), is relatively new. As with the BBS algorithm, of which it is something 

of a descendant, it is demonstrably  secure assuming the infeasibility of factoring integers 

qpn .= , while p and q are sufficiently large primes (both probably congruent to 3 mod 

4).
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From the pseudo-random number generators above, the n distinct random matrices are 

secure when the BBS generator or Naor-Reingold pseudo-random number generator are 

used.

In our (n, n) threshold scheme, by performing XOR operations on n of the shares, the 

secret image can be recovered, but performing XOR operations on less than n of them 

will not reveal any information about the secret image from theorem 1 in section 2.

In our (2, n) threshold scheme, through any 2 of n shares we can obtain the original 

secret image by performing the XOR operation, but any one of them will not reveal any 

information.

6. The pixel expansion and relative contrast difference results compared with the 

visual cryptography scheme

6.1 (n, n) visual cryptography scheme for black and white images

In the visual cryptography scheme for black and white images, Naor and Shamir first 

introduced an optimal (n, n) threshold scheme for black and white images in [6]. The 

same result for a (n, n) visual cryptography scheme can be found in [7-8,10,11]:

12 −= nm , 12/1 −= nα .

Alteniese et al. in [9] proposed a (n, n) threshold extended visual cryptography scheme 

that is optimal with respect to the pixel expansion.

22 1 +≥ −nm

6.2 (n, n) visual cryptography scheme for color images

We reviewed the (n, n) color visual cryptography schemes in [16-20,23]. The results in 

[18,19] are optimal in regard to pixel expansion.

The minimum pixel expansion (see [19]):







+−

−
≥

−

−

oddisnifcc
evenisnifc

m
n

n

,12.
,12.

1

1
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The optimal contrast of a c-color (n, n) threshold scheme (see [19]):







+−

−
=

−

−

oddisnifcc
evenisnifc

n

n

opt ),12./(1
),12./(1

1

1

α

The minimum difference is obtained for any (n, n) gray level image visual cryptography 

in [20,24].

The minimum pixel expansion m is given by 

12).1( −−≥ ngm , where the image has g gray levels ranging from 0 

(representing a white pixel) to g -1 (representing a black pixel).

The minimum relative difference:

)2).1/((1 1−−≤ ngα

The results in [18-20,24] have the same pixel expansion and relative difference although 

different construction methods are used, if we ignore the difference of color value 

between color images and gray level images.

According to corollary 1 in our schemes, the relative difference is 1, and there is no 

pixel expansion in our scheme. Our scheme has relative difference α =1 and pixel 

expansion m =0, which is the best possibility compared to the schemes proposed in 

[16-20,23], ignoring the processing operation of the reconstructed image.

6.3 (2, n) visual cryptography scheme for black and white images

Many studies have researched the (2, n) visual cryptography; for example, different 

results can be found in [6,7,8, 10-13]. We shall now list some typical results with regard 

to pixel expansion and relative difference.

The construction of the 2 out of n  visual cryptography scheme for a general access 

structure has the best result with respect to pixel expansion and relative difference in 

[7,8,12,13].

The minimum pixel expansion:
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 








=

2/n
n

m

The optimal contrast[7,8,11-13]:

    ))1/(()2/2/( nnnn −≤α

In [11], if a balanced (2, n) visual cryptography scheme had α ≥ 1/4, the pixel expansion 

was at least  2/)1( +n . For any fixed α <1/4, there is a balanced (2, n) scheme with 

)(log nOm =  sub-pixels and a contrast of at least α .

6.4 (2, n) visual cryptography schemes for color images 

In [14], Rijmen and Preneel gave the optimal (2,2)–visual cryptography scheme for 

color images. The optimal relative difference is 1 in [14,15], and the pixel expansion is 4.

Adhikari and Sikdar  presented a new scheme for (2, n) visual cryptography for color 

images in which the secret image has colors such that no two colors can be combined to 

produce a third color [27]. 

Comparing the (2, n) visual cryptography schemes proposed for color images in 

[10,16,17, 21,22,26,27], the result in [27] has a better color ratio than the schemes 

proposed in [21,22].

The color ratio in [27]:

    ).)1(/()2/2/()2/(1 cnnnnc −+  

The pixel expansion:

 
c

n
n

.
2/

.2 








In our ( )n,2 threshold scheme, the relative difference is 1/2, and there is no pixel 

expansion.

Table 1 and Table 2, see the appendix, show optimal results of (2, n) and (n, n) visual 

cryptography with pixel expansion and relative difference. Table 3, see the appendix, 
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illustrates that our proposed (2, n) and (n, n) secret color image sharing scheme have 

optimal contrast difference and no pixel expansion in comparison to the previous results, 

if we do not consider whether the processing operation of reconstructed image is OR 

operation or XOR operation.

7. Experimental results and conclusion

In this section, we present some experimental results to illustrate our two threshold 

schemes and conclude our paper.

7.1 Experimental result

We used two examples to test our schemes: a (3,3)–threshold scheme was used for the 

(n, n)–threshold scheme, and a (2,3)–threshold scheme was used for the (2, n) threshold 

scheme. Example 1, see the appendix, is the (3,3)–threshold scheme based on the XOR 

operation (Fig.1).

Fig.1 (a) displays the secret image Lena, and Figs.1 (b)-(d) display the three-shared 

images. Notably, the size of the secret image and shared images are 128128 ×  pixels with 

256 colors. The secret image can be reconstructed by collecting the three-shared images 

and using on XOR operation at the same position. Fig. (e) shows the recovered secret 

image, which has no loss of contrast.

Example 2, see the appendix, is shown in Fig.2. Based on the (2,3)-threshold scheme: 

(a) is the secret image with a color value of 128128 × size with 256 colors; (b)-(d) are the 

three shadow images shared by using the above proposed scheme, while n=3. Each of the 

three shares has the same size as image a. The image can be recovered from any two of 

these images with a relative contrast of 1/2. The results can be seen in Fig. e, Fig. f and 

Fig. g.

7.2 Conclusion
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This paper presented methods for constructing a (n, n) threshold scheme and a (2, n)

threshold scheme. The constructing and reconstructing of the (n, n) threshold scheme 

adopt only the XOR operation, and the quality of the recovered image is equal to that of 

the original image. We used the AND and the XOR operations to construct a (2, n)

threshold scheme, in which the recovered secret image can be performed only by using 

the XOR operation. Compared with the results from (2, n) visual cryptography schemes, 

the advantages of our schemes are: There is no pixel expansion; the contrast of the 

recovered image is 1/2; common tools, such as Photoshop software, can easily be used to 

reconstruct the secret image. The algorithmic complexity of our schemes is lower than 

that of the previously proposed secret image sharing schemes. Moreover, our schemes 

also provide perfect security. Problems to be addressed in further study include: 

extending this scheme to the (k, n) threshold scheme based on XOR operations with no 

pixel expansion and no loss of quality.
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Table 1. The optimal pixel expansion and optimal relative difference of (2, n) and (n, n)

visual cryptography schemes for black-white images

n 3 4 5 6 7 8 9
m 3 6 10 20 35 70 126( )n,2

*α 1/3 1/3 3/10 3/10 2/7 2/7 5/18
m 4 8 16 32 64 128 256( )nn ,
α 1/4 1/8 1/16 1/32 1/64 1/128 1/256

Table 2. The optimal pixel expansion and optimal color ratio or optimal relative 
difference of (2, n) and (n, n) visual cryptography schemes with 256 colors:

n 3 4 5 6 7 8 9
m 1536 3072 5120 10240 17920 35840 64512( )n,2

*α 5/1536 5/1536 1/320 1/320 11/3584 11/3584 7/2304
m 769 2047 3841 8191 16129 32767 65281( )nn ,
α 1/769 1/2047 1/3841 1/8191  1/16129 1/32767 1/65281 

Table 3. The pixel expansion and relative difference in our schemes with any color in our 

schemes:

n with any n
m 0( )n,2

*α 1/2
m 0( )nn ,
α 1

Example 1:

(a)           (b)
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(c)                                          (d)                           (e)

Fig.1 Experimental results:

(a): A 128128 ×  secret image with 256 colors;

(b) - (d): Three shadow images with sizes the same as image a.

(e): Image recovered from the three shadow images.

Example 2:

(a)

(b) (c) (d)
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(e)    (f) (g)

Fig.2 Experimental results:

(a): A 128128 ×  secret image with 256 colors;

(b)-(d): Three shadow images with sizes the same as image a.

(e)-(g): Image recovered from any two of the three shadow images.


