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Abstract

In [3], Tang presented two password guessing attacks such as off-line and undetectable
on-line dictionary attacks against password-based group Diffie-Hellman key exchange pro-
tocols by Byun and Lee [2]. In this paper, we present countermeasures for two attacks
by Tang.

1 Introduction

Very recently, Byun and Lee suggested two provably secure N-party encrypted Diffie-Hellman
key exchange protocols using different passwords [2]. One is an N-party EKE-U in the unicast
network and the other is an N-party EKE-M in the multicast network. In [3], Tang showed
that N-party EKE-U and N-party EKE-M protocols suffered from off-line dictionary attacks
and undetectable on-line guessing attack by malicious insider attackers, respectively. In this
paper, we present countermeasures for the two attacks by Tang.

2 Attack on N-party EKE-U and its Countermeasure

2.1 Off-line Dictionary Attack on N-party EKE-U

Let G=(g) be a cyclic group of prime order ¢. In [3], Tang first presented an off-line dictionary
attack on N-party EKE-U protocol by malicious insider attacker as follows.!

e Step 1 : A malicious user U; first selects two random values «, 3, and sends m; to its
neighbor U1 where

m; = Epu,(X;), Xj ={9%,9°, 97, ...,g%, g*3%}
Vi = Vj(&j/xr) where 7 € Z7 and 3 < k < j
‘/}:1}1.@2...@]-75‘7:[L‘l.x2...xj_

e Step 2 : Uj;q just forwards m; to server S. S decrypts m; with password pw; and
computes m;y1 with a password pw;;1 and a randomly selected value v; 1 where

'For detailed descriptions of N-party EKE-U protocol, please refer to the paper [2].



mji1 = 5pwj+1 (Xj+1), Xy = {gvit1, gaﬁvjﬂ g7, gl ng+1fj}
v = gVirt&ir1/ee) where xy, € Zyand 3<k<j+1
Vit1 =v1-v2 - vjq1, {41 = X1 T+ T

S sends mj1 to Ujiq

e Step 3 : U;1 mounts an off-line dictionary attack on pw;y1 with the message m;41.
U; 1 chooses an appropriate password pw} 41 and decrypts mj1 as

Dpw;+1 (ijrl) = {917927---7gj+1} where g€ Gand 1 <[ <j+1

Uj1 checks g? = g2. This relation leads to an off-line dictionary attack. (1)

Next we design an N-party EKE-U to be secure against off-line dictionary attacks by insider
attackers.

2.2 Countermeasure

The main idea to prevent the malicious insider attacks is that we apply an ephemeral session
key instead of password to encrypt keying material between server and clients. In the protocol,
we use two encryption functions; one is an ideal cipher £ which is a random one-to-one
function such that & : M — C, where |M| = |C| and the other function is a symmetric
encryption F which has adaptively chosen ciphertext security. H; is an ideal hash function
such that H; : {0,1}* — {0,1} for 1 < i < 4. The detail descriptions are as follows.

2.3 Description of Modified N-party EKE-U

In our protocol three types of functions are used. All clients or server contribute to generation
of a common session key by using function ¢.;, m.;, and &; for positive integer 7. The
description of functions are as follows:

Gei({on, .y aimr, a5t 2) = {af, . af 05,07},
WC,i({ala o) = {ag, oo},
gs,i({a1)a2) oy O[i},fﬁ) = {O[%,Oé%, tey OZ;L‘}

In the up-flow, 1 first chooses two numbers in Z; randomly, calculates X; = ¢e1(Xo,x1) =
{g¥1, g"'*1}, and sends mq to Oy, which is an encryption of X7 with the password pw;.2 Upon
receiving my, Cy executes a TF protocol with server S. In the TF protocol, Cs sends my
and (e, (= Epuy(972)) to S for a randomly selected value a2 € Z;. Then S selects a ran-
dom number vz,by and calculates X| = & 1(X1,v2). S also computes (s,(= Epu,(9°?)),
ska(= H(Ca||S]g%%||g%|1g%2%)), n2(=Esk, (X)), and Maco = H(sks||2), and then sends
(s> M2, Maca back to Cy. Macy is used for key confirmation of ska on client sides. For a key
confirmation on server sides, we can use an additional key confirmation of Mac, = h(ska||S).
This is the end of TF protocol.

On receiving 1y = Esk, (X]), Co first calculates sko by decrypting (s, with password pws,
and decrypts 72 to get X { Next (5 chooses its own random number zo and computes X9 =
¢c2(X1,22). Finally C sends a ciphertext mg = Eg,(X2) to the next client C3. The above
process is repeated up to Cp_o. The last client C,_1 chooses a random number x,_1, and

2For 2 < i <mn—1, m; is encrypted with sk; ephemerally generated between clients and server.



calculates X,,_1 = ﬂc,n,l(@,n,l(X;l_Q, Zp—1)). The function 7,1 only eliminates the last
element of gbc,n,l(X;L_Q, Zp—1). Finally the client C,,_; encrypts X,,—1 with sk,_1, and sends
the ciphertext, m,_1 to the server S. By using the function 7. ,_1, the protocol does not
allow the server to get the last element of ¢C7n,1(X,;_2, Zn—1), hence the server is not able to
compute a session key. We illustrate an example of N-party EKE-U in Figure 3.

el Cs Cno1 s

vy« [1,¢ — 1]
1« [1,¢ - 1]
Xo = {g"1}

X1 = ¢¢,1(Xo,21)
m1 = Epwy (X1)

_m m} — TF(m1|l¢2)
m) = {Csy,n2, Maca}
X] = Dsky(n2)
z2 «— [1,q — 1/]
X2 = ¢e,2(Xy,x2)
ma = Egg, (X2)

ma
—

Mn—2 My _y = TF(mp_2[|Cn_1)

mp, o ={Cs,_1 Mn—1,Macn_1}
X5_9 = Dok _q (n—1)

Tp_1 — [1,q—1] ,

Xn—1 =7c,i(de,n—1(Xp_2,Tn—1))
mp_1 = Bsp, 1 (Xn-1)

My —
n—1 Xp—1= Dsk‘,nil(mnfl)
v — 1,4 —1]
Spwn_l(mn,n—l) mp = €s,n(Xn—1,vn)

Epwy (Mn,2)
(—

Epuw; (mn,1)
%

Figure 1: N-party EKE-U

3 Attack on N-party EKE-M and its Countermeasure

3.1 Undetectable On-line Dictionary Attack on N-party EKE-M

Second, Tang presented undetectable on-line guessing attack on N-party EKE-M protocol.?
The attack is summarized as follows.

e Step 1 : In the first round, a malicious insider attacker U/; impersonates U;, and
broadcasts Epwg (") to a server S by using an appropriate password pw; and randomly
selected x;.

e Step 2 : After finishing the second round, A can get &y, (¢%) and m; = sk; & N sent
by S. U;j computes ephemeral session key sk; = h(sid'|[(Dpu (Epw, (%))

e Step 3 : U; checks N = m; @ sk, where @& denotes exclusive-or operator. This relation
leads to an undetectable on-line guessing attack.

3For detailed descriptions of N-party EKE-M protocol, please refer to the paper [2].
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Figure 2: TF protocol
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Figure 3: An example of N-party EKE-U (N=4)



3.2 Countermeasure

The main idea to prevent an undetectable on-line guessing attack is that we use an authen-
ticator Ha(sk1||C1) for an ephemeral session key between clients and server. The malicious
user can not generate the authenticator since he does not get s;, hence the server can detect
on-line guessing attack. The detailed explanation is as follows.

S Ch Cs Crn-1
Round 1 si — [1,q—1] x1—[l,g—1] z—[l,g—1] .. zp_1 < [l,g—1]
Epw; (97) Epun (97") Epun(97) o Epun (97
Round 2 Ha(ski||S) Ha(sk1]|Ch) Ha(ska||C2) ... Ha(skn—1||Cn-1)
N —[lg-1]

Round 3 sk1 ® N||...||skn-—1 & N

Figure 4: N-party EKE-M

3.3 Description of Modified N-party EKE-M

Let G=(g) be cyclic group of prime order q. sk;(= Hi(sid'||g"*¢)) is an ephemeral key gener-

ated between S and client C; in the first round, where sid’ = Epy, (67| Epws (972)]]--1|Epw,,_1 (77 1).
A common group key between clients is sk = H3(SIDS||N), where SIDS = sid'||sk1 &
N||skg © NI|...|[skn—1 @ N and N is a random value chosen from Z.

e In the first round, the single server S sends &y, (¢%) to n — 1 clients concurrently.
Simultaneously each client Cj, 1 <1i < n — 1, also sends &y, (9*") to the single-server
concurrently in the first round. After the first round finished S and C;, 1 <i<n —1,
share an ephemeral Diffie-Hellman key, sk; = Hi(sid'||g%i%).

e In the second round, server and clients broadcast authenticators H(sk;||.S) and H(sk;||C;)
for sk;, respectively. S and C; checks that its authenticator is valid by using sk;.

e In the third round, S selects a random value N from Z; and hides it by exclusive-or
operation with the ephemeral key sk;. S sends N@sk; to C;, 1 < i < n—1, concurrently.
After the second round finished all clients can get a random secret N using its sk;, and
generate a common session key, sk = Ho(SIDS||N).

To add the mutual authentication (key confirmation) to N-party EKE-M protocol, we can
use the additional authenticator H4(sk||i) described in [1].
4 Conclusion

We present countermeasures for off-line and undetectable on-line dictionary attacks by mali-
cious insider attackers.
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