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Abstract

Goldreich and Lindell (CRYPTO ‘01) recently presented the first protocol for password-authenticated
key exchange in the standard model (with no common reference string or set-up assumptions other than
the shared password). However, their protocol uses several heavy tools and has a complicated analysis.

We present a simplification of the Goldreich-Lindell (GL) protocol and analysis for the special case
when the dictionary is of the form D = {0,1}%, i.e. the password is a short random string (like an ATM
PIN number). Our protocol can be converted into one for arbitrary dictionaries using a common reference
string of logarithmic length. The security bound achieved by our protocol is somewhat worse than the
GL protocol. Roughly speaking, our protocol guarantees that the adversary can “break” the scheme with
probability at most O(poly(n)/|D|)?"), whereas the GL protocol guarantees a bound of O(1/|D|).

We also present an alternative, more natural definition of security than the “augmented definition” of
Goldreich and Lindell, and prove that the two definitions are equivalent.

*An extended abstract of this paper appeared in the First Theory of Cryptography Conference (TCC ‘04) [23].

fHarvard University, Cambridge, MA. E-mail: mnguyen@eecs.harvard.edu. Supported by NSF grant CCR-0205423 and
ONR grant N00014-04-1-0478.

{Harvard University, Cambridge, MA. E-mail: salil@eecs.harvard.edu. Supported by NSF grant CCR-0205423, a Sloan
Research Fellowship, and ONR grant N00014-04-1-0478. Part of this work done while at the Radcliffe Institute for Advanced
Study.



Contents
1 Introduction

2 Definition of Security
2.1 The Initial Definition . . . . . . . . . . 0 e e
2.2 Security with respect to the Session-Key Challenge . . . . . . . ... ... ... ... .. ...
2.3 Security with respect to the Environment . . . . . . . .. ... ...

3 An Overview of the Protocol
3.1 Secure Polynomial Evaluation . . . . . . .. . ... Lo
3.2 Motivation for our Protocol . . . . . . . . . . e e e e
3.3 Description of the Protocol . . . . . . . . . . e

4 Security Theorems

5 Overview of the Proof

6 Proof of Security against Passive Adversaries
7 Key-Match Property for the First Scheduling
8 Key-Match Property for the warm-up case

9 Key-Match Property for the Second Scheduling
9.1 Mental Experiment Protocol . . . . . . . . . . L
9.2 Key-match Property for the Second Scheduling . . . . ... ... ... ... ... ...

10 Adapting the GL Techniques to our Protocol
10.1 Simulation of the (4,C") Execution . . . . . . . . .. . ...
10.2 Simulation of the (C,B) Execution . . . . . .. ... .. ...
10.3 Security Theorem . . . . . . . . . o o o e e e e e e

References
A Secure Two-Party Computation

B Almost Pairwise Independence

13

15

18

19

21

22
22
22

25
26
27
29

31

33

33



1 Introduction

What is the minimal amount of information that two parties must share in order to perform nontrivial
cryptography? This fundamental question is at the heart of many of the major distinctions we draw in
cryptography. Classical private-key cryptography assumes that the legitimate parties share a long random
key. Public-key cryptography mitigates this by allowing the sharing of information to be done through public
keys that need not be hidden from the adversary. However, in both cases, the amount of information shared
by the legitimate parties (e.g. as measured by mutual information) needs to be quite large. Indeed, the
traditional view is that security comes from the adversary’s inability to exhaustively search the keyspace.

Thus it is very natural to ask: can we do nontrivial cryptography using “‘low-entropy” keys? That is,
using a keyspace that is feasible to exhaustively search. In addition to being a natural theoretical question,
it has clear relevance to the many “real-life” situations where we need security but only have a low-entropy
key (e.g. an ATM PIN number, or human-chosen password on a website).

Public-key cryptography provides an initial positive answer to this question: key-exchange protocols, as
in [10], do not require any prior shared information. However, this holds only for passive adversaries, and it is
well known that without any prior shared information between the legitimate parties, an active adversary can
always succeed through a person-in-the-middle attack. Thus, it remains an interesting question to achieve
security against active adversaries using a low-entropy shared key. This has led researchers to consider the
problem of password-authenticated key exchange, which we describe next.

Password-Authenticated Key Exchange. The password-authenticated key exchange problem was first
suggested by Bellovin and Merritt [4]. We assume that two parties, Alice and Bob, share a password w chosen
uniformly at random from a dictionary D C {0,1}". This dictionary can be very small, e.g. |D| = poly(n),
and in particular it may be feasible for an adversary to exhaustively search it. Our aim is to construct a
protocol enabling Alice and Bob to generate a “random” session key K € {0,1}", which they can subsequently
use for standard private-key cryptography. We consider an active adversary that completely controls the
communication channel between Alice and Bob. The adversary can intercept, modify, drop, and delay
messages, and in particular can attempt to impersonate either party through a person-in-the-middle attack.

Our goal is that, even after the adversary mounts such an attack, Alice and Bob will generate a session
key that is indistinguishable from uniform even given the adversary’s view. However, our ability to achieve
this goal is limited by two unpreventable attacks. First, since the adversary can block all communication, it
can prevent one or both of the parties from completing the protocol and obtaining a session key. Second,
the adversary can guess a random password @ < D and attempt to impersonate one of the parties. With
probability 1/|D|, the guess equals the real password (i.e., w = w), and the adversary will succeed in
the impersonation and therefore learn the session key. Thus, we revise our goal to effectively limit the
adversary to these two attacks. Various formalizations for this problem have been developed through several
works [3, 18, 26, 2, 7, 15]. We follow the definitional framework of Goldreich and Lindell [15], which is
described in more detail in Sec. 2.

In addition to addressing what can be done with a minimal amount of shared information, the study of
this problem is useful as another testbed for developing our understanding of concurrency in cryptographic
protocols. The concurrency implicitly arises from the person-in-the-middle attack, which we can view as two
simultaneous executions of the protocol, one between Alice and the adversary and the other between Bob
and the adversary.

The first protocols for the password-authenticated key exchange problem were proposed in the security
literature, based on informal definitions and heuristic arguments (e.g. [5, 28|). The first rigorous proofs of
security were given in the random oracle model [2, 7]. Only recently were rigorous solutions without random
oracles given, in independent works by Goldreich and Lindell [15] and Katz, Ostrovsky, and Yung [19]. One
of the main differences between these two protocols is that the KOY protocol (and the subsequent protocols
of [20, 13]) is in the “public parameters model,” requiring a string to be generated and published by a trusted
third party, whereas the GL protocol requires no set-up assumption other than the shared password. Thus,
even though the KOY protocol has a number of practical and theoretical advantages over the GL protocol
(which we will not enumerate here), the GL protocol is more relevant to our initial question about the
minimal amount of shared information needed for nontrivial cryptography.



The Goldreich-Lindell Protocol. Asmentioned above, the Goldreich—Lindell protocol [15] is remarkable
in that the only set-up assumption it requires is that the two parties share a password chosen at random from
an arbitrary dictionary. Their protocol can be based on general complexity assumptions (the existence of
trapdoor permutations), can be implemented in a constant number of rounds (under stronger assumptions),
and achieves a nearly optimal security bound (the adversary has probability only O(1/|D|) of “breaking” the
scheme).

Despite giving such a strong result, the Goldreich-Lindell protocol does not leave us with a complete
understanding of the password-authenticated key exchange problem. First, the protocol makes use of several
“heavy” tools: secure two-party polynomial evaluation (building on [22], who observed that this yields a
protocol for password-authenticated key exchange against passive adversaries), nonmalleable commitments
(as suggested in [6]), and the specific concurrent zero-knowledge proof of Richardson and Kilian [25]. It is
unclear whether all of these tools are really essential for solving the key exchange problem. Second, the
proof of the protocol’s security is extremely complicated. Goldreich and Lindell do introduce nice techniques
for analyzing concurrent executions (arising from the person-in-the-middle attack) of two-party protocols
whose security is only guaranteed in the stand-alone setting (e.g. the polynomial evaluation). But these
techniques are applied in an intricate manner that seems inextricably tied to the presence of the nonmalleable
commitment and zero-knowledge proof. Finally, finding an efficient instantiation of the Goldreich—Lindell
protocol would require finding efficient instantiations of all three of the heavy tools mentioned above, which
seems difficult. In particular, the Richardson-Kilian zero-knowledge proof is used to prove an NP statement
that asserts the consistency of a transcript of the nonmalleable commitment, a standard commitment, and
the output of an iterated one-way permutation. For such an NP statement, it seems difficult to avoid using
a generic zero-knowledge proof system for NP, which are almost always inefficient due to the use of Cook’s
theorem.

Our Protocol. Our main result is a simplification of the Goldreich—Lindell protocol and analysis for the
special case when the dictionary is of the form D = {0,1}?, i.e. the password is a short random string (like an
ATM PIN number)®. This special case still retains many of the key features of the problem: the person-in-the-
middle attack and the resulting concurrency issues are still present, and the adversary can still exhaustively
search the dictionary (since we allow the password length d to be as small as O(logn), where n is the security
parameter). Moreover, our protocol can be converted into one for arbitrary dictionaries in the common
reference string model (using the common reference string as the seed of a randomness extractor [24]).
For dictionaries D C {0,1}", the common reference string is a uniform string of only logarithmic length
(specifically, O(logn +log|D|)), and thus retains the spirit of minimizing the amount of shared information
between the legitimate parties. In contrast, the previous protocols in the public parameters model [19, 20, 13]
require a public string of length poly(n) with special number-theoretic structure.

The main way in which we simplify the GL protocol is that we remove the nonmalleable commitments
and the Richardson—Kilian zero-knowledge proof. Instead, our protocol combines secure polynomial eval-
uation with a combinatorial tool (almost pairwise independent hashing), in addition to using “lightweight”
cryptographic primitives also used in [15] (one-way permutations, one-time MACs, standard commitments).
Our analysis is also similarly simpler. While it has the same overall structure as the analysis in [15] and uti-
lizes their techniques for applying the stand-alone properties of the polynomial evaluation in the concurrent
setting, it avoids dealing with the nonmalleable commitments and the zero-knowledge proof (which is the
most complex part of the GL analysis).

Removing the nonmalleable commitments and the RK zero-knowledge proof has two additional implica-
tions. First, finding an efficient implementation of our protocol only requires finding an efficient protocol for
secure polynomial evaluation (in fact, only for linear polynomials).? Since this is a highly structured special
case of secure two-party computation, it does not seem beyond reach to find an efficient protocol. Indeed,
Naor and Pinkas [22] have already given an efficient polynomial evaluation protocol for passive adversaries.
Second, our protocol can be implemented in a constant number of rounds assuming only the existence of
trapdoor permutations, whereas implementing the Goldreich—Lindell protocol in a constant number of rounds

IMore generally, the password can be chosen uniformly from any dictionary of size 2¢ whose elements we can efficiently
enumerate because the enumeration provides a bijection with {0,1}%.

2 Actually, we require a slightly augmented form of polynomial evaluation, in which one of the parties commits to its input
beforehand and the protocol ensures consistency with this committed input.



requires additional assumptions, such as the existence of claw-free permutations (for [25]) and some sort of
exponential hardness assumption (to use [1]).

We note that the security bound achieved by our protocols is somewhat worse than in previous works.
Roughly speaking, our protocol guarantees that the adversary can “break” the scheme with probability at

(
most O (%fln)) , whereas previous works guarantee a bound of O(1/|D|).

An additional result in our paper involves the definition of security in [15]. As pointed out by Rackoff
(cf., [2]), it is important that a key exchange protocol provide security even if the party who completes
the protocol first starts using the generated key in some application before the second party completes the
protocol. In order to address this issue, Goldreich and Lindell [15] augmented their definition with a “session-
key challenge”, in which the adversary is given either the generated key or a uniform string with probability
1/2 upon the first party’s completion of the protocol. We present an arguably more natural definition that
directly models the use of the generated key in an arbitrary application, and prove its equivalence to the
augmented definition of Goldreich and Lindell [15]. (This result is analogous to the result of Shoup [26] for
non-password-based key exchange protocols.)

2 Definition of Security

We adopt the notation of Goldreich and Lindell and refer the reader to [15] for more details.

e (' denotes the probabilistic polynomial time adversary through which the honest parties A and B
communicate. We model this communication by giving C oracle access to a single copy of A and a
single copy of B. Here the oracles A and B have memory and represent honest parties executing the
session-key generation protocol. We denote by C4(#)-B(¥)(5) an execution of C with auxiliary input &
when it communicates with A and B, with respective inputs  and y. The output of the channel C
from this execution is denoted by output (CA®@):B®)(a)).

e The security parameter is denoted by n. The password dictionary is denoted by D C {0,1}"™ and we
i

write € = ™
We denote by U, the uniform distribution over strings of length n, by neg(n) a negligible function and write
z & S when z is chosen uniformly from the set S.

For a function v : N — [0,1], we say that the probability ensembles {X,,} and {Y,} are (1 — v)-
indistinguishable (denoted by {X,} < {Y,.}) if for every nonuniform PPT distinguisher D and all n,

|Pr[D(Xy) = 1] = Pr[D(Yy) = 1]| < y(n) + neg(n)

We say that {X,,} and {Y,,} are computationally indistinguishable, which we denote by X, =Y, if they are
1-indistinguishable. We say that {X,} is (1 — ) pseudorandom if it is (1 — ) indistinguishable from U,.

We will now formalize the problem of session-key generation using human passwords. We first follow the
presentation of the problem as in [15] and then contrast it with our definition.

2.1 The Initial Definition

The definition in [15] follows the standard paradigm for secure computation: define an ideal functionality
(using a trusted third party) and require that every adversary attacking the real protocol can be simulated
by an ideal adversary attacking the ideal functionality. Note that in the real protocol, the active adversary
C can prevent one or both of the parties A and B from having an output. Thus, in the ideal model, we will
allow Cigear to specify two input bits, decé and decg, which determine whether A and B obtain a session
key or not.

Ideal model Let A, B be the honest parties and let Cigear be any PPT ideal adversary with auxiliary input
ag.



A and B receive w & D.
A and B both send w to the trusted party.
Cideal sends (decé, decg) to the trusted party.

L

The trusted party chooses K & {0,1}". For each party i € {A, B}, the trusted party sends K if
decy = 1 and sends L if dec, = 0.

The ideal distribution is defined by:

IDEALG,, (D, o) = (w,output(A), output(B), output(Cigeai (¢)))

ideal
We note that this description of the ideal model differs slightly from the original definition in [15] since
we allow B to finish first and A to reject in the ideal model (this is to take into account protocols in
which no party is guaranteed to terminate with a session key). However, as described in Section 3.3,
our protocol will guarantee that A always accepts. Moreover, we will show that any real adversary can
be simulated by an ideal adversary who always chooses A to conclude first and accept.

Real model Let A, B be the honest parties and let C be any PPT real adversary with auxiliary input o.

At some initialization stage, A and B receive w & D. The real protocol is executed by A and B
communicating via C. We will augment C’s view of the protocol with A and B’s decision bits, denoted
by decs and decp, where decy = reject if output(4) = L, and decy = accept otherwise (decp is
defined similarly). (Indeed, in typical applications, the decisions of A and B will be learned by the
real adversary C: if A obtains a session key, then it will use it afterwards; otherwise, A will stop
communication or try to re-initiate an execution of the protocol.) C’s augmented view is denoted by

output(CA®):Bw)(5)).
The real distribution is defined by:

REAL (D, 0) = (w, output(A), output(B), output(CA®)B®) (5)))

One might want to say that a protocol for password-based session-key generation is secure if the above
ideal and real distributions are computationally indistinguishable. Unfortunately, as pointed in [15], an
active adversary can guess the password and successfully impersonate one of the parties with probability

1

- This implies that the real and ideal distributions are always distinguishable with probability at least

‘%‘_ Thus we will only require that the distributions be distinguishable with probability at most O(y) where

the goal is to make ~ as close to as possible. In the case of a passive adversary, we require that the real

1
D]
and ideal distributions be computationally indistinguishable (for all subsequent definitions, this requirement
will be implicit).

Definition 2.1 (Initial definition) A protocol for password-based authenticated session-key generation is
(1 — y)-secure for the dictionary D C {0,1}" (where vy is a function of the dictionary size |D| and n) if:

1. For every real passive adversary, there exists an ideal adversary Cigeal which always sends (1,1) to the
trusted party such that for every auziliary input o € {0, l}pOIY("),

{IDEALc,,_, (D,0)}s = {REAL:(D,0)},

2. For every real adversary C, there exists an ideal adversary Cigeal such that for every auziliary input
o € {0, 1}pols(m),
o

~

{IDEALCideal (D, U)}U P

{REAL¢c(D,0)}s

By the discussion above, the best we can hope for is v = ﬁﬁl. Note that in [15], their definition and
protocol refer to any dictionary D C {0,1}™ and v = ﬁ. In contrast, our protocol will be (1 — v)-secure for

L oty () OV
dictionaries of the form D = {0,1}? and v = (p‘#) .



2.2 Security with respect to the Session-Key Challenge

The above definition is actually not completely satisfying because of a subtle point raised by Rackoff: the
adversary controls the scheduling of the interactions (A, C') and (C, B) so the honest parties do not necessarily
end at the same time. A might use its session key K 4 before the interaction (C, B) is completed: A’s use of
K 4 leaks information which C' might use in its interaction with B to learn K4, Kp or the password w.

In [15], Goldreich and Lindell augment the above definition with a session-key challenge to address this
issue. Suppose that A completes the protocol first and outputs a session key K, then the adversary is given
a session key challenge Kz, which is the session key K with probability 1/2 (i.e. # = 1) or a truly random
string Ko with probability 1/2 (i.e. § = 0). The adversary C will be given the session-key challenge in both
the ideal and real models, as soon as the first honest party outputs a session key K. We call the resulting
definition security with respect to the session-key challenge.

Ideal model Let A, B be the honest parties and let Cigea; be any PPT ideal adversary with auxiliary input
ag.

1. A and B receive w & D.

2. A and B both send w to the trusted party

3. Cidear decides which party i € {A, B} concludes first and whether it is a successful execution or
not, i.e. Cigeal sends a bit decy, to the trusted party.

4. The trusted party chooses K & {0,1}. If decic = 1, the trusted party sends K to party ¢;
otherwise it sends L.

5. Session-key challenge: if party ¢ received L, then the trusted party gives L to Cigeal. Otherwise,
the trusted party chooses 3¢-{0,1} and gives Cigeal the string K5 where K; = K and Ko &{0,1}".

6. Cigear decides whether the second party’s execution is successful or not, i.e. Ciqeas sends dec’é for
j # i to the trusted party.

7. If decé =1, the trusted party sends K to party j. Otherwise, it sends 1.

The augmented ideal distribution is defined by:
IDEAL — SKc,,.,, (D, 0) = (w, output(A), output(B), output(Cigear (7, K3)), 8)

Real model C has oracle access to a single copy of A(w) and a single copy of B(w). The adversary C
controls which party (A or B) concludes first. If the first party concludes with L, then C' is given L.
If the first party concluding outputs locally a session key K, then a bit § & {0,1} is chosen and C' is
given the session-key challenge K3z where K1 = K and K & {0,1}™. C completes its interaction with
the other party.

The augmented real distribution is defined by:
REAL — SK¢ (D, ) = (w, output(A), output(B), output(C4)Bw) (g, Kg)), B)

Definition 2.2 (Security with respect to the session-key challenge [15]) A protocol for password-
based authenticated session-key generation is (1 — «y)-secure with respect to the session-key challenge for
the dictionary D C {0,1}" if for every real adversary C, there exists Ciqeal Such that for every auziliary
input o € {0,1}P(7)

(6]

[y

Y

{IDEAL — SKe,, ., (D,0)}, 2 {REAL — SKc(D, 0)},

Goldreich and Lindell give some intuition as to why the session-key challenge solves the flaw mentioned
earlier. First, note that the ideal adversary cannot distinguish between the case § = 0 and the case § =1
since in the ideal model, both Ky and K are truly uniform strings. Consider the real adversary who has
been given the session-key challenge: if C' has been given Ky, then the session-key challenge does not help C'
in attacking the protocol, since C' could generate Ky on its own. Suppose that instead C' has been given K
and that C can somehow use it to attack the protocol (this corresponds to the situation where A uses the
session-key K; C(K) can simulate A’s use of the key), then it would mean that C can tell if it is in the case
B =0 or =1, which is not possible if the protocol is secure with respect to the session-key challenge.



2.3 Security with respect to the Environment

Our intuitive notion of security is that no matter how A uses its session-key K before the execution (C, B)
is completed, the ideal and real distributions should be (1 — O(v))-indistinguishable. It is not immediate
that the session-key challenge captures this. Thus we propose an alternative augmentation to Definition 2.1
that corresponds more directly to this goal.

We model the different ways the party A could use its session-key K by considering an arbitrary prob-
abilistic polynomial time machine Z which is given the key K (as soon as A outputs a session-key K) and
interacts with the adversary in both the ideal and real models. This is similar to the “application” queries
in Shoup’s model for (non-password-based) secure key-exchange [26], which was later extended to password
protocols in [7]. Z can also be thought of in terms of “environment” as in the definition of universal compos-
ability by Canetti [8]: Z models an arbitrary environment (or application) in which the key generated by
the session-key generation protocol is used (note that this is not as general as the definition of Canetti since
the environment Z is only given the session-key and not the password w).

Examples of environments follow:

1. Z(K) = L: A does not use its session-key.
2. Z(K) = K: A publicly outputs its session-key.

3. Z(K) =
(K) U, with probability 1/2.

This corresponds to the session-key challenge.

{K with probability 1/2,

4. Z(K) = Enck (0™): A uses its session-key for secure private-key encryption.

5. C sends a query m1, Z(K) answers with Encg (m;1), C sends a query mo, Z(K) answers with Encg (ms)
and so on. This corresponds to an interactive environment Z which models a chosen plaintext attack.

We call the definition obtained by adding (in both the ideal and real models) the environment Z security
with respect to the environment. Informally, a real protocol is secure with respect to the environment if every
adversary attacking the real protocol and interacting with an arbitrary environment can be simulated, with
probability 1 — O(7), by an ideal adversary attacking the ideal functionality and interacting with the same
environment in the ideal model. (More precisely, for every real adversary, there should be a single ideal
adversary that simulates it well for every environment.)

Ideal model Let A and B be the honest parties, Cigea1 any PPT ideal adversary with auxiliary input o
and Z any PPT with auxiliary input 7.

1. A and B receive w < D
2. A and B both send w to the trusted party.

3. Cideal decides which party i € {A, B} concludes first and whether it is a successful execution or
not, i.e. Cigeal sends decg to the trusted party.

4. The trusted party chooses K & {0,1}". If dect, = 1, it sets L; = K; otherwise, L; = L. The
trusted party sends L; to party ¢ and Z.

5. Cigeal interacts with Z(Lq, 7).

6. Cigear decides whether the second party’s execution is successful or not, i.e. Cijgea sends decj('; for
j # i to the trusted party.

7. If decé =1, the trusted party sets Ly = K; otherwise, L» = L. It sends Ly to party j.
The ideal distribution is defined by:

IDEALZ ; Ciue (D, 0) = (w,output(A), output(B), output(Z (L1, 7)), output(Cigear? X1 (0)))



Real model C has oracle access to a single copy copy of A(w) and a single copy of B(w). The adversary C
controls which party (A or B) concludes first. Let L; € {0,1}"U_L be the output of the first concluding
party. C interacts with Z(Lq,7) and completes its interaction with the other party,

The real distribution is defined by:

REALz,.c(D,0) = (w,output(A), output(B), output(Z(Ly, 7)), output(CA®)Bw):Z(L1,7) (7))

Definition 2.3 (Security with respect to the environment) A protocol for password-based authenti-
cated session-key generation is (1 —y)-secure with respect to the environment for the dictionary D C {0,1}"
if for every PPT C, there ezists Cigeal such that for every auziliary input o € {0, 1}p°1>’(") and every PPT
Z with every auziliary input T € {0, l}pOIY(”),

(6]

=z

v

(IDEALz..c,,..(D,0)}s 2 (REALz,.c(D, o)},

Note that security with respect to the environment implies security with respect to the session-key
challenge since it suffices to consider the PPT Z(K) which generates 8 & {0,1} and outputs the key K if
B =1 or a truly random string Ky if §# = 0. We show that the two definitions are actually equivalent:

Theorem 2.4 A protocol (A, B) is (1 — «y)-secure with respect to the session-key challenge iff it is (1 —~y)-
secure with respect to the environment.

This is similar to a result of Shoup [26] showing the equivalence of his definition and the Bellare-Rogaway
[3] definition for non-password-based key exchange. The “application” queries in Shoup’s definition are anal-
ogous to our environment Z, and the “test” queries in [3] are analogous to the session-key challenge. Though
both of these definitions have been extended to password-authenticated key exchange [7, 2], it is not imme-
diate that Shoup’s equivalence result extends directly to our setting. For example, the definitions of [3, 2]
are not simulation-based and do not directly require that the password remain pseudorandom, whereas here
we are relating two simulation-based definitions that do ensure the password’s secrecy.

Given Theorem 2.4, the relationship between security with respect to the environment and security
with respect to the session-key challenge is analogous to the relationship between semantic security and
indistinguishability for encryption schemes [17, 21]. Though both are equivalent, the former captures our
intuitive notion of security better, but the latter is typically easier to establish for a given protocol (as it
involves only taking into account a specific environment Z). For conciseness of notation in the proof, we
omit “output” in the distributions.

Proof: Let (A, B) be a protocol that is secure with respect to the session-key challenge. To prove the
theorem, it suffices to prove that for every PPT C, there exists a PPT Cigeal such that for every Z and every
auxiliary input 7:

O
g) {’U), Aa Ba Z(Lla T)a Cidea,IZ(L1 o) (U)}

{w, A, B, Z(M,7), CA®)B)Z(M07) (5
where M; is the output of the first concluding party in the real execution CA®)B(®) and L, is the output
of the first concluding party in the ideal execution.

We denote by M, the output of the second concluding party in the real execution C4(®):B(®) and by L,
the output of the second concluding party in the ideal execution. Hence, we want to prove that for every
PPT (), there exists a PPT Cjgea such that for every Z and every auxiliary input 7:

O(7) T
£ {w,L1;L2;Z(LluT)aCidealZ(Ll’ )(0)}

{'LU, Ml; M27 Z(Mh T)a CA(w),B(w)’Z(MI’T) (0)}
where we also require that if Cigear sets ¢ € {4, B} as the first concluding party, then ¢ concludes first in the
simulated view Cigeal Outputs.

We will introduce



e In the ideal model of Definition 2.2, the trusted party gives the adversary Cjgeal the session-key challenge
Kg

Ka—= L1 ifﬂ:lorleJ_
T \U, ifB=0and Ly # L

e In the real model of Definition 2.2, the trusted party gives the adversary C' the session-key challenge
Kg

Ka—= M1 ifB:].OI‘MlzJ_
#7 U, ff=0and M, £ L

We fix the real adversary C (against security with respect to the environment) and define the real
adversary C' (against security with respect to the session-key challenge) that, on auxiliary input (o, 7) and
receiving K from the first concluding party, simulates Z(K,7) on its own. Hence C'A(®).B(W) (5 7 K) =
{K, T, CAw),B(w),Z(K,) (0')}

By security with respect to the session-key challenge, there exists an ideal adversary Ciqea’ such that

IDEAL - SK¢;, 2 REAL - SKor
= {w, L1, Lo, Clyen(0, 7, K5), 8} 2 {w, My, My, CA@IBO) (g 7 K ), B}
Moreover, as 8 has only two possible values, we know that:
{w, L1, Ly, Clyos (0,7, L)} 2 fw, My, My, C"AB®) (6 7 M)} (1)
{(w, L1, Lo, Clye (0,7 K0)} 2 {w, My, My, C"AB®) (5, 1. Ko)} @)

We will first prove that the real outputs of the honest parties are indistinguishable from ideal outputs,
even when the environment Z is present. This is formalized by the following claim:

Claim 2.5 For every Z, every T and every o,

oL

{w, My, My, 7,CA) BO)Z007) (1) O 1y, Ly, 1y, 7, A B0 2007 ()]

where Mj is the output of the ith concluding party in the real execution CA)-BW) gnd L, Ly are defined as
follows:
o if the first party in the real execution CA®)B(W) gccepts, then Ly = U,. Otherwise, L1 = 1.

o if the second party in the real execution CAW)HB(W) qecepts and Ly # L, then Ly = Ly. If the second
party accepts and L1 = L, then Ly = U,,. If the second party rejects, then Ly = L.

Proof of claim:
By definition of C' and Equation (1), we know that

{w, My, My, T, CA(w),B(w),Z(MM)(U)} = {w,M,, C'A(w),B(w)(Uj 7, M)}

o)
= {w7L2ac£deal(0—7 T, Ll)}

2

Again, by definition of C’, we have

{w, Ly, Ly, 7, CAWBW)Z(L1,7) ()} = {w), Ly, C"AW)BW) (5 7 L)}
Note that in both the real and ideal models, the string Ky is distributed identically to L;, hence
by Equation 2, we have

{w, C/A(w),B(w) ((7, 7 Ll)} )

= {w7 L27 ClA(w)’B(w) (07 T, Ll)}

{w7 Cgdeanl (Ua T, L, ) }

o6
O
g) {w7 L27 C;deal(m T, Ll)}



We will now prove that if the real outputs of the honest parties are replaced by ideal outputs, then the
protocol leaks no information about the password w.

Claim 2.6 For every Z, every T and every o,

oG

{’LU, L27 Ll; T, CA(w)’B(wLZ(Ll’T) (U)} ) {’UNJ, L27 L17 T, CA(w)iB(w)’Z(LhT) (U)}

where © & D and Ly, Lo are defined as follows:
o if the first party in the real execution CAW)BW) gecepts, then Ly = U,. Otherwise, Ly = 1.

o if the second party in the real execution CA(W)B(W) gecepts and Ly # L, then Ly = Ly. If the second
party accepts and Ly = L, then Ly = U,. If the second party rejects, then Ly = L.

Proof of claim: We define the real adversary C" (against security with respect to the session-
key challenge) that, on auxiliary input (o,7) and receiving L; from the first concluding party,
simulates Z(L;,7) on its own such that C"Aw):BW) (g 7 ;) = {Ls, Ly, 7, CAW)Bw),Z(L1,m)}
where Ly is computed according to the above rule. Since L; is distributed identically to Ky, by
security with respect to the session-key challenge (for the case where § = 0) there exists Cij,,,

such that o)
{w’ Cgldeal (U, T, Ll)} EFY {’lU, C”A(W)’B(w) (Ua T, Ll)} (3)
which in turn implies (by non-uniform indistinguishability or samplability of D)
0
{11~J, Cﬂieal (07 T, Ll)} g) {HNJ7 C”A(w)’B(W) (07 T, Ll)} (4)

where @ ¢ D. Note that in the ideal model, the adversary C!,.,,(o, 7, L1) learns nothing about
the password w since L, is independent of the password w. Hence we have

{w, iliieal (0,7,L1)} ={w, ilizleal(aa 7,L1)} (5)
From Equations (3), (4), (5) and transitivity of indistinguishability, we conclude that

{w, C//A(wLB(w)(U7 T, Ll)} Og) {U~), C”A(w)’B(“’)(U, T Ll)}
O

Note that the distributions {0, L2, L1, 7, CA®):Bw),Z2(L17)(5)} and {w, La, Ly, 7, CA@):B@):Z(L1,7) (5)} where
W & D, are equivalent. Combining Claims 2.5 and 2.6, we obtain

{w, My, My, 7, CAW-B.200.0) (50} X2 (4 1, 1, 7, 0A@)B@).2(017) ()}

We now describe the ideal adversary Cidealz (L”)(a): Cideal generates a random password @ & D and
simulates the honest parties A and B in the interaction (A(w), B(w)). Cigeal interacts with Z(L;) as soon
as the first party in the simulated execution concludes. Cigea; can therefore simulate cA@),B(w),Z (Ll’T)(a).

Hence, for any PPT C, there exists Cigea1 such that for every Z and every 7:

OQ)

{w, My, M2, Z(My,7), CAW),BW)Z(ML7) ()} {w, L1, La, Z(L1,7), Cigear” 7 (0) }

3 An Overview of the Protocol

Before presenting our protocol, we introduce the polynomial evaluation functionality, which is an important
tool for the rest of the paper. In [22], it is observed that a secure protocol for polynomial evaluation
immediately yields a protocol for session-key generation which is secure against passive adversaries. In [15],
Goldreich and Lindell work from the intuition (from [6]) that by augmenting a secure protocol for polynomial
evaluation with additional mechanisms, one can obtain a protocol for session-key generation which is secure
against active adversaries. Our protocol also comes from this intuition but the additional tools we are using
are different.



3.1 Secure Polynomial Evaluation

In a secure polynomial evaluation, a party A knows a polynomial @) over some field F and a party B wishes
to learn the value Q(z) for some element x € F such that A learns nothing about z and B learns nothing
else about the polynomial @ but the value Q(z). More specifically, for our problem, we will assume that
F = GF(2") =~ {0,1}"™, @ is a non-constant linear polynomial over F, and «z is a string in {0,1}".

Definition 3.1 (Polynomial evaluation) The polynomial evaluation functionality is defined as:

Inputs The input of A is a non-constant linear polynomial Q over GF(2™). The input of B is a value
z € GF(2").

Outputs B receives Q(z). A receives nothing.

As observed in [22], a secure protocol for polynomial evaluation yields immediately a protocol for session-
key generation which is secure against passive adversaries as follows: A chooses a random linear non-constant
polynomial @, and A and B engage in a secure polynomial evaluation protocol, where A inputs () and B
inputs w, so that B obtains Q(w). Since A has both () and w, A can also obtain Q(w), and the session key
is set to be K = Q(w).

This protocol is secure against passive adversaries because the key K is a random string (since @ is a
random polynomial), and it can be shown that an eavesdropper learns nothing about w or Q(w) (due to the
security of the polynomial evaluation).

However, the protocol is not secure against active adversaries. For example, an active adversary C' can
input a fixed polynomial Q¢ in its interaction with B, say the identity polynomial id, and a fixed password
we in its interaction with A. A outputs the session key @ 4(w) and B outputs the session key Q¢ (w) = w.
With probability 1 — 27", the two session keys are different, whereas the definition of security requires them
to be equal with probability 1 — O(¥).

A c B
Qa — e wc Qo — . w
-+ Qa(we) -+ Qc(w)
Ka=Qa(w) Kp =Qc(w)

Figure 1: Protocol which is insecure against active adversaries

3.2 Motivation for our Protocol

The main deficiency of the secure polynomial evaluation protocol against active adversaries is that it does
not guarantee that A and B output the same random session key. Somehow, the parties have to check that
they computed the same random session key before starting to use it. It can be shown that A’s session
key K4 = Qa(w) is pseudorandom to the adversary, so A can start using it without leaking information.
However, B cannot use its key Kg = Q¢(w) because it might belong to a set of polynomial size (for example,
if Q¢ = id, then Qc(w) € D where the dictionary is by definition a small set). Hence Goldreich and Lindell
added a validation phase in which A sends a message to B so that B can check if it computed the same
session key, say A sends f"(K4) where f is a one-way permutation. Since f™ is a 1-1 map, this uniquely
defines K4 (the session-key used now consists of hardcore bits of fi(Ka), for i = 0,---,n—1) : B will
compute f?(Kpg) and compare it with the value it received.
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But it is still not clear that this candidate protocol is secure. Recall that the security of the polynomial
evaluation protocol applies only in the stand-alone setting and guarantees nothing in the concurrent setting.
In particular, it might be that C inputs a polynomial Q¢ in the polynomial evaluation between C' and B
such that the polynomials Q4 and Q¢ are related in some manner, say for any w € D, it is easy to compute
the correct validation message f2"(Qc(w)) given the value of f2(Q 4(w)); yet B’s key does not equal A’s key.

To prevent this from happening, Goldreich and Lindell force the polynomial @) input in the polyno-
mial evaluation phase to be consistent with the message sent in the validation phase (which is supposedly
F2(Q(w))). The parties have to commit to their inputs at the beginning and then prove in a zero-knowledge
manner that the messages sent in the validation phase are consistent with these commitments. Because of
the person-in-the-middle attack and the concurrency issues mentioned earlier, Goldreich and Lindell cannot
use standard commitment schemes and standard zero-knowledge proofs but rather they use non-malleable
commitments and the specific zero-knowledge proof of Richardson and Kilian.

Our approach is to allow C to input a polynomial Q)¢ related to @4, but to prevent C' from being able
to compute a correct validation message with respect to B’s session-key, even given A’s validation message.
Suppose that the parties have access to a family of pairwise independent hash functions . In the valida-
tion phase, we require A to send h(f?"(K4)) = h(f*"(Qa(w))) for some function h & #. Then, even if
Ka = Qa(w) and Kg = Q¢ (w) are related (but distinct), the values h(f2"(K 4)) and h(f?"(Kpg)) will be
independent and C cannot do much better than randomly guess the value of h(f2"(Kp)).

One difficulty arises at this point: the parties have to agree on a common random hash function h & 7.
But the honest parties A and B only share the randomness coming from the password w so this password w
has to be enough to agree on a random hash function. To make this possible, we assume that the password
is of the form (w,w") where w and w' are chosen independently of one another: w is chosen at random from
an arbitrary dictionary D C {0,1}" and w' is uniformly distributed in D’ = {0,1}?. (For example, these
can be obtained by splitting a single random password from {0, l}d” into two parts.) The first part of the
password, w, will be used in the polynomial evaluation protocol whereas the second part of the password,
w', will be used as the index of a hash function. Indeed, if we assume that D’ = {0,1}%', there exists a family
of almost pairwise independent hash functions # = {h : {0,1}" — {0,1}™}, where each hash function is
indexed by a password w’' € D' and m = Q(d').

We formalize these ideas in the protocol described below.

3.3 Description of the Protocol

Like in [15], we will need a secure protocol for an augmented version of polynomial evaluation.

Definition 3.2 (Augmented polynomial evaluation) The augmented polynomial evaluation function-
ality is defined as:

Earlier phase A sends a commitment c4 = Commit(Qa,74) to a linear non-constant polynomial Qa4 for
o randomly chosen r 4. B receives a commitment cg. We assume that the commitment scheme used is
perfectly binding and computationally hiding.

Inputs The input of A is a linear non-constant polynomial Q 4, a commitment c4 to Q4 and a corresponding
decommitment 4. The input of B is a value x € GF(2") and a commitment cp.

Outputs e In the case of correct inputs, i.e. c4 = ¢cg and c4 = Commit(Qa,74), B receives Qa(x) and
A receives nothing.

e In the case of incorrect inputs, i.e. c4 # cg or cq # Commit(Q4,74), B receives a special failure
symbol L and A receives nothing.

The other cryptographic tools we will need are:

Commitment scheme : Let Commit be a perfectly binding, computationally hiding string commitment.
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Seed-committed pseudorandom generator : similarly to [15], we will use the seed-committed pseudo-
random generator G(s) = (b(s)b(f(s)) ---b(f*T¢=1(s)) f*1¢(s)) where f is a one-way permutation with
hardcore bit b.

One-time MAC with pseudorandomness property : Let MAC be a message authentication code for
message space {0, 1}?() (for a polynomial p(n) to be specified later) using keys of length £ = £(n) that
is secure against one query attack, i.e. a PPT A which queries the tagging algorithm MACgk on at
most one message of its choice cannot produce a valid forgery on a different message. Additionally, we
will require the following pseudorandomness property:

e Let K be a uniform key of length ¢
e The adversary queries the tagging algorithm MACk on the message m of its choice
e The adversary selects m' # m. We require that the value MACk (m') be pseudorandom with
respect to the adversary’s view.
Two examples of such a MAC are:

e MAC;(m) = fs(m) where {fs};c{0,13¢ is a pseudorandom function family

e MAC, 3(m) = am + b where £(n) = 2p(n) and a,b € GF(2¢/2).
Almost pairwise independent hash functions The family of functions H = {hy : {0,1}" — {0,1}"},, ¢ (0 13
is said to be pairwise §-dependent or almost pairwise independent if:
1. (uniformity) Vz € {0,1}", when we choose w' & {0,1}%, hy(z) is uniform over {0,1}™.
2. (pairwise independence) Va; # x5 € {0,1}",Vy1, 42 € {0,1}™, when we choose w' & {0,1}%,

1446

Pr lhw (1) =91 Ahw (22) =42 = o557

w'€{0,1}¢

We also require that for a fixed w' € {0, l}d', the function h,, is regular, i.e. it is 2"~ ™ to 1. In other

words, hy (Up) = Up,. Throughout this paper, we write u def 12%6.

Lemma 3.3 For the fized dictionary D' = {0,1}% C {0,1}", there exists a family of almost pairwise
independent hash functions H = {hy : {0,1}" = {0,1}"}yrep for p=0 (W)
The formal description of the protocol follows.

Protocol 3.4 1. Inputs The parties A and B have a joint password (w,w'), where w is chosen at random
from an arbitrary dictionary D C {0,1}" and w' is uniformly distributed in D' = {0,1}¢ C {0,1}". w
and w' are chosen independently.

2. Commitment: A chooses a random non-constant linear polynomial @ 4 over GF(2") and coin tosses
ra and sends ¢4 = Commit(Q4,74). B receives some commitment cg.

3. Augmented polynomial evaluation

(a) A and B engage in a polynomial evaluation protocol: A inputs the polynomial @4, the com-
mitment ¢4 and the coin tosses r4 it used for the commitment; B inputs the commitment cpg it
received and the password w seen as an element of GF(2").

(b) The output of B is denoted I, which is supposed to be equal to Q 4(w).
(c) A internally computes II4 = Q4(w).

4. Validation
(a) A sends the string y = hqy (f7H¢(114)).
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(b) Let t4 be the session transcript so far as seen by A. A computes k; (IT4) = b(IT4) - --b(f*~1(I14))
and sends the string z4 = MACkl(HA)(tA).

5. Decision

(a) A always accepts and outputs ka2 (IT4) = b(f4(I14)) - - - b(f4T"1(I14))

(b) B accepts (this event is denoted by decg = accept) if the strings yp and zp it received satisfy
the following conditions :

* yp = hy (" (1))
e Very, (11,)(tB,2B) = accept, where tp is the session transcript so far as seen by B and k; (Ilp)
is defined analogously to k1 (IL4).

If g = 1, then B will immediately reject.
If B accepts, it outputs k2(IIg) = b(f(Ilp)) - - - b(f& 1 (Ilp)).

A has (w,w') and picks a random Q4 B has (w,w')

Commitment c4 def Commit(Q a,74)

Qa,ca,ma — . w,cB
Secure polynomial evaluation

def

s = Qa(w)
Hash y4 & by (f7+(114))
w YB
MAC of transcript z4 def MACy, (11,)(ta) P
Accept if yg = hy (f7+(Ilp))
& Very, (1) (tB, 2B) = accept
Output key ko (TI4) If accept, output key k»(Ilg)

Figure 2: Overview of our protocol

4 Security Theorems

We begin by stating our protocol’s security against passive adversaries.

Theorem 4.1 Protocol 3.4 is secure for the dictionary D x D' =D x {0, l}d' against passive adversaries.
More formally, for every passive PPT real adversary C, there exists an ideal adversary Cigear which always
sends (decé,decg) = (1,1) to the trusted party such that for every auziliary input o € {0,1}PoW(n);

{IDEALg,, (D x D',0)}s = {REALG(D x D',0)}4

Next we state the basic security theorem against active adversaries, in the plain model with a dictionary
of the form D x {0,1}7.
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Theorem 4.2 Protocol 3.4 is (1 — «y)-secure with respect to the session-key challenge for the dictionary

, e , 2 \1/6
DxD =Dx{0,1}¢, for v = max {I%I’ (po‘g,ﬂ )) } More precisely, v = max {I%I’O (I%_’I) }

Finally, we show how the shared dictionary of the form D x {0, 1}¢ required in Theorem 4.2 can be realized
from several other types of dictionaries D", achieving security bounds of the form (poly(n)/|D"[)*®") in all
cases.

Single Random Password. We can split a single random password from a dictionary D" = {0,1}¢" into
two parts, one of length d and one of length d' = d” —d. Optimizing, we set d = (d"" — 3logn)/7, and obtain

a security bound of
1 TL3 1/6 ’I’L3 1/7
ry:max{2—d,0<ﬁ> :O(|D”|> .

Arbitrary Password with Common Random String. We can convert a password from an arbitrary
dictionary D" C {0,1}" into a single random password (as in the previous construction) in the common
random string model, using randomness extractors, which we define now.

A random variable X is a k-source if for all z, Pr[X = z] < 27*. (In other words, X has min-entropy at
least k.) Note that the uniform distribution on D" is a k-source for k = logD"".

Definition 4.3 ([24]) A function Ext : {0,1}" x {0,1}¢ — {0,1}™ is a (strong) (k, €)-extractor if for every
k-source X on {0,1}", the random variable (U, Ext(X,Uy)) is e-close to (Up,Uy,).

That is, using a random seed of length ¢, the function Ext extracts m almost-uniform bits from the
k-source X. We call Ext ezplicit if it is computable in polynomial time (in n and £).
We will use the following construction of “low min-entropy” extractors.

Lemma 4.4 ([27]) For every n, k < n, and € > 0, there exists an explicit (k,€)-extractor Ext : {0,1}" x
{0,1}¢ — {0,1}™ with £ = O(logn +m) + 2log(1/€) and m = k — 2log(1/e) — O(1).

To use extractors with our protocol, we view the common random string as the seed for the extractor, and
apply the extractor to convert the password from the arbitrary dictionary D" C {0,1}" into d"” = m almost-
uniform bits, which we use in place of the “single random password” in the previous construction. We pay an
additive loss of € (the error of the extractor) in the security bound, and also lose because the extractor cannot
extract all of the min-entropy in the source (i.e. d” will be smaller than log|D"'|). Optimizing with the
extractor of Lemma 4.4, we set k = log |D"'| and € = (n?/|D"|)'/?, and obtain d’ = m = k—21log(1/€)—0(1),
ie. D' =2¢" = Q(e-2%) = Q(n*/3 - |D"|7/9). Then we have:

3\ /7 3 17 3\ 1/9
v=0 (= —0(——" ) =02 ,
|D”| n2/3 . |D”’|7/9 |D"'|

for a final security bound of
nd \°
v4e=0(ipm)

The length of our common random string is £ = O(logn+ k) = O(log n+log|D"'|). Note that this is only
logarithmic in the security parameter n, whereas the protocols of [19, 13] require common reference strings of
length polynomially related to n (and, moreover, their reference strings are not merely uniformly distributed
random strings, but are supposed to be generated according to more complex distributions). On the other
hand, using our protocol requires knowing (or assuming) a lower bound on the size of the dictionary (and
this lower bound is what determines the security). The protocols of [15, 19, 13] do not require such a lower
bound.
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Two Independent Passwords. If the parties share two independent passwords w;,ws coming from ar-
bitrary dictionaries D1, Dy C {0,1}", then they can apply a (seedless) extractor for 2 independent weak
random sources [9] to convert these into a single random password. Even better is to use the following
variant of 2-source extractors:

Definition 4.5 ([11]) A function Ble : {0,1}" x {0,1}" — {0,1}™ is a (strong) (k1, ko, €)-blender if for
every ki -source X and independent ky-source X5 on {0,1}", the random variable (X1, Ble(X1, X»)) is e-close
to (X17 Um)

Thus, if the parties share two independent passwords w;, wy coming from arbitrary dictionaries, a strong
blender can be used to convert wy into an almost-uniform string w' = Ble(w;,ws) that is essentially in-
dependent of the other password, and thus (w;,w') can be used in our original construction. Noncon-
structively, strong (ki1, ka2, €)-blenders are known to exist with m = ko — 2log(1/€) — O(1), provided that
k1 > logr + 2log(1/€e) + O(1). If there were explicit constructions matching these parameters, we would
obtain a protocol with security bound of

o {(a) " (3) ).

Unfortunately, explicit constructions of blenders (or 2-source extractors) are only known in cases when
either k; or ko are at least r/2. (See [12] and the references therein for the current state-of-the-art.) Thus
we would not obtain a protocol that could work for arbitrary dictionaries Dy, Dy C {0,1}™ of size poly(n).
However, these constructions do allow us to obtain a protocol for arbitrary dictionaries Dy, Dy C {0,1}" of
size, say, 2:517, for r < n and even r = O(logn).

5 Overview of the Proof

Notations

e Without loss of generality, we will assume that the real adversary’s output equals its view of the
execution (since the output is efficiently computable from the view). We will also often omit the
auxiliary input o of the adversary.

e Recall that we denote by CAw:w).B(ww') a5 execution of C' when it communicates with A and B,
with common input w. We denote by CA(@a,w:w"),B(w.w') the execution of C' with A and B where Q 4
specifies the random non-constant linear polynomial to be used by A.

e A channel C is reliable in a given protocol execution if C' runs the (4,C) and (C, B) executions in a
synchronized manner and does not modify any message sent by A or B. If C' was reliable in the given
execution, we denote this event by reliablec = true; otherwise, we write reliablec = false.

Although the security theorems are stated in terms of Definition 2.2, the proofs will concern mainly
Definition 2.1 and the modifications necessary to take into account the session-key challenge are given.

Similarly to [15], the proof of Theorem 4.2 is in four steps:

1. Key-Match property: we show that if II4 # IIg, then B will reject with probability 1 — O(«).

2. Simulation of the (C, B) interaction: we show that if the key-match property holds, then the
interaction (C, B) can be simulated by an adversary C' interacting only with A, even if the interaction
(4, C) is concurrent.

3. Simulation of the (A,C") interaction: we show that the interaction (A,C") as a stand-alone can
be simulated.

4. Combining the above steps, we obtain a proof of security against active adversaries. The real adver-
sary’s view of the concurrent interactions (4, C) and (C, B) can be simulated by a PPT C" which is
non-interactive and can therefore be simulated by an ideal adversary with no input.
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Like in [15], the main part of the proof of Theorem 4.2 is the key-match property. Once the key-match
property is established, we can easily adapt the proofs in [15] to our specific protocol to build an ideal
adversary which simulates the real adversary’s view.

Theorem 5.1 (Key-Match property) For every PPT real adversary C and all sufficiently large values
of n
Pr[decg = accept AIl4 # IIg] < /it + p + € + neg(n)

by and = 5 = O (o)

The main part of our proof that is new (and simpler than [15]) is the key-match property. As noted in
the introduction, the adversary C has total control over the scheduling of the two interactions (A4,C) and
(C, B). Hence the key-match property will be proved for every possible scheduling case, including those for
which these interactions are concurrent. Nevertheless, the key-match property will be established by tools
of secure two-party computation, which a priori only guarantee security in the stand-alone setting.

For each scheduling, we want to bound from above the probability Pr [decg = accept A I14 # IIg]. Recall
that B accepts iff two conditions are satisfied: the string yp received must equal h,(f**¢(Ilz)) and the
MAC zp received must be a valid MAC, i.e. Very, (r1,)(tB, 25) = accept. Hence, to obtain an upper bound
we can omit the verification of the MAC by B and only consider the probability that C' succeeds in sending
the value h,(f"t*(Ilg)) when M4 # Mp. (Like in [15], the MAC is only used to reduce the simulation of
active adversaries to the simulation of passive adversaries plus the key-match property.) For convenience,
we will decompose the adversary into two algorithms.

where € =

e The first algorithm is denoted by C. C is the channel through which A and B communicate. For a
given execution, we denote by CA(Q@4aw.w),B(w,w) the view of C' when it communicates with A and B
with respective inputs (Qa,w,w') and (w,w") until just before C sends a string ys to B.

e The second algorithm is denoted by Cpash- Chasn takes as an input the above view CAQaww'),B(w,w')
and tries to compute the hash value hq (f"+¢(Ilg)).

Hence to establish the key-match property, for each scheduling, we will bound from above the probability
Pr [chash(cf‘(QA71”71”’%3(1”71”’)) = hy (f"H () A T4 # HB]
Note that since B always rejects if IIg = L, we can adopt the convention that
Pr [chash(cA@A=w=w’>’B<w7W’)) = hy (f"H (1)) ATl = J_] -0

We consider two scheduling cases (see Figures 3 and 4):

Scheduling 1 : C sends the commitment ¢g to B after A sends the hash value y4.

The intuition for this case is that we have two sequential executions (A,C) and (C, B). Using the
security of the polynomial evaluation (A, C'), we show that even if C receives y 4, the hash index w' is
(1 — €) pseudorandom with respect to the adversary’s view. Hence, by the uniformity property of the
hash functions, C' cannot do much better than randomly guess the value of h,(f"+(Ilg)).

Scheduling 2 : C sends the commitment cg to B before A sends the hash value y4.

The almost pairwise independence property means that for fixed values z; # z € {0,1}", if the index
w' is chosen at random and independently of z; and z3, then given the value hy(z1), one cannot do
much better than randomly guess the value hy(x2). Before y4 is sent, the hash index w' is random
(since it has not been used by A). Thus, if we show that the values II4 and IIp can be computed before
y4 is sent, then w' is independent of z; = f*+¢(I14) and z» = f"¢(IIg) and the adversary cannot
guess hq (z2) even given ya = hy,(z1). To show that 14 and IIp can be computed before y4 is sent,
we used an ideal polynomial evaluation (C, B) to extract an opening of the adversary’s commitment
¢g- (The adversary must input such an opening in the ideal evaluation, else B will reject).
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A(Qa,w,w") c
cq = Commit(Qa,74)
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Figure 3: First scheduling
A(Qa,w,w") C
ca = Commit(Qa,74)
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Polynomial
evaluation
def
4 = Qa(w) Polynomial
YA - evaluation
ZA
YB

Figure 4: Second scheduling
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6 Proof of Security against Passive Adversaries

Theorem 6.1 Protocol 3.4 is secure for the dictionary D x D' =D x {0, l}dl against passive adversaries.
More formally, for every passive PPT real adversary C, there exists an ideal adversary Cigea1 which always
sends (decé,decg) = (1,1) to the trusted party such that for every auziliary input o € {0,1}PoW(");

{IDEALG,,_, (D x D',0)}, = {REALc(D x D', 0)},

ideal (

Recall that a passive adversary just eavesdrops on the interaction between the honest parties so in this
case, the parties A and B output the same session-key (output(A) = output(B)) and both accept. In the
ideal model, the session-key Kjgea) is distributed according to U,.

Thus, to prove Theorem 6.1, it suffices to prove the following proposition:

Proposition 6.2 For every passive PPT real adversary C, there exists an ideal adversary Cigeal such that
{w,w', output(A), output(CA@w)Bww))L Z fy) W' U, output(Cidear) }

Proof: The view of the real adversary consists of a transcript of the execution of the protocol by A and
B. We can think of this transcript as the concatenation of:

e The commitment to Q4 and the transcript of the augmented polynomial evaluation. We denote these
by T(Q 4, w).

e The hash value ya L (fnH¢(114)) where I 4 def Qa(w).
o The MAC-key ki (IL4) (it suffices to include the MAC-key rather than the MAC itself, since the latter
is easily computable from the MAC-key and the transcript so far).
Claim 6.3 . B
{w, Qa, T(Qa,w)} ={w,Qa,T(Qa, w)}

where Q4 and Q 4 are random non-constant linear polynomials and w, W are taken uniformly at random (and
independently) from D.

Proof Sketch: The claim follows from the security of the augmented polynomial evaluation.

The commitment scheme we consider is computationally hiding hence a commitment to Q4 is indis-
tinguishable from a commitment to 4. Combining this with the security of the augmented polynomial
evaluation and the connectedness of non-constant linear polynomials (for every @4 and @ 4, there exists Q4
and values z; and x5 such that Q4(z1) = Qa(z1) and Qa(z2) = Qa(z2)), we know 2 that Yw, Q4,w,Q A,

T(Qa,w) =T (Q4,®)

Claim 6.3 implies that

lle

{’UJ, QA(w)7 T(QA; ’lD)}
= {w,Upn,T(Qa,%)} (6)

{w, Qa(w), T(Qa,w)}

where Equation (6) comes from the fact that for a random Q4, T4 = Qa(w) is uniformly distributed in
{0,1}™ and @ 4 is independent of T'(Q 4,w).
Note that w' is independent from the variables in Equation (6) hence we have:

{w,w',Qa(w), T(Qa,w)} = {w,w', Uy, T(Q4,®)}

3See Claim 5.2 in [15]
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We can then apply the deterministic polytime function G(.) = (f"*4(.), k1(.), k2(.)) to the third component
of each distribution to obtain:

{U), w,7 k2(HA)7 fn—HZ(HA)a kl (HA); T(QA; ’IU)} é {’LU, wla k2 (Un)a fn+é(Un)7 kl (Un)7 T(QA) ’ID)}
Since G(s) = (f™+¢(s), k1(s), k2(s)) is a PRG, we have:

{wa wla Url;,a Ur2;,7 UeaT(QAa w)}
{wa wla U71u hoy (Uw2,)7 Ula T(QA, ’lIJ)}

{wa wla k2 (HA)a fn+e(HA); kl (HA)a T(QA) ’LU)}
= {’U), wla k2(HA)> by (fn+e(HA))> k1 (HA)7 T(QA7 ’LU)}

llle e

For a fixed w' € D', hy is a regular map, so
{’LU, wla k2(HA)7 hw’ (fn+£(HA)); kl (HA); T(QA: U))} é {wa wla Uylz,; Um: Ula T(QA: /‘D)}
The ideal adversary Cjgea; Will do the following;:
1. Generate a random password @ € D and a random non-constant linear polynomial Q 4
2. Simulate the honest parties in the augmented polynomial evaluation to produce the transcript T(Q A,W)

3. Generate random strings U,,, and U,.

=

. Output (Upn, Uy, T(Q4,0))

7 Key-Match Property for the First Scheduling

Scheduling 1 is defined as “C sends the commitment cg to B after A sends y4”. Without loss of generality
we can assume that C sends the commitment cp to B after A sends z4 (since obtaining z4 can only help
).

The intuition for this case is that we have two sequential executions (A,C) and (C,B). Using the
security of the polynomial evaluation (A4, C), we show that even if C receives y4, the hash index w' is (1 —¢)
pseudorandom with respect to the adversary’s view. Hence, by the uniformity property of the hash functions,
C cannot do much better than randomly guess the value of hy (f"t¢(Ilg)).

Proposition 7.1 For every PPT real adversary C and all sufficiently large values of n
Pr[decg = accept All4 # IIp A Schl] < € + p + neg(n)
where € = % and p =0 (W). Schl denotes the event that the execution follows the first scheduling.
Proof: From the discussion in Section 5, recall that:
Pr[decs = accept ATl4 # Iz A Schl] < Pr [chash(cA@A’w’W’)’BW*wU) = ho (f*"H(IE)) ATI4 # IIg A sch1]

We decompose the adversary into two algorithms:

e ( refers to the adversary until just before the commitment ¢p is sent. Let (7,94, 24) denote the view
of the adversary Ci when interacting with A(Qa,w,w").

e (), refers to the adversary once the (A4, C) interaction is over, i.e. Cs will be given as inputs (7,94,24)-
Since Cy and B are executing the secure (augmented) polynomial evaluation in the stand-alone setting,
we know that there exists an ideal adversary Cs jqeal such that for every 7,y4, 24,

{I1B idea, Cz,idealB(w’CB)(T, YA,24)} = {1, CzB(w’CB)(T, YA, 24)}

where II5 jgeal def output(BC2iaea(T:v4:24) (), cp)) and Iz def output(B2(T¥4:24) (w, cg)).
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Pr | (CA(@a0) B = b, (§7+(I15)) ATLa # T A Schl]
< Pr[Coasn (€5 (r,ya,24)) = o (f7+(IL3)) A Sch1]
< r[chash (Coaaenr® " (7,44, 7)) = hus (7" (ILp sacar)) A Schl | + neg(n) ™)
< Pr [Chas (7, hur (£ (L)), i (IL4)) = B (F4(Qc(w))] + neg(n)

where Chash’ simulates Cs,ideal’s view of the ideal polynomial evaluation with B and ()¢ is Cs ideal’s input
(wlog we will assume that we are in the correct input case in the augmented polynomial evaluation (C, B)
since by convention we define Chash(0) # ho (f?T¢(I1g)) if I = L1). Equation (7) comes from the fact that
the security of the augmented polynomial evaluation (C, B) holds even for fixed inputs (w,cg,7,y4, 24) and
with advice string (w’,II4) to the distinguisher.

We will now prove that the hash index w' is (1 — €)-pseudorandom with respect to the inputs given to
Chash'- This will imply that the value hy (f""*(Qc(w))) is (1 — €)-indistinguishable from uniform. Thus
ho (F7T4(Qc(w))) will be predicted by Chasn’ with probability at most e +27™.

Lemma 7.2 For every PPT adversary C' interacting with A(Qa) who halts after the augmented polynomial
evaluation, {w, Q 4(w), C'AQ)Y = {w, U, C"4Q4)}

Proof: (' receives a commitment ¢4 = Commit(Qa,74) from A before executing the secure protocol for

augmented polynomial evaluation. By security of the augmented polynomial evaluatlon we know that there

exists an ideal adversary C!,,,; such that for every Q 4,ca,r4, we have C'AQascara) £ =Clyeal QA’CA’“)( A)-

Without loss of generality, we will assume that we are in the correct input case so that Cl,,,, always
receives () 4(wc) for some input we = Cly,,;(ca). Hence for every w,Qa,ca,ra, we have C'A(Q4,ca,74) =

;deal(cAa wc, QA (wC)) -
We want to show that

{w7 QA(w)7 Commit(QA)a we, QA (wC’)} % {11], Un: Commit(QA)a we, QA (wC’)}
where wo = Cl 4, (Commit(Q4)).

e By the hiding property of the commitment scheme, we can replace the commitment to Q4 by a
commitment to 0" in the distributions. This makes wc = Cly,,;(Commit(0?")), which is independent
of QA-

e Since w¢ is independent of w, the probability that we = w is at most € = ﬁ.

o If w # we, Qa(w) is within 27" statistical distance of U,, and independent of Q4(w¢) by pairwise
independence of (non-constant linear) polynomials.

{w, Q a(w), Commit (0*"), we, Qa(we)|we # w} = {w, Uy, Commit(0°"), we, Qa(we) |lwe # w}

By Lemma 7.2, we have:
{U), HA7T} é {w7 Un77-}
Note that w' is independent of all the above variables hence we have:

{w7 wl? H-A7 T} é {wJ wl? Un7 T}

We can then apply the deterministic polytime function (A (f"1¢(.)), k1(.)) using the second component w’
to the third component of each distribution to obtain:

{w, 0,7, ho (FH(IA)), b (Ta)} = {w, w7 B (f7TE(UR)), i (Un) )
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By applying the polytime function Cs jigea1(-) to the last three components of each distribution, we have:

{’lU, wla T, hw’ (fn+l(HA)); kl (HA)J QC} é {'LU, wla T, hw’ (fn+£(Un)); kl(Un)J QC}
where Q¢ = Caideal (T, YA, 24) and Q¢ = Caideal (T, hur (F7H(Un)), k1 (Uy)).

P [Chast (7, hur (f7+(TLa)), 1 (TLa), Q) = b (F*+(Qo (w)))]

P [Chast’ (7 b (4 (Un), k1 (Un), @) = hur (£ (@ (w))] + € + neg(n)
Pr [chash'(r, Um, U, Qc) = hu (f"*‘f(Qo(w)))] + €+ neg(n)

< €42 ™+ neg(n)

IN

IN

The last inequality follows because the inputs to Cpasn’ are independent of w'. |

8 Key-Match Property for the warm-up case

Before proving the key-match property for the second scheduling, we will consider a warm-up case for
intuition. The warm-up case is defined as “C sends its last message in the (C, B) polynomial evaluation
before A sends the validation message y4”.

The intuition for this case is that even though the polynomial evaluations are concurrent, the values I 4
and IIp are defined and computed before y4 = hy (f*H¢(Ilg)) is sent so that we can apply almost pairwise
independence. The almost pairwise independence property means that for fixed values z1,z5 € {0,1}", if
the index w' is chosen at random and independently of z; and z», then given the value hy(x1), one cannot
do much better than randomly guess the value h,r(z3). Before y,4 is sent, the hash index w’' is random
(since it has not been used by A). Thus, if we show that the values T4 and IIg can be computed from the
adversary’s view before y, is sent, then w' is independent of z; = f*+¢(I14) and z, = f**¢(Ilz) and the
adversary cannot guess A (z2) from Ay, (z71).

Proposition 8.1 For every PPT real adversary C' and all sufficiently large values of n
Pr[decg = accept AIl4 # IIp] < p + neg(n)

From the discussion in Section 5, recall that:
Pr[decs = accept ATl # IIp] < Pr [chash(cA@Avwvw’%B(w’w’)) = ho (f"H (1)) ALy # nB]

Let 7 denote the adversary’s view of the (possibly concurrent) executions (A4, C) and (C, B) until y4 =
ha (f7H(T14)) is sent.

Since @ 4 represents all of A’s input in the protocol up to this point and w represents all of B’s input
in the protocol up to this point, there exists a PPT C’ which on input (Qa,w) simulates the (possibly
concurrent) executions (A4, C) and (C, B) on its own until the validation message y4 is sent. In particular,
C' computes T4 = Q4(w) and Iz = output(B® (w)).

CI(QA,’LU) = {Ta HA,HB}

Note that w' is random and independent of Q) 4 and w.
Then we have :

Pr [Chash(CA(QA,w,w’),B(w,w’)) = hu (fn-{-K(HB)) ATI4 ;é HB]
= Pr [Chash (7, hw (f"H(T14)), k1 (Ta)) = b (f*(Tp)) ATL4 # Tl]

Pr [Chash (C'(Q4, ), ha (F"1(114))) = ho (f*T4(IL)) ATl4 # I1]
W

IN N

where the last inequality follows from almost pairwise independence, since the index of the hash function,
w', is random and independent of the points f?+¢(I14) and f7+¢(Ilp).
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9 Key-Match Property for the Second Scheduling

Scheduling 2 is defined as “ the validation message y 4 is sent by A after C' sends the commitment cg to B”.

The intuition for this case is similar to the warm-up case. The almost pairwise independence property
means that for fixed values z;, 25 € {0,1}", if the index w' is chosen at random and independently of z; and
xs, then given the value h,(z;1), one cannot do much better than randomly guess the value h,, (z2). Before
YA is sent, the hash index w' is random (since it has not been used by A). Thus, if we show that the values
T4 and I can be computed before g4 is sent, then w' is independent of z; = f*T¢(I14) and x5 = f*+¢(1lp)
and the adversary cannot guess hy(z2). To show that II4 and IIp can be computed before y 4 is sent, we
used an ideal polynomial evaluation (C, B) to extract an opening of the adversary’s commitment c¢g. (The
adversary must input such an opening in the ideal evaluation, else B will reject).

9.1 Mental Experiment Protocol

In order to prove the key-match property for this scheduling case, we will need to consider a “mental
experiment protocol” which is related to the initial protocol we are analyzing.

Protocol 9.1 (Mental experiment) 1. Inputs There are three parties A, B, Cy, involved in the pro-
tocol. A and B have a joint password (w,w') & D x D'. In addition, A is given a random non-constant
linear polynomial @ 4.

2. Asends Q4 to Cp,.

Cp, computes Qo = Cp,(Q4) and sends it to B.

- w

B sends w to C.

5. A computes Q4(w) and sends y4 = hy (f714(Qa(w))) to C. Note that the scheduling “Q¢ is sent
before y 4” is enforced.

6. C), sends a string yp to B.
Proposition 9.2 In the above mental experiment protocol, for every adversary C,,,
Pr [ Chasn (CA @4 1P = hy (F77(Qe(w)) A Qa(w) # Qo (w)] <
Proof: By definition of the mental experiment, (Q 4(w), @c(w)) can be computed from the view of the

adversary Cy,before ya = hy (f"T4(Qa(w))) is sent. Thus the values (Q4(w), Qc(w)) are independent of
the hash index w'. Hence we obtain:

< Pr[Chasu(Cm(Qa, Qosw, hur (f™(Qa(w))))) = hu (F"(Qc(w))) A Qa(w) # Qo(w)]
<

=

where the last inequality follows from almost pairwise independence (the index of the hash function, w', is
random and independent from the points f"¢(Qa(w)) and f"(Qc(w))). |

9.2 Key-match Property for the Second Scheduling
Proposition 9.3 For every PPT real adversary C,

Pr [Chash(cA(QAﬂu,w')aB(w,w') = hy (fn-‘rf(HB)) ATI4 # s A Sch2| < \//_i+ neg(n)
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This proposition is proved via a reduction to the above mental experiment. We want to show that if
an adversary succeeds in computing the correct hash value yp in the original protocol, then we can build
an adversary which computes the correct hash value in the mental experiment (and we know how to upper
bound this success probability).

In the mental experiment, the adversary Cp, is forced to send (hence commit to) the value Q¢ be-
fore receiving y4 = hqy (f?¢(I14)). This is analogous to forcing the adversary C to open its commitment
¢g = Commit(Q¢) in the original protocol. Roughly speaking, the only difference between the original
protocol and the mental experiment is that we force the adversary to open its commitment cg. Thus, a
natural way to build the adversary C,, in the mental experiment is to run the original adversary until the
commitment ¢g must be opened, find a way to open the commitment, then continue to run the original
adversary.

Our main problem is to open the commitment cg. Intuitively, if the original adversary C' can compute
the correct hash value yp, it is because C' inputs an opening of cg in the augmented polynomial evaluation
(C, B) (otherwise C' would have no idea what IIp is). However, we cannot formally talk about C’s input,
since the polynomial evaluation (C, B) does not occur in the stand alone setting. Indeed, C receives from
A the validation messages depending on ) 4, w and w' while By occurs. Nevertheless, there exists an ideal
adversary Cigeal for which the input to the (C, B) polynomial evaluation is well-defined if this ideal adversary
is given (Q4,w,w") as input to simulate the validation messages on its own. The input of Cigea(Q 4, w,w")
to the augmented polynomial evaluation is well-defined and is intuitively an opening of ¢p.

We show that at this stage of the protocol, w and w' are pseudorandom so that given a random password
@ and a random index @', Cigea(Qa,w,w’) will also input to the augmented polynomial evaluation an
opening of cg. So to open the commitment cg, we will just run the input function of Cjgeq on a random
password and a random index. The details of the proof follow.

Proof: Let us assume that there exists an adversary C in the initial protocol such that
Pr | Chon (CAQawsw) BOw)) =y, (f7+4(T1g)) ALy # Tl A Sch2] > 7
We will build an adversary C, in the mental experiment such that
Pr [Chasn(CA(@ 0B = by (F744(Qo () A Qu(w) # Qe (w)] > 7” = neg(n)
By Lemma 9.2, we know that the latter probability is bounded by p which means that n < ,/u.

Once the commitment ¢g = Commit(Qc,r¢) is sent to B, the state of the three parties is described by
S déf (QA; RA; RC; T) where:

® ()4 is the polynomial used by A

R4 are the coin tosses of A other than Q4

R¢ are the coin tosses of C
e 7is C’s view up to and including the sending of ¢p (this view includes ¢4 and ¢pg)

Note that we do not need to include the coin tosses of B since B has not sent any messages yet.

Once the commitment ¢p is sent, we can think of an adversary C' as being given s = (Q4, R4, Rc,T)
so that C' simulates the continuation of the augmented polynomial evaluation (A4,C) on its own. Given a
state s, we define p; (s) to be the probability that the adversary C' computes the value of the hash function
ho (f71¢(.)) on a point Mg # 4. Formally, we write

P1(5) & Pr [ Cggn (€ U7 AL T BC00) () =, (f7+(T1)) A TLa # s
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Note that we have included oracle access to the MAC-key rather than the MAC itself, since the latter is
easily computable from the MAC-key and the transcript so far. By definition of p; and 7, Es[p1] > 7.

Consider the adversary C' which on input (s,w,w') simulates the hash h,(f*(I14)) and the MAC-key
k1(TI4) on its own. We have

Pr [Chash(C'B(w’CB)(s,w,w’) = hy (f"H(HB)) A4 # p|s| =pi(s)

where the probabilities are taken over the coin tosses of B, which we denote by Rg. Since (C,B) are
executing the protocol for augmented polynomial evaluation in the stand-alone setting, there exists an ideal
adversary Cigeal such that the ideal and real distributions will be computationally indistinguishable. Recall
that the computational indistinguishability holds even for fixed inputs (s, w,w') and (w,cg). Hence, for
every s,w,w',cg,

(I igeat Coety ™) (s, w, w')) = (g, CB8) (5,0, w'"))

where IIB jdeal def output(Bé‘deal(s’“”“’l)(w, ¢g)) and Il def output(Bé(s’w’wl)(w, ¢B))-

Given a state s and Cigea;, we define p(s) to be the probability that the ideal adversary Cigeal, given
(s,w,w"), opens cp successfully and computes the value of the hash function h, (f"**(.)) on a point Il =
Qc(w) # Qa(w). Formally, we write

p2(s) < pr [input(@ideal(s,w,w')) =(Qc¢, R) s.t. cg = Commit(Q¢, R)

A Chash (CH) (5,0, 0') = hur (FH(Qc (w))) A Qa(w) # Qo(w)]s]

where the probability is taken over the coin tosses of B and the coin tosses of Cigea;, which we denote by Rp
and Rg,  respectively. Since w and w' are independent of the state s, the probability p»(s) is the same if
we replace (w,w') by a random pair (i,%@') € D x D'.

Intuitively, the adversary C computes the correct hash value k. (f?+¢(Ilg)) because it can open its com-
mitment cp (otherwise, we are in the case of incorrect inputs and B rejects immediately). This relationship
between p; and ps is formalized in the following lemma.

Lemma 9.4 For every state s = (Qa,Ra, Rc,T), we have pa(s) > pi(s) — neg(n)
Proof:
pa(s) = Pr [input(cideal(s,w,w')) =(Qc, R) s.t. cg = Commit(Qc, R)
A Chasn(Cigear™ (5,w,0")) = huy (F(Qc (w)) A Qa(w) # Q(w)s]
Pr [Chash(éfiifl’cB)(sa w,w')) = hoy (f* (1B jdear)) A4 # HB,idea1|8] (8)

where we define IT4 to be Q 4(w). Indeed, recall that if Cideal does not input an opening to the commitment
¢B, then B has no output and

Pr [ Chasn (Cigen ™ (5,0,0")) = huy (/" (W jctear)) A g et = L]s| =0

ideal
By indistinguishability of CZ,; and C®, we have:

Claim 9.5 For every state s, |p2(s) — p1(s)| < neg(n).

Indeed, recall that for every s,w,w’,cp, Cﬁeal and CB are computationally indistinguishable. Hence if we
replace Pr [Chash(CB(w’CB))(s,w,w')) = ho (fPH(I1)) Allg # HA|S] by pi(s) in Equation (8), there will

ideal

be only a negligible difference. |
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Assume that there exists an adversary C' (described by three algorithms Cy,C’ and Chagp) in the initial
protocol which breaks the key-match property with success probability n. We now describe the adversary
C,, in the mental experiment:

1. C), generates coin tosses R4, Rp, Rc and Ré-d -

2. Simulating the (A, C) polynomial evaluation Once A sends Q4 to Cp,, C), simulates on its own
the beginning of the augmented polynomial evaluation between A(Q 4, R4) and C; and obtains a view
7 and a commitment cg.

3. Opening algorithm

e Cy, chooses a random pair (w0, @') and runs input(Cigea(s, W, @"; R, ) = (Qc, R), where s def
(Qa,Ra, Rc, ).
e If cg = Commit(Q¢, R), Cp, sends Q¢ to B. Otherwise C,, aborts.

4. Simulating the (C, B) polynomial evaluation

o C,, receives w from B and yq = hy (f*H4(I4)) from A.

e Cp, computes ky (TL4) = k1 (Qa(w)).
e C simulates C'hw (f" T (114)), k1 (114),B(w,cs)

5. C,, runs Chash(C’hw’(f"H(HA))’kl(HA)’B(’”*CB)(s)) = yp and sends yp to B.

C.,, succeeds in this execution of the mental experiment if and only if:

e in this execution of the initial protocol, the adversary C' follows scheduling 2.

e the algorithm Cideal succeeds in opening the commitment cp

e Chash succeeds in sending the correct validation message A, ( frte (Iig)) for Ip #1114

More precisely:

Pr [Chash(C,ﬁ(QA’w’wl)’B("”w')) = ho (f"(Qc(w))) ATLa # Qc(w)]

[Cideal (5,0, @' Res,,,,,) opens cg] B [Chash computes hu (f"(Qc(w)))]
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We built an adversary C,, which succeeds with probability ? — neg(n). By Proposition 9.2, we obtain that
0 < /A + neg(n). .

10 Adapting the GL Techniques to our Protocol
Now that we have established the key-match property, we will adapt the proofs of [15] to our protocol for
the following steps:

e Simulation of the (C, B) interaction: we show that the interaction (C,B) can be simulated by an
adversary C' interacting only with A, even if the interaction (A, C) is concurrent.

e Simulation of the (A4, C") interaction: we show that the interaction (A4,C’) as a stand-alone can be
simulated.

e Combining the above steps, we obtain a proof of security against active adversaries.

For the sake of clarity we will first present the simulation of the (A, C") interaction. For each step, the
modifications necessary to take into account the session-key challenge and Definition 2.2 are given.
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10.1 Simulation of the (A, C’) Execution

Proposition 10.1 For the dictionary D x D' =D x {0,1}, for every polytime channel C' interacting with
A only, there exists a non-interactive C" such that for every auziliary input o,

{w,w', ky(TLa), output(C (@422 (0))} = {w, w', Up, output(C”(0))}

Proof:
By Lemma 7.2, we know that after the augmented polynomial evaluation, {w,II4} is (1 — €) indistin-
guishable from {w, U, } with respect to C"’s view:

{w,TLy, C" M9} = {w, U, C"4(@4)}
Note that w' is independent of all the above variables hence
{w,w', T4, C"4 @} = {w, w',U,, "4 @)}

Lemma 10.2
{w,w', ka2(ILa), k1 (IL4), MACy, (11,) (t4), hor (" (ILa)), C" 4@} ={w, w', UL, Uy, MACy, (t4), Unn, C"4(Q4)}
Proof: From the above discussion, we know that
{w,w', T4, " Q4)}
= {w,w’, k2(TLa), k1 (TLa), fH(T14), C" 494}
{w,w', ka(I14), k1 (TLa), f7H4(I14), C"A(R4)} {w,w', UL, Uy, U2, C"4Qa)}
{w,w', ks (TL4), MACy, (11, (t4), hu (f*T(ILa)), C4(Q4)} {w,w',UL, MACy, (ta), Up, C"A(@4)}

where t4 is A(Q4)’s transcript of the commitment and the augmented polynomial evaluation, which can be
computed from C'4(@4), [ |

The non-interactive adversary C" (o) will do the following;:

{w, w',U,, 0@}
{w, 0, k2 (Un), k1 (Un), f"H(Un), C*4 (@40}

e Al Al Al

1. Generate a random non-constant linear polynomial @ 4.

2. Simulate the interaction between C'(0) and A(Q4), from which it can compute the transcript 4.
3. Generate random strings Uy and U,

4. Output (C"A(Q4) U, . MACy,(t4)).

Augmented definition We know that
{w, w', ky(ILa), C"4@4 ) (0)} = {w, ', Up, C" (0)}

The session-key challenge is given only after the entire execution (A4, C’) has been completed (recall that
in our protocol A always accepts). The session-key challenge can be generated from each distribution by the

distinguisher. We define C'4(Qa-w.w') (g, K 5) & (C1AQawsw') (), Kj5) and C" (0, K5) ¥ (C"(0), K5). By
the above discussion we have:

{w,w', ka (Ia), C"A Q402D (5 K5, B} = {w,w',Un, C" (0, Kp), 5}

where on the left-hand side Kz is given when A concludes and is defined as:

k2(Ila) i B=1
Kg = )
U, ifg=0
and on the right-hand side K3 is defined as

U, iff=1
Ke=91 ca_
U, ifg=0
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10.2 Simulation of the (C, B) Execution
Proposition 10.3 For the dictionary D x D' = D x {0, l}d’, for every real adversary C interacting with A
and B, there exists a PPT C' interacting only with A such that for every auziliary input o € {0, l}pOIY(”)

{w7 w/7 kQ(HA), Output(ClA(QA’w’w’)(U))} 6%” {w7 w/) kz(HA), output(CA(QA’w’w,)’B(w’w,)(U))}

where 1 = /L + p + €.
The proof of this proposition relies on two facts:

e it is easy to simulate B in the augmented polynomial evaluation by security of two-party computation
(see Lemma 10.4)

e B’s decision bit can be simulated with high probability because of the key-match property (see
Lemma 10.6). We need for C' to simulate B’s decision bit because the view of the real adversary
CAQayww'),B(ww') includes B’s decision bit.

Lemma 10.4 Let C be a real adversary interacting with A and a modified party Bgec (Bgec does the same
as B except that it does not output a decision bit). There exists C' interacting only with A such that:

{w,w’, ks (L), output (C" 4@ (5))} = {w, w', ky(T14), output(CAQ4-w>w)Baec(w) (5))}

where on the left-hand side kz(ILa) refers to the output of A in the execution CAQaw) (5) and on the
right-hand side ko(T14) refers to the output of A in the execution CA(Q4a:w:w"):Bace(w) (g

Proof: Note that these distributions do not refer to Bgec’s output from the polynomial evaluation, hence
we can switch Bgec’s input from w to a random password @ € D via the following claim.

Claim 10.5 For every w,w',Qa,w and auziliary input o € {0,1}P°V(")
{output(A), CAQa:ww")Baee(w) ()} = {output(A), CAQ4w:w)Baec(@) ()}

where on the left-hand side output(A) refers to the output of A in the execution C’A(Q’*’w’w’)’_Bd“(w)(a) and
on the right-hand side output(A) refers to the output of A in the execution CA(Q4:w:w").Baec(®) (),

Proof of claim: Define C' which on input (w,w', Q) simulates the entire (A, C') execution,
including computing output(A4), on its own:

('Baec(w) (w, w/, Qa,0) = {output(A), CA(QA,w,w'),Bdec(w) (U)}
('Baee () (w,w',Q 4,0) {output(A), CAQa,w,w"),Bgec () (o)}

Since C' and Bge. are executing the secure polynomial evaluation protocol in the stand-alone

setting, there exists an ideal adversary C{,.,, such that for every w,w',Q 4, o, 0,

Cildeal(wa wla QA7 U) é CIBdSC(w) (w7 wla QAa U)
Cliear(w,w',Qa,0) = CPe(D(w,0/,Qa,0)
By transitivity of indistinguishability, we obtain the lemma. O

By Claim 10.5, we have:
{w, w', T4, output(CAQ4:w:#)Byee(®) (5))} £ fwy, ', T4, output(CAQ4ww)Bee(®) (5))}

Hence for any adversary C interacting with A and Bgec, we build an adversary C' which will simulate on
its own Bgec by using an arbitrary element w for the polynomial evaluation (C, B). |
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Augmented definition In the case of the augmented definition, the proof of the first lemma still holds
because Claim 10.5 will hold for every session-key challenge given by A. Hence we have

{w,w', ky(I14), output(C 4@+ (5. K3)), B} = {w,w', ka(IL4), output(CAH@4-w0)Baec () (5 [ 4)), B}

where Kjp is given when A concludes and is defined as:

K = {kz(HA) if =1

U if =0

Lemma 10.6 Let C be a real adversary interacting with A and B. There exists C interacting with A and
Bgec such that

{w, ', ka(IL4), output(CAQamw)Boes () (5))} E" fup, ', b (ILa ), output(CAQa ) Blww) (5))}

The proof of this lemma relies on the fact that the decision bit of B can be predicted by C with high
probability because of the key-match property and the following claim.

Claim 10.7 For every C interacting with A and Bgec, the probability that tg # ta and C' computes
MACy, (11,)(tB) is at most € + neg(n).

Proof of claim: First, we will remove B by modifying C into C' from Lemma 10.4, which
simulates B in the polynomial evaluation phase. We know from Lemma 10.2 that:

{wa wla ko (HA)a k1 (HA)7 MACkl (TTa) (tA)a By (fn—H(HA))a CIA(QA)}

€

= {w,w',U}, U, MACy,(ta), Un, C'A(Q4)}
We will bound from above, for ¢ # t 4, the probability

Pr [CmaC(CIA(QA)7 hw’ (fn+l (HA))7 MACk1 (ITa) (tA)) = MACk1 (ITa) (t)]

< Pr[Cunac(C"494), U, MAC, (£4)) = MACy, (8)] + € + neg(n)
< €+ neg(n)

where the last inequality comes from the one-time MAC property. O

Using Claim 10.7, we obtain the following adversary C: C interacts with A and Bgec by passing their mes-
sages to C. Since C has the transcript of the interactions (4, C) and (C, B), C can tell whether C' was reliable
or not. If C was reliable, C predicts that decg = accept (since B always accepts if C is reliable), otherwise, it

predicts decg = reject. We know that Pr [C’ predicts incorrectly] = Pr[decp = accept A reliablec = false].
In order to prove Lemma 10.6, it remains to show that for any C,

Pr[decg = accept A reliablec = false] < € + 7 + neg(n)
Pr[decs = accept A reliablec = false]

= Pr[decp = accept A reliablec = false All4 # IIg]
+ Pr[decs = accept A reliablec = false AIl4 = IIg]

< (n+neg(n)) from the key-match property
+(e + neg(n)) from Claim 10.7
< e+n+neg(n)
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Augmented definition

C is not reliable and B concludes first: C will set B’s simulated decision bit to be decp = reject and
its simulated session-key challenge to be L. Note that if B concludes first, then with high probability
B would indeed reject (which follows from the fact that if C' is not reliable, then with high probability
B will reject as shown above).

A concludes first: Lemma 10.6 must be slightly modified. One can show using Lemma 10.2 that the
probability that tp # t4 and C' computes MACy, (i1,.) (tB) is at most € 4 neg(n) even if ky(IT4) = kg
is given.

From the above two arguments, we have:

{w, 0/, ky(ILy), output (@) -Beeclw) (g, K5)), B1E"{w, w!, ky(ILa) output(CA@ v Blw) (g, k), )
where on left-hand side Kg is given when A concludes and is defined as:
ky(TLa) if f=1
Ks =9y if 5 —
), ifg=0

and on the right-hand side the session-key challenge Kz is given once the first party (either A or B) concludes
with output Ly and is defined as:

Ka = L1 ifﬂ:].OI‘leL
PTU iff=0and Ly # L

10.3 Security Theorem

Theorem 10.8 For the dictionary D x D' = D x {0, 1}, for every PPT real adversary C, there exists a
polytime ideal model channel C' such that for any o € {0,1}Po()

{IDEAL,(D,0)} “E" {REAL: (D, 0)}

where 1 = (/i1 + p + €.
Proof: From the previous two sections, we know that there exists a non-interactive C" such that

{w, 0, Un, C"(0)} “2" {w, 0, ky(IL4), output (CAB ()}

The ideal model adversary C does the following:
o C decides that A will conclude first and accept in the ideal model.
e C invokes C", which is non-interactive.
e According to the view output by C”, C will decide whether B accepts or not in the ideal execution.

o C outputs the output of C"'.

= {w, 0, Un, C(0)} "2" {w, ', ka(IL4), output(CAE (o))} 9)

We now need to include B’s output in the above distributions. Let D be a distinguisher for IDEAL,
and REALx. We will consider the different cases, whether B accepts or not.
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If B rejects

Pr[D(IDEAL) = 1 Adecs =reject] = Pr [D(w,w’,Un, 1,0) =1Adecy = reject]
Pr[D(REALc) = 1 Adecg = reject] = Pr[D(w,w', ky(Il4), L,C*F) =1Adecy = reject]
In the ideal model, we are guaranteed that when B rejects, C will send b = 0 to the trusted party,
causing B to output L. In the real protocol, when B rejects, it always outputs L. But B’s decision bit
is contained in the view C' (as simulated by C") and in the view C4*Z so by Equation (9) the difference

between Pr [D(IDEAL;) = 1 Adecg = reject| and Pr[D(REAL¢) = 1 A decp = reject] is at most
2e + n + neg(n).

If B accepts e suppose C was reliable: in the real model, B always accepts and outputs k2(I14); in the

ideal model, B outputs U,. C is acting like a passive adversary, so we know that IDEAL s
REALc.

e suppose C' was not reliable, but B accepts. From the proof of Theorem 10.3, we know that
Pr[decg = accept A reliablec = false| < e+n+neg(n), whether in the real model or in the one
simulated by C.

|Pr [D(IDEAL;) = 1 A decg = accept A reliablec = false]
— Pr[D(REAL¢) =1 Adecg = accept A reliablec = false]|
< €+ 1 + neg(n)

Combining all the above cases, we have that the ideal distribution and the real distribution are distin-
guishable with probability at most 3e + 27. |

Augmented definition From the previous sections, we know that

{U),U}I,Un, C”(Ua Kﬂ):ﬂ} = {w7w17k2(HA)7CA7B(0'7 Kﬂ);ﬁ}

where on the left-hand side Kz is defined as

Up ifpg=1
Kg=4{_, ...
U, ifp=0

and on the right-hand side the session-key challenge Kz is given once the first party (either A or B) concludes
with output L;:

Ko = L1 if5=1OI‘L1:J_
P7\U, iff=0and L # L
The ideal adversary C' does the following;:
o C decides that A will conclude first and accept. The trusted party chooses 3 & {0,1} and gives C the
string K3 where
Ky = U, ?f B=1
U, ifg=0

e C invokes C"'(0, Kg), which is non-interactive.

e According to the view output by C”, C will decide whether B accepts or not in the ideal execution.

e C outputs the output of C" (o, Kp).
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A Secure Two-Party Computation

This presentation is taken from [14]. We will describe secure two-party computation for the special case of
single-output functionalities, i.e. functionalities where only one party obtains an output. Indeed, we will only
use tools from secure two-party computation when dealing with the augmented polynomial evaluation func-
tionality, which is a single-output functionality. Furthermore, for simplicity, we will restrict our description
to the case where none of the parties aborts and at least one of the two parties is honest.

Let f:{0,1}* x {0,1}* = {0,1}* x {0,1}* be a deterministic single-output functionality, i.e. f is of the
form f(may) = (fl(may)a )‘)

We first define the ideal model:

Inputs Each party obtains an input, denoted wu.

Sending inputs to the trusted party An honest party will always send its input « to the trusted party.
A malicious party will send some input u', which may depend on its initial input and auxiliary input.

Answer of the trusted party Upon obtaining (z,y), the trusted party will reply f1(z,y) to the first party.

Output An honest party will always output the message obtained from the trusted party. A malicious party
may output a polytime computable function of its initial input, its auxiliary input and the message
obtained from the trusted party.

Let (By, B2) be a pair of PPT representing strategies in the ideal model, such that at least one of the two
parties is honest. The joint distribution of f under (B;, Bs) in the ideal model, on input pair (z,y) and
auxiliary input z, denoted by IDEAL¢ g, (. B, (z), is:

e in the case where By is honest, IDEAL; g, (.),Bo(2) (%, y) = (f1 (2, B2(y,2)), B2(y, 2, A))
e in the case where Bs is honest, IDEAL g, (.),B,(z) (%, y) = (B1(2, 2, f1(B1(z,2),¥)), A)

We now describe the real model. Let II be a two-party protocol for computing f. Let (A1, As) be a
pair of PPT representing strategies in the real model, such that at least one of two parties is honest (i.e.
follows the strategy specified by II). The joint execution of II under (A4;, As) in the real model, on input
pair (z,y) and auxiliary input z, denoted by REAL 4, (),4,(z) is defined as the output pair resulting from
the interaction between A;(z,z) and Az (z, 2).

Definition A.1 Let f: {0,1}* x {0,1}* — {0,1}* x {0,1}* be a deterministic single-output functionality
and II be a two-party protocol for computing f. Protocol 11 securely computes f if for every PPT pair
(A1, A2) (such that at least one party follows the strategy specified by I1), there exists a PPT pair (By, Bs)
(such that the corresponding party is honest in the ideal model) such that:

{IDEAL; B, (2),B:() (@, %) }o,5,- = {REALm 4, (2, 40 () (%, %) o,

Assuming the existence of trapdoor permutations, it is known how to obtain a secure protocol for any
two-party computation ([29]).

B Almost Pairwise Independence

Lemma B.1 For a given dictionary D' = {0,1}* C {0,1}", there exists a family of almost pairwise inde-
pendent hash functions H = {hy : {0,1}™ = {0,1}™} for p=0O ( =0 (

—n _n__
\’D'|1/3log|’D’|) dr2d'/s J-

Proof Sketch: Let F be a finite field of characteristic 2 (the size of F will be determined below). Let
k be an integer (its value will be determined below). An element p of F¥ can be seen as a polynomial of
degree (k — 1) over F. Given an index (a, 8,7) € F* x F x F, we define the hash function h, g as follows:

haqy : F¥ = {0,1}™,p — [ap(B) + V] m, i-e. we consider the m-bit prefix of ap(8) + v € F.
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We will now verify that H = {hq,,, : F¥ — {0,1}™} is a family of almost pairwise independent hash

functions. First, note that when we choose (a,3,7) & F* x F x F, for every p € F*, ha,s,v(p) is uniform
over {0,1}™ just by randomness of . Also, for a fixed triple (a,,7) € F* x F x F and a fixed element
y € {0,1}™, Prycpr[ha,p,,(p) = y] = 27™, hence the function hq g, is regular.

We will now prove that Vp # q € F¥, Vy1,y2 € {0,1}™,

al;r’y[ha,ﬁn(p) =1 A ha,ﬂ’ry(q) = yz] S - - + 22_m

Consider the case where y; # ys:

e Suppose that § is a root of the polynomial p—g. It is impossible to have hq g, (p) = y1 and ha g, (p) =
Y.

e Suppose that § is not a root of the polynomial p — q.

Pr [hap2(P) = y1 Ahaysy(0) = w2lp(B) # ¢(B)] < %

Consider the case where y; = ya:

e Suppose that 3 is a root of the polynomial p — ¢ (which happens with probability at most kw%‘l) Then
by the regularity property,

L1 [hap.(p) =91 Ahapy (@) = 0lp(B) = o(B)] = 27"

e Suppose that § is not a root of the polynomial p — q.

P a0 (5) = 1 A 0) = nlp(B) # 0)) < 3o

By choosing |F| = /|D'|, k = 10;%, we obtain the parameters g = O (W) =0 (M%)
and m > £d' +logd' —logn — O(1). O
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