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Abstract

We build several highly-practical and optimized signcigptconstructions directly from trapdoor per-
mutations, in the random oracle model. All our constructishare features such as simplicity, efficiency,
generality, near-optimal exact security, flexible and ad4fey management, key reuse for sending/receiving
data, optimally-low message expansion, “backward” usefain signature/encryption, long message and
associated data support, the strongest-known qualitsgieerity (so-calletND-CCA andsUF-CMA) and,
finally, complete compatibility with the PKCS#1 infrasttuce. While some of these features are present
in previous works to various extents, we believe that ouestds improve on earlier proposals in at least
several dimensions, making the overall difference quité&crable in practice.

Concretely, we present three methods generally based anvwetaall Parallel, Sequential, and eXtended
sequential Padding schem&sRad,S-Pad,X-Pad).P-Pad offers parallel “signing” and “encrypting”, opti-
mal exact security, and minimum ciphertext length twiceoagjlas the length of @DP, while still maintain-
ing optimal bandwidthS-Pad loses parallelism and some exact security, but hasmaimiphertext length
equal to that of aDP. Any S-Pad can also be used as a “universal padding” schefxRead is similar to
S-Pad, but regains optimal exact security at the expense @frgimally-longer minimum ciphertext length.
Moreover, to unify various padding options, we construdngle versatilepadding schemPSEP which,
by simply adjusting the lengths of the parameters, can wptkrally as either &-Pad,S-Pad orX-Pad.
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1 Introduction

Signcryption.  Until recently, the two main building-blocks of modern pighkey cryptography — encryption
and signature schemes — have been considerelistisct entities that may beomposedn various ways to
ensure message privacy and authentication. From a degiganatysis standpoint, this evolution makes sense,
as encryption and signatures serve fundamentally diffqparposes. In practice, however, many centrally-
important applications use both primitives, for examplkgcuse electronic mail. Thus, it seems justified to
invest special effort into designing a tailored and effitwslution to implement a “joint signature and encryp-
tion” primitive. Additionally, such a primitive may simplify and improveatidesign of complex protocols which
require both privacy and authenticity. For instance, thieiong is a very simple signcryption-based authenti-
cated key-exchange (AKE) protocol: sender Alice sendsshfreoncelV to the receiver Bob, who chooses a
session keyk and signcrypts< to Alice usingN as a label (see Section B)This protocol both simplifies and
generalizes a similar protocol from [248.1], which used a specific “encrypt-then-sign” impleménta of
(labeled) signcryption [1], and also had to explicitly woabout low-level details such as user identities (which
get abstracted away by the powerful signcryption primjtive

Motivated by these reasons, Zheng [23] introduced a newifirarcalledsigncryption While several papers
[23, 24, 19, 12] offered security arguments about variogaaiyption schemes, the first formal investigations
appeared only recently [2, 1]. Both works define signcrypts a multi-user primitive which simultaneously
satisfies chosen ciphertext security for privacy and existeunforgeability for authenticity. In terms of con-
structions, Baelet al. [2] showed that the original “discrete log-based” propagaZheng [23] indeed can be
proven secure in the random oracle (RO) model under thelk@d@ap Diffie-Hellman assumption. Zheng'’s
signcryption scheme is quite elegant and achieves very gfiimiency in the discrete-log setting, but has the
disadvantage that all parties must agree on the same palbbiongters, such as the common discrete log group.
Thus, for example, any changes to the security parametégrargption scheme requires consensus. Addition-
ally, the security of [2] is based on a specific and somewhatstandard assumption. On the other hand, An
et al. [1] examined generic composition methods of building sigption from any secure signature and en-
cryption scheme. These composition paradigms are genatajiee rise to a variety of signcryption schemes.
Additionally, users can easily change their public keyseirtfavorite signature/encryption scheme, and still be
able to seamlessly communicate with other users. Whileetbeseric schemes validate that signcryption can
be built from ordinary signature and encryption, they asfficient unless the latter are efficiently implemented.

Our Motivation.  In practice, truly-efficient signature and encryption sobe, such a®AEP [4], OAEP+[22],
PSS-R [5], are typically built from trapdoor permutation¥[DPs), such as RSA, and are analyzed in the RO
model. We call such schem@®P-based. Even with these efficient implementations, howdkergeneric
schemes have several drawbacks. For example, users hawdntaim independent keys for signature and for
encryption, the message bandwidth is suboptimal (due tortdependent “paddings” and additional overhead
for identity fraud protection), and the scheme’s “exacusi’ is not tight. Thus, given that practical schemes
are already built from trapdoor permutations, it is nattioahdsk whether we can build optimizelitect sign-
cryption constructions from trapdoor permutations (in R@ model§ that resolve the inefficiencies of the
“black-box” composition.

We resolve this question in the affirmative: This paper presseveral optimized signcryption constructions,
all of which share features such as simplicity, efficienanerality, near-optimal exact security, flexible and
ad-hoc key management, key reuse for sending/receiviray datimally-low message expansion, “backward”

tUnlike Diffie-Hellman AKE, this protocol does not enjoy foand secrecy, but allows to build efficient AKE protocols unde
different assumptions than Diffie-Hellman, such as RSA.

2As we statedall truly efficient plain signature and encryption schemes aadyaed in the RO model, so there seems to be little
hope to avoid it for a more powerful signcryption primitive.



use for plain signature/encryption, long message and adsdadata support, the strongest-known qualitative
security (so calledND-CCA andsUF-CMA) and, finally, complete compatibility with the PKCS#1 irdra
tructure [20]. While some of these attractive features &rmdy present in several previous works to various
extents, we believe that our schemes improve on earlierogedg in at least several dimensions, making the
overall difference quite noticeable in practice. Note twatdo not claim any improvement in tltemputa-
tional efficiency of signcryption based oFDPs, since in practice the computational overhead is conlplete
dominated by the time required to compute and inf@®s. In particular, our signcryption schemes will re-
guire exactly one computation of the “receiveFBP” (for “encryption”) and one inverse computation of the
“sender'sTDP” (for “authentication”), which is clearly optimal fofDP based signcryption (and can already
be achieved with generic compositions in the RO model). Hbetess, we will see in Table 1 that our schemes
have many other advantages.

Overview of Our Results. Unlike genericTDP-based schemes, in our model each useandependently
picks asingletrapdoor permutatiorf;; (together with its trapdoor, denotg“gfl) and publishedy; as its public
signcryption key. Similar tarDP-based signature and encryption schemes, our schemesmsgadding
schemé&Pad on messagen before passing the result through correspondiBdg®s. However, our schemes use
only asingle specialized padding scheme, rather than two independelding schemes. This design results
in noticeable practical savings in both quantitative andlitative security, as well as improves the message
bandwidth and randomness utilization.

Specifically, to send a short messége from S to R, we offer three options t&, depending on what
padding scheme is more convenient in a given application:

e P-Pad (Parallel Padding) will produd®d(m) = w||s, andS will output fR(w)Hfgl(s).
e S-Pad (Sequential Padding) will produBed(m) = w||s, and.S will output fR(fs_l(st)).
e X-Pad (eXtended sequential Padding) will prod&ed(m) = w||s, and.S will output fR(bel(w))Hs.

As we can seeR-Pad provides parallel application of “signingg1 and “encrypting” fr, which can result in
efficiency improvements on parallel machines. However,cipbertext length is twice as large as compared
to S-Pad, although the message bandwidth remains as go8ePasl by using messages twice as long. On
the other hand, the exact security offered$siPad is not as tight as that BfPad. Finally,X-Pad regains the
optimal exact security dP-Pad, while maintaining ciphertext length nearly equahi length of théeTDP (by
achieving quite short).

Furthermore, we construct a singlersatile padding scheme (callédSEP2) which, by simply adjusting
some length parameters, can work optimally as effhBad,S-Pad orX-Pad! In addition, since each paradigm
can naturally yield a regular signature/encryption byisgtfs/ fr equal to the identity permutationd. it is a
“universal padding” [6]), this versatile padding schemeudy applicable for anyf DP-based public-key usage.

Our Padding Constructions. We observe that all popular padding schemes with messageemgccurrently
used for ordinary signature or encryption, suchO#sEP [3], OAEP+ [22], OAEP++ [15], PSS-R [5], and
“scramble all, encrypt small” [13] (in the future denot8AP), actually consist of two natural componenis
ands. Moreover, thesey ands are always obtained through an application of the Feist@hdfiorm [17] —
using a random oracle as the round function — to some moreac'bpair (d, c). Thus, rather than defining
such specific paddings for our new application, we follow aengeneral approach. We define some simple,
easily verified properties dfd, ¢), such that applying one or two rounds of the Feistel Transfarany such

(d, c), we obtain the desired padding scheme. We show that the sheedelitions on(d, c¢) are that they form
an extractable commitment scheméhich is indeed a trivial condition to check and satisfy lie RO model.

3Later, we easily extend our signcryption scheme to suppag messages, per [7].



For example, setting = H(m||r), d = (m||r), we get a commitment scheme which defiR&S-R, while
settingc = (H(r) ® m)||H'(r), d = r, we get a commitment scheme which lead O®REP.

As special cases of owone general theoremwve not only obtain that analogs &FAEP, PSS-R, SAP,
etc. are good for our new signcryption application, but: &) many of the previous results about signature
and encryption as one special case of our general framevw®yksolate and abstract the usefulness of the
Feistel Transform in constructinDP-based schemes; (3) desigew padding schemes (without needing
new proofs!) which may be specially tailored for particugiuations. As an example of the last benefit,
we introduce two new padding schemes that we Babbabilistic Signature-Encryption PaddindBSEP).
PSEP1 is aP-Pad scheme that is a “hybrid” of the stand®8S-R and OAEP paddings that also offers
optimal message bandwidth in our settiRSEP2 is a versatile padding scheme basedP&EP1 capable of
achieving optimal bandwidth iall of our constructions.

Finally, ourS-Pad schemes imply a general constructionrafersal padding schemgd] from any trapdoor
permutation. In particular, they generalize two of the ¢éhgpecific constructions in [16], which used a special
case ofPSS-R-based padding. OIRSEP2 scheme is also a universal padding with optimal bandwidth.

Organization. The rest of this paper is structured as follows. Section Zvev the literature on padding
schemes, Section 3 introduces our notation and securitpitiefis, Section 4 introduces our padding con-
structions, Section 5 uses these construction to build éieRSEP padding schemes, and Section 6 uses our
padding schemes to build a full-fledged signcryption schéraesupports associated data and long messages.

2 Related Work

While padding schemes are very popular in the design of ardiancryption and signature schemes( [3,
5, 22, 9]), the most relevant previous works are those of§16116].

Comparing with [1]. We already mentioned that our main improvement over thergenmethods from [1]
come in much improved message bandwidth, key reuse, bethet security, and better qualitative security
([1] cannot achieve botbBlUF-CMA- andIND-CCA-security, but achieves slightly weaker notions; see [19).
best illustrate it, we consider tHeEDP-based implementation of the “commit-then-encrypt-aigi''s(Ct£&S)

from [1] and compare it to our parall®-Pad approach. 16t£&S, one first applies any commitment scheme
to transform a modified messagé, consisting ofn and hashes of two public keys, into a pair ¢), and then
encryptsd and signs:. For the encryption and signature one applies two new, ieldgnt padding schemes to

d andc to obtainw ands, and only then applies a correspondifiQP to w ands. Thus, the message is padded
four times (hash of keys, commitment, signature and encryptiorfact, for currently best-knowmDP-based
encryption methods, one either has to lose exact secu2fyojzhas to pad the message to be longer than the
length of theTDP [15]. In contrast, we commit te: once, directly gettindgd, c¢), and then apply a deterministic,
length-preserving Feistel Transform (where the publicskane only hashed into the round function, and do not
affect bandwidth) to obtain the required ands. Moreover, we are guaranteed to always obtain tight exact
security.

Comparing with [18]. This work usesPSS-R padding for sequential signcryption with RSA. Namely, to
transmit RSAg(RSAg" (wl|s)), wherew||s is the result ofPSS-R applied to the message, and RS Ay

is the RSA key of uset/. Thus, it is similar to ouiS-Pad paradigm, albeit restricted to RSA dP8S-R.
Unfortunately,PSS-R does not happen to be a goSdPad for general DPs, and even with RSA the authors
obtain very poor exact-security guarantees. For exampd, tiesults do not imply practical security guarantees
even when using a048-bit RSA modulus. In addition, the work of [18] considers aanwveaker notion of
security for signcryption than we use. Interestingly, oarkvimplies that applying one more Feistel round to
PSS-R yields an optimal, securg-Pad that works for anyDP.
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Comparing with [6, 16]. OurS-Pads are similar in spirit to the “universal padding” sclesrdefined by Coron
et al. [6]. However, in their application, one applies such a pagdb either a plain TDP-based signaturer

a plain TDP-based encryption, but not simultaneoussignature and encryption.€., signcryption). While
[6] constructed one concrete universal padding schét®&S{R), with poor exact security and only specific to
RSA, [16] gave three concrete padding schemes with negtiyral exact security for anyDP.

Our work shows that universal paddings schemes are spesies ©f ouS-PadX-Pad schemes. In fact, as
we mentioned before, two special cases of 8#radX-Pad constructions yield two constructions from [16].
However, some extra care needs to be taken to I&iRhdsK-Pads (for signcryption) from mere universal
padding scheme®(g, to prevent “identity fraud” attacks [1]).

We note that both [6, 16] explicitly considered the questibkey reuse for their plain “signature-encryption”
application (as did the earlier work of [11]). However, thedsults do not imply similar results in our more
complicatedsigncryptionsetting (and, anyway, we consider generalized paddingnsefienstead of proving
key reuse on a case-by-case basis). For similar reasoncaiept bedirectly appliedto conclude key reuse in
the TDP-based generic composition methods of [1].

Summary of comparisons. Table 1 summarizes the features of our constructions asa@upo some of the
previous work. Overall, we believe that our methods notibeanprove all previously-proposed signcryption
schemes, both from practical and theoretical perspectiesplan to propose our schemes as a basis for a new
standard for public-key signcryption.

| [ ZSCR[2]| TBOS [18] [ Ci€&S | St€ 1 EtS[1] | P-Pad /SPad /X-Pad |

Standard Assumption? no yes yes yes
Exact Security? poor very poor good excellent/ good/ excellent
Insider Security? no no yes yes
Multi-User Setting? yes no yes yes
CCA security? yes yes no /yes/ no yes
Strong Unforgeability? no* no* no / no /yes yes
General Construction? no no yes yes
Key Flexibility? no no yes yes
Key Reuse (Short Key)7 yes no* no* yes
Avoid Special Set-up? no yes yes yes
Extract Plain Sig / Enc? no only Sig yes/ Sig/ Enc yes
Associated Data? no no no yes
Compatible to PKCS#1? no maybe maybe yes
Parallel Operations? n/a no yes/ no/no yes/ no/no
Message Bandwidth moderate| very poor moderate optimal
Minimal Ciphertext 2k + |m| k 2k 1 k1K 2kl klk+a

Table 1: Comparison to prior schemes. A staignifies that the question was not explicitly consideredr F
min ciphertextk, |m|, a are the lengths of the public-key domain, the message, askiturity parameter.

3 Preliminaries

In this section, we formally define multi-party signcryptisome cryptographic primitives, and the extractable
commitments that form the basis for our padding constrastio



3.1 Signcryption

Our modeling of signcryption is based on [1], except we galiir the latter definitions to include support for
associated data (intuitively, a public label which is botwadhe ciphertext), in order to provide more useful
functionality and more general results.

Syntax. A signcryption scheme with associated datonsists of the algorithm&en, SigEnc, VerDec). In
the multi-party setting, th&en(1*) algorithm for uset/ generates the key-paisDKy;, VEKy/), where) is
the security paramete§DKy is the signing/decryption key that is kept private, aneKy; is the verifica-
tion/encryption key made public. Without loss of geneyalite assume thafEK; is determined fronsDKy.

The randomized signcryption algorithfigEnc for userU implicitly takes as input the user’'s secret key
SDKy and explicitly takes as input the message= M, the label/ and the identity of the recipient, in order
to compute and output the signcryptibin For simplicity, we consider this identit{p to be a public keWEK.
Thus, we write this algorithm aigEnc§py, (m, VEKR), or simplySigEnc(;(m, VEKg).

Similarly, userU’s deterministic de-signcryption algorithierDec implicitly takes the user’s privateDK;
and explicitly takes as input the signcryptibiy the labell and the senders’ identity. We Wrﬁ&rDec’éDKU(H,

VEKg), or simpIyVerDecf}(H,VEKs). The algorithm outputs some message or L if the signcryption
does not verify or decrypt successfully. Correctness @ssilnat for any userS and R, VerDec%(SigEncg(m,
VEKR),VEKs) = m, for anym and/.

Security. In this paper, we only use the strongest possible notidnsfler security for multi-user signcryp-
tion [1]. The security notions for our labelled algorithme gimilar to those of standard signcryption [1], with
the added requirement théis considered part of the ciphertext (for the purpose€GHA decryption oracle
gueries), and must be authenticated. However, there isdiaghiequirement fof.

As expected, the security for signcryption consistddD-CCA andsUF-CMA components when attack-
ing some uset/. Both games with the adversary, however, share the follpwwommon component. After
(SDKy, VEKy) « Gen(1%) is run and.A getsVEKy, A can make up tag adaptive signcryption queries
SigEncf}(m,VEKR) for arbitrary VEKpg, as well as up tayp de-signcryption querieverDecf}(H,VEKS),
again for arbitrarf/EK 5. (Of coursem, I1, £ can be arbitrary too).

TheIND-CCA security of signcryption requires that T adversary4 can find some paitg, m; and a
label ¢ for which he can distinguisBigEnck (mg, VEK) from SigEnc(m1, VEKy). Notice, to create “valid”
signcryptions thatd must differentiate betweermd must output thesecret key\sDKg of the party.S sending
messages t&/. While seemingly restrictive, this ismuch strongeguarantee than il did not knowthe key
of the sender. A good way to interpret this requirement isfothat even whenompromisings, A still cannot
“understand” messages théitsent toU. In fact, we allow.4 to evencook upthe secret keysDKg without
necessarily generating it vizen! Formally, for anyPPT A running in timet,

(mo,m1, ¢, SDKg, ) — ASigEncg)(-,-),VerDecgj)('7')(VEKU7ﬁnd)7 b & 0,11, 1

< - +éecca

Pr|b= B ~ . ) ) >~
IT SigEncé(mb, VEKy), b — ASigEncy (), VerDeei ()(T1, ¢: v, guess) 2

wherescca is negligible in the security parameterand(SDKyr, VEKy) < Gen(1*) is implicitly called at the
beginning. In theguess stage,A only has the natural restriction of not queryikigrDecy; with (I1, VEKg, ¢),
but can still use, for exampléll, VEK g/, ¢) for VEKg # VEKg or (II, VEKg, ¢') for £ £ ¢'.

ForsUF-CMA security, noPPT .4 can forge a “valid” pair(Il, ¢) (of some message) from U to anyuser
R, provided thafl was not previously returned from a queryStigEncé. Again, in order to define “valid”, we
strengthen the definition by allowing to come up with the presumed secret 8K as part of his forgery.
Formally, for anyPPT A running in timet,

Pr [VerDech(IT, VEKy:) # L | (I1,(,SDKp) — ASigEne (). VerDect (4) (VEK )| < ecpa

5



whereecua is negligible in the security parametar Gen(1%) is implicit, and.A did not obtain(IL, ¢) in
response to anSigEncé(m, VEKRg, ¢) query. We call any scheme satisfying these propertigseaca, ecma,
qp,qs)-Secure signcryption scheme.

3.2 TDPs and claw-free permutations

Trapdoor permutations. A family of trapdoor permutationsTOPSs) is a family of permutations such that it
is easy to randomly select a permutatiprand some “trapdoor” associated wifh Furthermore,f is easy to
compute and, given the trapdoor information, so is its ise¢r'. However, without the trapdooy, is “hard”

to invert on random inputs: NBPT adversaryA, giveny = f(z) for randomz, can findz with probability
greater thamrpp, which is negligible in the security parameteof the generation algorithm.

Claw-free permutations. To improve the exact security of authentication in our cartgions, we introduce

a general class ofDPs — those induced by a family afaw-free permutatiomairs [10]. In this context, the
generation algorithm outputs, f~, g), whereg is another efficient permutation over the same domaifi.as
The task of thd®PT adversary3 now is to find a “claw”(z, z) such thatf (z) = g(z), which it succeeds at with
probability at most,.,, Which negligible in\. It is trivial to see that omitting from the generation algorithm
induces & DP family with etpp < £aw (the reduction invokesl on a randong(z)). Allknown TDP families,
such as RSA, Rabin, and Paillier, are easily seen to be iddogesome claw-free permutation families with
€daw = ETDP. Thus, a tight reduction to “claw-freeness” of such fansilimplies a tight reduction to inverting
them. On the other hand, it was shown by [8] that our resbrictd claw-free permutations is necessary for
tight signature reductions which we will achieve in this papNe also remark that claw-free permutations are
more general than “homomorphl®Ps” used by [16] for a similar reason.

3.3 Extractable Commitments

Our constructions for padding schemes all make ussxtrhctable commitment schemé&ch commitments
have usual properties of standard commitments, but withatiditional twist that there exists an extraction
algorithm which can extracts a unique decommitment from\aligd commitment with high probability, by
using some “trapdoor information”. In the random oracle elphich is the model we consider here, such
information consists of all the random oracle queries magedaduce this valid commitment string.

Syntax. An extractable commitment scherdeconsists of a triple of algorithm8ommit, Open, Extract).
Given a message: € M and some random coing Commit(m;r) outputs a paif(c, d), both & bits long,
wherec representing the commitment t@ andd is a corresponding decommitment. As a shorthand, we write
(¢,d) «— Commit(m). Open(c,d) outputsm if (c,d) is a valid commitment/decommitment pair for, or L
otherwise. Correctness requi@pen(Commit(m)) = m for all m € M.

We require this commitment scheme to satisfy two securibperties:

Hiding. NoPPT adversary can distinguish the commitment of any messagtssabioice from &:-bit random
string R. More formally, noPPT adversaryA running in timet can distinguish between the following two
games with probability greater thap;4., Which is negligible in the secuirty parameter In both games4
chooses some message but gets either a properly generated commitmgnt), or a random stringg.

Extractability. There exists a deterministic poly-time algorithirtract which can extract the “correct” de-
commitment from any valid commitment, given access to asttapt7 of all RO queries previously issued by
the adversary. Formally, for aBPT A running in time at most,

Pr[Extract(c, 7) # d A Open(c,d) # L | (¢,d) — A(1M)] < extract



where7 is a complete transcript of the RO queries madedgnd ee.tract IS Negligible inA. For syntactic
convenience, we defirtextract to output a random value in the event that the extractionrihgo “fails”.

This completes the definition. A commitment schefrig a(¢, £hide, Eextract )-S€CUre extractable commitment
if it satisfies the above properties. We note that the “statidaotion of a commitment requires a binding
property, instead of extractability. However, it is easysé® that a very strong form of binding is implied by
extractability, as stated below (see Appendix A for the froo

Lemma 1 (Binding property of extractable commitments) It is computationally hard to producéc, d, d’)
such that(c,d) and (¢, d’) are valid commitment pairs and # d’. Specifically, callingeping the maximum
probability of the adversary to come up with suehd, d’) in timet, we havesying < 2€extract-

When appropriate, we directly usg;,q for conceptual clarity and becausg,,q may in fact be tighter than
2eextract- NoOtice, in the above Lemma the adversary cannot even cométhlternative decommitments to
the same message.

We will also use the following property dt, chide, extract )-SECUre extractable commitments: It is hard to
find a commitment for which a random decommitmedtwill be valid with non-negligible probability:

def
Lemma 2 V A running in timet, Pr[Open(c,d) # L | ¢ — A(1%);d & {0,11%] < €rand < Eextract + 2.

We make use of,.q for conceptual clarity and as, in faet,,q may be tighter. See Appendix A for the proof.

4 Our Constructions

In this section, we construct tailored padding schemeswiiich one can apply bofhDPs fr andfg1 directly

to asinglepadded message to signcrypi.i,, to simultaneously “encrypt” and “sign” the message by afieg

on a single padding. As explained in the Introduction, ouedti methods considerably reduce the overhead
introduced by the padding as compared to previous genepimaphes in [1].

Our Padding Schemes. We consider three general paradigms for signcryption peyddi The first padding
scheme, which we cal-Pads (short for Parallel Paddings), produces a (ait), such that a signcryption

is computed agr(w)| f5'(s). Note that the expensiVEDP operationsfz(w) and f5 ' (s) may be computed

in parallel. The second type of padding scheme, which weRlhds (Sequential Paddings), outputs a single
stringw|s, such that a signcryption is computedfag f5 ' (w|s)). Although theséS-Pads lose parallelism, the
minimum length of a signcryptext is much shorter, and thecstire conforms more closely to classical padding
schemes for signature and encryption. Finally, the thipktgf padding scheme, which we cXltPads (eX-
tended sequential Paddings), is a variant of3ffgad and outputs a pair of strings, s) such that signcryption

is computed asz(fgl(w)), s). It also loses parallelism, and its minimum length of a sigptext is slightly
longer than that o&-Pad, but it will allow us to achieve somewhat better exactusty than that ofS-Pad.

Framework Based on Feistel Transforms. We base the structure of our padding schemes on the well#know
Feistel Transform. A Feistel Transform is an operation omia @f left and right inputg L, R) which makes
use of a “round function’. Applying a single round of the Feistel Transform on a gdir R) gives a new
pair (L', R') such that.’ = RandR’ = F(R) @ L. The transform is very efficient in practice, and is invaeib
even if F is not (in particular, we can invert by computidg= F(L') & R’ andR = L'). Feistel Transforms
are often used in multiple rounds with differdmgyedround functions, and have been especially useful in the
design of block ciphers. In our application, the round fiorciwill be public, and will be modeled by the
random oracle.

All our padding schemes will produce the péir, s) by applying oneR-Pad) or two §-PadX-Pad) rounds
of Feistel transform to some “more basic” p@it ¢). In fact, in all our constructions we will use any extracebl
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commitment pair (per Section 3) as the input to the first rodhd decommitmerd as the left hand input and
the commitment as the right hand input. This will allow us to achieve a vemghhlievel of generality, and will
also abstract away and emphasize the usefulness of thelFe@hsform in our constructions. Additionally,
it will show that applying two rounds of the Feistel Transforesults in what we calersatile padding by
simply varying the lengths of andd, the same padding can serveR®ad,S-Pad,X-Pad, and even as the
padding for plain signature or encryption!

For technical reasons — notably, the possibility of “idgnfraud” attacks — we specially format all inputs to
the random oraclé: that serves as the first Feistel round function. We do thisregending a meta-data string
L to the oracle input, wherg€ contains the public keys of the intended sender and recifiéfK s, VEK g,
respectively), as well as any desired associated@dtar simplicity, we usefl(-) to denoteG(L, ), where one
can view( as an RO that is uniquely determined By Using G as our round function rather tha ‘binds”
the padded message to the meta-data, ensuring that ndydesutid has occurred and that the associated data
¢ has not been altered. Note that this technique representthaif optimization over the generic compaosition
paradigm [1], which requires that a collision-resistargthaf the meta-data be included along with the message
as input to the padding schemes.

We now describe our constructions and the correspondingiseclaims. In all definitions, we assume that
the signcryptionGen algorithm generates @, eTpp )-secureTDP pair <fU, f[}1> given to the honest usér.
For security intuition, it is also instructive to think ofdtsendetS and the recipien®k as acting maliciously
(since we are in the Insider-security model [1]).

4.1 P-Pad Schemes

We now describe a generic construction for a class of prgvedtureP-Pad schemes in the RO model, based
on a single round of the Feistel Transform applied to anyaexible commitment.

Definition 1 (Feistel P-Pad) LetC = (Commit, Open, Extract) be any secure Extractable Commitment scheme.
Furthermore, letG : {0,1}* — {0, 1}l be a RO. ThéeistelP-Pad Pad*(m) — (w, s) (the padding of mes-
sagem using meta-data’) induced byC is given by:

(¢,d) < Commit(m)
w <« C
s — Gle)ad
whereG(-) d%f G(L,-). The corresponding decoding operatiBePad” (w, s) can be computed by first ob-
tainingd = G(w) & s andc = w, and then returnin@pen(c, d).

Note that(w, s) represents a Feistel Transform on ingdtc) usingG as the round function. The following
theorem states our main security claim about Felsteads, namely thatz (w) Hfs‘l (s) is a secure signcryption
with support for associated data, provided that propeartyaed meta-daté is used in the padding.

Theorem 1 (Signcryption from Feistel P-Pads)Let C be any (¢, hide, Eextract)-S€CUre extractable commit-
ment scheme, anéad (and the correspondin@ePad) be the FeisteP-Pad induced by’. Define theSigEnc
andVerDec algorithms as follows:
SigEnc‘(m,VEKR = fr) — (¥ = fr(w)|lo = f;'(s)) where (w, s) < Pad*(m)
VerDec! (1|0, VEKg = fg) — DePad”(wl|s) where wl|s = f(jl(i,b)Hfs(a)

We require that, at a minimum, the meta-datanust contain the associated dataas well as the published
TDPs of the sender and intended recipient of the messagard fr respectively).
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Against any adversary allowed at mgstqueries to th&~ oracle, this signcryption scheme i$t4, ecca, ecma, 40, 4s)-
secure signcryption, where

t" = t—0((ge +qs) - Ty)
ccca < etop + (a5 +2) - (g5 +96) - 271 + enide) + 4D - Erand + Ebind
ecMA < g -etop +qs - ((¢gs +aa) - 27lel 4 Ehide) + (¢D + 2) - €rand + 3cextract

If fu is taken from a family oft, .. )-secure claw-free permutations, we can improve the boundtQR:
ecma < Ecaw + a5 - (s + 96) - 271 + enige) + (@D +2) - rand + (46 + 2) - Cextract

The proof of Theorem 1 is given in Appendix B.

We note that, by a simple argument, the above theorem alslieBrthat a modified syntaxz(w)||s can
be used as a secure encryption, provided the meta-data sanmatiicates that plain encryption is the desired
mode of operation. In a similar manner| f5*(s) can be used as a secure signature§ #nd R have TDPs
with different input lengths, it is generally a simple matie adjust the sizes of the, d) pairs and the output
length of theGG oracle, to accommodate the mismatch without any signifilcest of exact security.

4.2 S-Pad and X-Pad Schemes

Unfortunately, our previous construction for FeisRePads does not suffice to produce &fad (which is
strictly harder to achieve thanRxPad). For example, we will see in Section 5 that @&EP padding is a
special case of ouP-Pad construction, and yet it was shown to be potentiallgagnse when used as a single
padding, by the result of [22]. On the positive side, we noawslthat it is easy (and efficient) to convert any
FeistelP-Pad into ar5-Pad by merely adding a second round of the Feistel Transhpptied to thed, c) pair.

Definition 2 (Feistel S-Pad)LetC = (Commit, Open, Extract) be any secure Extractable Commitment scheme.
Furthermore, letG : {0,1}* — {0,1} and & : {0,1}* — {0, 1}/l be ROs. ThéeistelS-Pad Pad*(m) —
wl|s (the padding of message using meta-data’) induced byC is given by:

(¢,d) «— Commit(m)
w G(C) @©d
s «— H(w) @®c

whereG(.) = G(L,-). The corresponding decoding operatifrePad” (w||s) can be computed by first ob-
tainingc = H(w) & s andd = G(c) @ w, and then returnin@®pen(c, d).

Note that(w, s) represents a two round Feistel Transform on ingut) using@ as the first round function and
H as the second round function. The following theorem statesyain security claim about FeistBiPads,
namely thatfR(fSTl(st)) is a secure signcryption with support for associated datajigeed that properly-
formed meta-dat# is used in the padding.

Theorem 2 (Signcryption from Feistel S-Pads)Let C be any (¢, enide, Eextract )-S€CUre extractable commit-
ment scheme, andad (and the correspondin@ePad) be the Feiste5-Pad induced by. Define theSigEnc
andVerDec algorithms as follows:

Signc(m,VEKg = fr) — I = fr(fy'((wlls))  wherewl||s — Pad®(m)
VerDec!(II, VEKg = fg) — DePad®(w||s) where wl|s = f;(fs(IT))
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We require that, at a minimum, the meta-ddtanust contain the associated dataas well as the published
TDPs of the sender and intended recipient of the messagar{d fr respectively).

Against any adversary allowed at magt and ¢z queries toG and H oracles (respectively), this signcryp-
tion scheme is &', ecca, ecma, ¢p, g5 )-secure signeryption, where

= t-— O((QG +4s +qm - QG) ' (Tf + Te:ctract))
ecca < etop + (qu +ac +45)? - 2714 + (g5 + ap) - (2q¢ + ¢5) - 271 + hide + Eextract) + 3¢ - Ehide
ecma < qc-etop + (am +ae +as)? 27+ (g5 +ap) - (a6 + gs) - 271 + enide + 4eextract)

If fu is taken from a family oft, .. )-secure claw-free permutations, we can improve the boundtQR:
ecma < Edaw + (a1 + a6 + a5)? - 27 + (g5 + ap) - (a6 + as) - 271 + enide + 3cextract) + 4G * Eextract

The proof of Theorem 2 is given in Appendix C. Interestingihe proof uses a novel “trick” involving the meta-
data input to th&; oracle (beyond its usage for identity fraud protection)ahtdoes not work for the seemingly
symmetric casgfs‘l(fR(st)), and thus the order in which tie@DPs are applied is significafttWe note that,

by the same argument used f&Pads, the above theorem also implies thatw||s) (resp.fs‘l(wns)) can be
used as a secure encryption (resp. signature). That isseeFePad can also be used as a standard universal
padding scheme as described in [6, 16]. Furthermore, itdg &mshow that any Feist&-Pad can be used
also as a Feistd?-Pad—i.e., by computingfz(w)|| f5' (s) — and thus can achieve the same exact security
asP-Pads. As the cost of an additional Feistel round is miniwal,recommend th&-Pad construction for
implementations, since they can be used in either paradigrhe situation demands.

X-Pads: Improving the exact security of Feistel S-Pads. Unfortunately, in the sequential paradigBiPads
lose a potentially-significant amount of exact security (fee IND-CCA security guarantee only) when com-
pared toP-Pads. This is due to the substantial increase inliii2-CCA reduction’s running time, which
requires time proportional t9; - ¢ (underlined in the statement of Theorem 2). We notice thatsgme
loss of exact security (or worse) occurs in all known paddiolgemes for regular encryption, which place the
entire padding inside the input offlP (as in [22]). However, if we are willing to place a small portiof the
padding outside th&DP (as was done by [15] fadDAEP++ encryption) — which slightly increases the min-
imum ciphertext length — we can avoid this loss of securitpnéniently, we can merely reuse our existing
FeistelS-Pad construction as at-Pad, for which we have a signcryption of the foy‘m(fgl(w)ﬂ s, wheres

is short. In particular, define a Feist¢tPad to be a Feist&-Pad with length parameters chosen appropriately
for X-Pads.

Theorem 3 (Signcryption from Feistel X-Pads)Let C = (Commit, Open, Extract) be a (¢, ehide, Cextract )-
secure extractable commitment scheme, Ratl(and the correspondin®ePad) be the FeisteK-Pad induced
by C. Define theSigEnc andVerDec algorithms as follows:

SigEnc’(m,VEKR = fr) — T = fr(f;'((w))||s where (w,s) < Pad“(m)
VerDec!(IT = 4 ||s, VEKg = fg) — DePad”(w,s) where w = f;;'(fs(¥))

We require that, at a minimum, the meta-dd@tanust contain the associated dataas well as the published
TDPs of the sender and intended recipient of the mességar{d fr respectively). This signcryption scheme

“For technical reasons, it seems unlikely that this “symitietrase can be proven secure, but there seems to be no agivanta
using it in any case. This should be contrasted with the geées /StE compositions, where both orders where equally effectiye [1
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Figure 1: Schema fdPSEP1 andPSEP2 on inputm = mq||ms

has the same exact security bounds as those of the F&8istatls of Theorem 2 for bothDPs and claw-free
permutations, but with an improvement in the running timghefreduction such that

t/ =t — O((QG +qgs + qH) . (Tf + Teq:tract))

The proof of Theorem 3 is given in Appendix C. The practicatsmf this small increase in the minimum ci-
phertext length foX-Pads are generally not significant, but the resulting eseen exact security is substantial
enough to warrant the application of FeistePad instead of Feist&-Pad in most situations.

5 Probabilistic Signature and Encryption Padding PSEP)

In this section, we instantiate our constructions with teampadding schemes we c&lfobabilistic Signature
and Encryption PaddingéPSEP) which are designed to provide optimal bandwidth and fldiybi These
two paddingsPSEP1 andPSEP2, are constructed by applying tiePad andS-Pad constructions (respec-
tively) to the following extractable commitment schemengsandom oracleds : {0,1}* — {0,1}I™| and
K':{0,1}* — {0, 1}lcl=lmal,

¢ (maKm) | K malr)

d — (mallr)

The scheme is parameterized by the selection of the len§ihg,011,m2 (denotedc|,|d|,|m1],|m2|,resp.).
The following Lemma gives exact security for the commitmscbeme used iRPSEP, in terms of the
relevant selectable parameters. See Appendix D for thd.proo

Lemma 3 The commitment scheni@ = ma||r, ¢ = (m1 @ K(r))||K'(mz||r)) definingPSEP satisfies:
Ehide < (QK+QK’)'2_(‘d‘_|m2|) ;  Eextract < (q%(’+1)'2_(‘cl_‘m1‘) 5 Ebind < 2'5e><tract ; €rand < 2—(\c|—\m1\)

whereqx and g are the number of oracle queries 6 and K’ made by the adversary.
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Using this commitment paifd, ¢), we can apply a single round of the Feistel Transform to yR&EEP1:
<w —cC; s G(w) &) d>, as shown in Figure IPSEP1 is sufficient for use as a FeistelPad for signcryp-

tion. Interestingly, it can be seen that b@AEP [3] andPSS-R [5] are special cases &fSEP1 for appropri-
ate selections of the commitment scheme parameters. Tampters corresponding @AEP (|m;| = 0) and
PSS-R (|mz| = 0), however, are not bandwidth-optimal fefPads (where one wants to “balande’and|d)).
For example, ific| = |d| = k, bothOAEP andPSS-R would require to sefm| < k, while the total lengti2k
of PSEP1 potentially allows one to fitm| ~ 2k, which we can indeed do by splitting almost evenly.

Rather than instantiatingSEP1, we recommend applying a second round of Feistel (a verypimsive
operation). This yields the sche®SEP2, also shown in Figure 1PSEP2 can be used in any of the three
modes discussed in Sectioni4,., it can be used as R-Pad,S-Pad, orX-Pad. Appropriate selection of the
commitment scheme parameters can be used to achieve optimelvidth in any of these modes — for any
desired level of exact security for the extractable commaitm

Note that although theSEP2 scheme would be rather difficult to analyze directly, in oemgral framework
the proof of simple Lemma 3 is all one needs to obtain manyuisegults. Namely, by leveraging the Theorems
in Section 4 we get tight exact security bounds R8EP2 showing that it can be used a¥aPad,S-Pad, or
X-Pad for signcryption. Moreover, it is also a secure unaepadding scheme (for either plain signature or
encryption), and it is safe to reuse public keys with any cowation of these primitives for both sending and
receiving.

6 Signcrypting Long Messages

Using the “concealment” approach described in [7], we caerekany short-message signcryption scheme with
support for associated data to include support for long agess Although arbitrary concealment schemes will
suffice, for efficiency purposes we consider concealmeriliging any one-time(t, eoTg)-secure symmetric
encryption scheméF, D)® as advocated in [7]. There are marery efficiensuch symmetric encryptionse.,
M @ F(7) works whenF' is a RO (but there are many RO-free encryptions to choose &owell; see [7]).
Specifically, 1etSC = (Gen, SigEnc, VerDec) be any signcryption scheme érbit messages or longer, with
support for associated data, afl, D) be any one-time encryption scheme with keysizéhus,n ~ 128
suffices). We define a signcryption sche®®& = (Gen, SigEnc’, VerDec’) on long messages with support for
associated data as follows. L&gEnc“(M) = n||SigEnct(7), wherer = E, (M), L = {||x, andT is a
randomi-bit string. Similarly,VerDec(x||II) = D, (r), wherer = VerDec!(II) andL = ¢||r.

Theorem 4 If SCis (t,ecca,ecma, 4D, gs)-Secure and E, D) is (t, eore )-secure (with encryption/decryption
timeTote), thenSC'is (t — O((gp + gs) - ToTE), €ccA + €0TE, ECMA, 4D, 45 )-SECUre.

The proof of this theorem (adapted from [7] for signcryptiavith exact security) is given in Appendix E.
This result implies that our signcryption constructions +é andeed the separate signature and encryption
constructions that they induce — can easily support longages: Simply apply any symmetric key encryption
to the message, and signcrypt the symmetric key while imatuthe encrypted message inside the meta-data
L. Additionally, it is possible to move a portion of the messéagto the padding alongside the encryption key
to save otherwise wasted space. The final result is that thead for long messages is the same as that for
short messages plus the length of the symmetric key, whitthypically be approximatelyi 28-bits.

®l.e,, no distinguisher in time can tell £, (M) from E.. (M) for any two message§\fy, M1 ) with probability greater thasoTe.
Notice, the distinguisher is not given either the encryptio the decryption oracles.
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A Properties of Extractable Commitments

We now offer proofs for the binding and randomness propedfeextractable commitments.

Proof of binding property (Lemma 1).

Proof: Consider a reductiof$ against the extractability property of the commitment secéas follows .53 runs
A and obtaingc, d, d’) if A succeedsB then randomly outputée, d) or (¢, d’) with equal probability. Since
Extract(c, 7') is a deterministic value, it matches the outpuBBofith probability at most /2. In the event that
it does not match3 has broken the extractability property. Since this musipkap with probability at most
Eextract, W€ find that4 succeeds with probability at mo&te,iract - ]

Proof of random decommitment property (Lemma 2).

Proof: Consider a reductiod8 against the extractability property of the commitment sebes follows. B
runs A and obtains: «— A(1%), chooses @ uniformly at random, and returr(g, d). The probability that3
succeeds is at least the probability tblsucceeds minus the probability that= Extract(c, 7). Sinced is
chosen randomly, the probability thét= Extract(c, 7) is 2~*. The lemma follows. L]

B Feistel P-Pad Proof

The proof of security requires us to establish bounds foh beta andecpma (the maximum success proba-
bilities for PPT adversaries in thtND-CCA andsUF-CMA games, respectively). We first prove the bound
onecca- Recall thatfy; will represent the key of the honest pariye( it is the only key not controlled by the
adversary). In particularfy is the key of recipient in th&ND-CCA game, and the key of the sender in the
SUF-CMA game.
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B.1 Boundingecca

Consider an adversatlcca against thdND-CCA security of the scheme. We show the boundAyca’s
success probability by proceeding through a sequence ag@m . . . , G4, whereG is the unmodifiedND-
CCA attack game. We define the evesitto be the probability thatdcca is successful inz;. Each new
gameG; will have a corresponding analysis bounding the differémesveenPr[S;] andPr[S;_1]. The final
bound onAcca’s advantage G will follow from the success probabilit?r[S4], and the bound oRr[S,] —
Pr[Sy] which can be established from the relative bounds on thenrgdiate games. Throughout the following
analysis we will usdl* = ¢*||o* = fU(w*)Hfs‘l(s*) to denote the challenge ciphertext corresponding:0
(whereb is the challenge bit) that is issued #ca in the IND-CCA attack game in response the challenge
oracle query £* will be used to denote the corresponding meta-data, whipkriis on the adversary’s choice
of senderfs and associated dafa used for the challenge query).

GameGy:
Let G; be the same a& (the unmodifiedND-CCA attack game), except we replace the random oracles
and theSigEnc andVerDec oracles with the following simulations:

Random oracle simulation forIND-CCA proof. For each querydcca makes taG, of the formG(L, ¢), the
simulation first checks to seed (L, ¢) was previously defined. If so, the simulation replies with pineviously
defined value. Otherwise, it examingdo determine whethef; is specified as the recipient (if not, the oracle
simulation proceeds in the standard fashion).

If fy is the recipient, the simulation chooses a randorg {0,1}!% and definesz (£, c) to bez. The
simulation then records the pdify(c), c) in a lookup table for future reference (used in WeDec oracle
simulation), and returns.

Note that the distribution of values returned by this randmmacle simulation is still uniformly random,
so this simulation is perfectly “honest”. However, it novkeéa time approximatelyf’s to compute before
responding to each query.

VerDec oracle simulation for IND-CCA proof. When a querWerDec!(II, fs) is issued, the simulation
parsed] = ¢|/o. If the query was of the formp*||o, the oracle immediately returns (i.e., when adversary
attempts to reuse the first portion of its challenge cipkeitea query with an altered second portion). If the
query was not of this form, the simulation then searchesdblkup table to find a matching in a pair(¢, ¢).

If no such pair exists, the simulation returns otherwise it properly formg and returnePad* (¢, fs(0)).
We note that if the lookup succeeds, we indeed havedthatw = f(jl(z/z), so that theDePad will return the
correct output.

SigEnc oracle simulation for IND-CCA proof. When a querySigEncg(m, fr) isissued, the simulation prop-
erly forms £ and computes the response as follows:

e Choose arandom < {0, 1}, and compute = fi ().

e Compute(c, d) <+ Commit(m).

e DefineG(L, c) to bey & d. Fail if G(L, c¢) was already defined.
e Returnfr(c)|z.

Observe, if the procedure does not fail, it returns a vakpoase to th8igEnc query, asc = f[jl(G(E, c)®d).

This completes the definitions of the oracle simulationscii@k; uses to replace the functionality of the
corresponding oracles frol&. Provided that these oracle simulations do not f&i, is identical toG, so
Pr[S1] — Pr[So] is bounded by the probability that a failure occurs.
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The VerDec oracle simulation can only fail by incorrectly returnidigwhen queried on a valid ciphertext.
There are two possible scenarios where this occurs: either queried a valid ciphertext containinguafor
which it did not issue a correspondir@g(L, c) oracle query (and thuglcca could not have any information
about the corresponding, or Acca queried a valid ciphertext that reused the = fy;(w*) portion from the
IND-CCA game challenge ciphertext with somet o*.

In the first case, sinc&'(L, c) was never queried, it is random and independent of the glengertext,
which means that the corresponditig= G(L, ¢) @ s will be random. By definition, the probability that such a
randomd represents a valid decommitment tds bounded by,..q4. Thus the total probability that a failure of
this type occurs afterp queries to th&/erDec oracle simulation is at mosgb - ¢,anq- The second kind of failure
can only occur ifAcca can finds # s* such thatDePad(w*, s) # L. However, sinces # s*, this implies
that Acca found somel # d* that is a valid decommitment fef* = w*. Since both(c¢*, d*) and(c¢*, d) are
valid commitment/decommitment pairgcca would have to break the binding property of the commitment
scheme to cause this kind of failure. Thus the total probiglifiat theVerDec simulation fails is bounded by
gD " €rand 1 Ebind-

The SigEnc oracle simulation fails only if there is a “collision” betee a freshly generated commitment
and one of the inputs for which G(L, ¢’) has already been defined. We note there are at qgosi of such
previously defined inputs. i were generated randomly, the probability that it wouldidellwith a previously
defined value during one of the queries to $tigEnc simulation would be at mosfs - (g5 + g¢) - 271¢. Sincec
is indistinguishable from random with all but probability.q. (by definition), we find the total probability that
the SigEnc oracle simulation fails after at mogt queries to bes - ((¢s + q¢) - 27! + enige ). Thus, we have
now established the bound:

Pr[S1] — Pr[So] < qp - €rand + bind + 45 - (g5 + q6) - 271 + enige) 1)

GameGs:

GameGs is G; modified to halt in the event thadcca queriesG(L, w*) for any meta-data. We denote
the event that gamihalts prematurely in this fashion Iialt;. SinceG, is identical toG unlessHalts occurs,
we have:

PI‘[SQ] — PI‘[Sl] < PI‘[Ha|t2] (2)

Game Gs:

GameGs is the same a&-, but modified so that the second component of the challenqdeedext returned
to Acca, (i.e, o) is replaced by a random string. We note that the game haltgdh queriesG(L, w*) for
any £, so that while the game is being playddca learns nothing about the value 6{ £*, w*). In particular,
this means that if we replacg€ by a randoms, we can imagine tha®(L£*, w*) was defined “correctly” to be
s & d* and thusGs has the same exact distribution@s.

PI‘[Sg] = PI‘[SQ] < PI‘[Ha|t2] )

GameGy:

GameG, is G3 modified so that the entire challenge ciphertBxtis replaced by a random string. That is,
we replacey* by a random string, implying that* = w* = f}gl(z/z*) is now a random string as well. We
note that the challenge ciphertext@y does not providedcca with any information about*, sincec* was
replaced by a random string. Thus, by the hiding propertyoofimitments, the probability of distinguishing
G4 from G3 is bounded byqe. In particular, this means that:

Pr[Sy] — Pr[S3] < ehide (4)
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and
Pr[Halty] — Pr[Halts] < ehige (5)

However, it is clear that since the challenge ciphertextepkaced by a random string, it no longer depends
the challenge bib. Thus,.Acca must guess the bit correctly with probability2 in gameG, when it plays to
completion {.e., when it does not halt):

Pr[Sy] < 1/2 + Pr[Halty] (6)

Finally, we bound the probability thad, halts by observing that the entire game can be run by a siorulat
with no knowledge of the secret trapdoﬁgl. Such a simulator can act as a reduction to the security of the
underlying TDP. The reduction accepts BDP inversion challenge/* as an input, and then run&, with
Acca. However, rather than replacing® by an arbitrary random string, the reduction will supplyas the
first component of the challenge ciphertext. The game willihadcca issues a query of the for@(L, z*)

such thatfy (z*) = y*. Thus, if the game halts, the reduction can then simply dutpithis pre-image*, a
successful inversion of thEDP. This upper bound®r[Halt4] by eTpp (the maximum probability of inverting
the TDP). Combining this bound oRr[Halt4] with (1) - (6) gives the desired result:

ecca = Pr[So] — 1/2 < e1pp + 2ehide + 4D - Erand + bind + 45 - (s + qa) - 271 + epige) (7)

B.2 Bounding ECMA

To establish a bound arrpma, we will construct a reductiofs that uses anylcya breakingsUF-CMA security
of the signcryption scheme to break the security of the uyithgr TDP. The reduction will run a modified
sUF-CMA attack game againsicyva, Simulating the random oracles SigEnc oracle, and &/erDec oracle,
in similar fashion to the simulations introduced in ga@e used in thescca bound analysis. The reductidh
takes an inversion challengé as input and finds a pre-imagé such that* = fy(z*).

RO simulation for sUF-CMA proof. At the start of the simulation, a random integee {1,...,qg} IS
selected. The-th query to the random oracle simulation is treated as aiapease (in particular, we will
hope that4dcuma outputs a forged signcryption corresponding toditle query). The random oracle simulation
handles queries of the forH(L, ¢) exactly as in the random oracle simulation for tN®-CCA proof, unless

it happens to be théth query to theG oracle. In this case, if the meta-dafaalso indicates thatf;; is the
sender, the simulation defin€s(L, c¢) to be y* & Extract(c, 7)) and returns the defined value. Notice that
y* will thus correspond ta* = G(L,c) @ d whered is the extracted decommitment, so that the correct
correspondingr™ = fljl(s*) = f(jl(y*). Furthermore, the distribution of outputs for this spec@se is still
uniformly random and independent provided that the ine@rshallenge;* is random. Thus the random oracle
simulation remains “honest” in all cases.

VerDec oracle simulation for sUF-CMA proof. This oracle simulation is identical to the simulation from
the IND-CCA proof. Notice that there is no challenge ciphertext in tlimeg, so the oracle only outputson
ciphertexts for whichG(L, ¢) was not queried, 0Dpen(c, d) legitimately returnsL.

SigEnc oracle simulation for sUF-CMA proof. This oracle simulation is identical to the simulation frame t
IND-CCA proof.

Let SimBad denote the event that one of the oracle simulations failetorm the correct response. The
random oracle simulation is always correct, but YkeDec oracle may fail exactly as in the first failure case
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described in theND-CCA proof. Similarly, theSigEnc oracle fails with the same probability as in th¢D-
CCA proof. The total probability ofimBad occurring is thus bounded as follows:

Pr[SimBad] < ¢p - €rand + 45 - (g5 + 4) - 271 + ehige) (8)

Provided that none of the simulations fdik(, conditioned on-SimBad), the game will play out honestly and
Acma Will output a valid forgery tuplgIl, ¢, f,gl) with probability ecpa.

Let us writeForgeBad to denote the evendcpma outputs a validI = ¢||o such that either (LAcma reused
one of they values returned by SigEnc oracle query, but with a different; or (2), the case (1) did not happen
but G(L, ¢) was not first queried bydcuma. In case (1) it is clear thatlcma has either broken the binding
property of the commitment by reusing= f}gl(w) with a differentd = f[jl(a), or Acma has changed
one of the public keys involved, causing the meta-dat® change, which in turn causésto be randomly
defined. Since a randomly choséiis valid with probability at most,..q, the total probability thafdcma can
construction a such a forgery is at mesl.q + cping- FOr case (2) we note that sinee= ¢ = f,gl(z/z) was
never queried along with properly formed meta-déte theG oracle, the value of7(L, ¢) will be randomly
defined which also implies that = fy (o) ® G(L, ¢) will be randomly defined, and thus the probability that
(c,d) represents a valid pair is boundeddyy,q. This gives:

Pr[ForgeBad] < 2eand + €bind ©)

Conditioned on-ForgeBad, aG(L, ¢) oracle query was made bycca corresponding to the output forgery. By
definition, with probabilityl /¢, this also happened to be th¢h query. In this case, if thExtract algorithm
was successful, the oracle simulation responded to quehyvid d, whered is the decommitmenticca used

in constructing the forgery. Note, thextract algorithm fails with probability at moSteiract, by definition.
Thus we have that = f;;'(s) = f;(G(L,c) ® d) = f;*(y*). Indeed s is a valid pre-image foy*, and the
reduction3 succeeds by returning. We can now establish a lower bound Bis success probability in terms
of Acma’s success probability:

Pr[B succeeds (Pr[A succeeds\ —ForgeBad] — eextract) /qc

(Pr[A succeeds— Pr[ForgeBad] — cextract)/qc

(Pr[.A succeeds$ —SimBad| — Pr[SimBad] — Pr[ForgeBad] — cextract) /4
(

ecma — Pr[SimBad] — Pr[ForgeBad] — cextract) /¢ (10)

AVARAVAR AVAR V]

and by definition of ¢, eTpp )-secureT DPs, we also have that
Pr[B succeeds< e1pp (12)
Combining (8)-(11), rearranging the terms and upper baouqdive obtain the final bound aipa:
ecmA < 4G - ETDP + 4D Erand + 45 ((as + ¢&) - 2719 + ehide) + 22 rand + Ebind + Eextract (12)

Observe that the runtime for the simulations (and thus tteatsons corresponding to each of the games in
IND-CCA proof, as well as the reduction in ts&F-CMA proof) isO((¢q + qs) - Ty) whereT is the time to
compute a singl@DP operation, and the space require®i§: - (¢ + q¢ + qs)) wherek is the input length
of the TDPs.

B.3 Tighter Bound onecya for Claw-Free Permutations

If furisinduced by dt, . )-secure claw-free permutation. where the claw-free paleioted( i, g ), we
can construction a reductid® which uses anydcua breaking thesUF-CMA security of the signcryption to
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find claws for(fi;, gu). The reduction3’ uses a modified random oracle simulation, but is otherwisetical
to the reductior3 until Acpma has output a forgery (which will now be used to produce a ctather than an
inversion).

RO simulation for sUF-CMA proof using claw-free permutations . The RO simulation handles queries
G(L, c¢) by examining the meta-dafao see iffi; is specified as the sender. If not, the standard honest simula
tion is performed. If so, the simulation performs the follog/procedure:

e Choose arandom < {0, 1}/”! and computey = g (z).
e DefineG(L, ¢) to bey & Extract(c, 7).
e Record the paify, x) in a lookup table.

The simulation then returns the defined valu€-9f, ¢). The distribution of outputs is still uniformly random
sincey is random. Notice that iExtract outputs the correct valué, a properly formed ciphertexfl =
frR@|f (G(L,c) @ d) will give f;'(y) as the second component. In particular, the R#F' (y), =) is

a claw, sincefy (f;'(y)) =y = gu ().

Most of the analysis proceeds as before. The ev@niBad andForgeBad are defined identically, and their
analysis is identical. The only significant change is thaemMca outputs a forgery corresponding to one
of the G(L, ¢) queries, unlessicca has broken the extractability property, it is nalwayspossible for the
reduction to output a valid claw, since there is no longemalsi specially programmed query. In particular,
provided thatAcca did not break extractability, and thatcca output a forgery tupléIl = |0, ¢, f5') and
ForgeBad did not happen, the reduction always succeeds by compytirgfi;(o) and finding(y, z) in the
lookup table, then outputtingr, =) as the claw. The only subtlety is thdi-ca may now break extractability
for any one among the- queries ta, so that we Now 10S@g - Eextract Father tharee,iract. The final bound for
(tv Eclaw)'secure<fU7 9U> is now

ECMA < Eclaw T 4D " €Erand 1+ 45 - ((QS + QG) . 2—\c| + Ehide) + 2Erand + €bind + 4G * Eextract (13)

The runtime of this reduction ©((q¢ + gs) - (T + Teatract))-

C Feistel S-Pad Proof

This proof is similar to the proof of security for FeistelPads, and thus we will follow the syntactical conven-
tions of that proof.

C1l Bounding ECCA

We use the same approach as in the previous proof, howevprdhise details of the games will be different
(and slightly more complicated). We begin with the new sitiohs required fofG.

RO simulations for IND-CCA proof. Oracle queries t@f are simulated honestly in the standard fashion.
For each querydcca makes toG, of the formG(L, ¢), the simulation first checks to seeGf(L, ¢) was
previously defined. If so, the simulation replies with theyiously defined value. Otherwise, it examings
to determine whethefy is specified as the recipient (if not, the oracle simulatioocpeds in the standard
fashion).
If fu isthe recipient, the simulation parses the specified sekegefs from £ and then performs the follow-
ing steps:
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Computed = Extract(c,7T)

Choose a random = z1||z2 € {0, 1}* and computey = y1||y2 = fs()

DefineG (L, ¢) to bey; @ d.

DefineH (y;) to beys & c. If H(y;1) was already defined, fail.

Computefy (z) and record the paiffy (x), ) in a lookup table

The simulation then returns the newly defin€d., c) value. Note that if theExtract operation output the
correctd, a properly formed ciphertext based on thigracle query would appear ﬁg(fs‘l(yl lly2)) = fu(x).
Furthermore, the output distribution of the oracle is stillformly randon§ for all inputs.

However, it nows takes approximatel/’s to compute before responding to each query (bttand fir
must be computed).

VerDec oracle simulation for IND-CCA proof. When a querWerDecg(H, fs) is issued, the simulation
searches the lookup table to find a matchihgn a pair (II, z). If none is found, the simulation returns,
otherwise it properly forms the correspondifigand returnsDePad”(z). Note that if the lookup succeeds,
DePad will return a correct decoding. If the lookup fails, it is pigle thatl was an incorrect response, but as
we will see, this occurs with negligible probability.

SigEnc oracle simulation for IND-CCA proof. When a quengigEnc’(m, fr) is issued, the simulation prop-
erly forms £ and computes the response as follows:

e Choose arandom = z1||z2 € {0,1}*, and compute) = y1||y2 = fur ().

Compute(c, d) < Commit(m).

DefineG(L, ¢) to bey; & d. Fail if G(L, ¢) was already defined.

DefineH (y; ) to beys @ c. Fail if H(y;) was already defined.

Returnfgr(z1||x2).

It is easy to verify that if the above procedure does not ifaigturns a valid response to tSé&Enc query.

This completes the definitions of the oracle simulationscivi@; uses to replace the functionality of the
corresponding oracles frofd,. Provided that these oracle simulations do not fai,and G are identical, so
Pr[S;] — Pr[Sop] will be bounded by the probability that a simulation failwecurs.

The H oracle simulation is honest, and so never fails. Howevaer, giobability that thez simulation
fails is exactly the probability that the random string collides with one of the strings previously defined
for the H oracle. Since there are at magt + ¢ + ¢s such strings (a singlél oracle query is issued for
every G oracle query and everyigEnc oracle query as well), the probability that any particulaexy fails
is at most(qy + g + ¢s) - 2714, The total probability that one of the; oracle queries fails is at most
qc - (qu + qc +qs) - 2719

The VerDec oracle simulation can only fail in one of two ways: (1) therespondingG (L, ¢) was never
queried and thus there was no entry in the table; or (2) a sporelingG (L, ¢) query was made (either by

SUnfortunately, this is only true provided that is indeed a permutation. However, when consideimsiger securityit is possible
that sincefs is chosen by the adversary it may not be a permutation atrafprdctice it may not be efficient to check this condition,
but it seems unlikely that any significant attacks can rdsoifh using such a malformed signing key.
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Acwma or the challenge oracle) butcca (or perhaps even the challenge oracle) usédExtract(c) to form
the ciphertext. In case (1), we know that= G(L, ¢) ® w wherew is fixed to be the first component of the
pre-image in the ciphertext will be randomly defined, sifie&, ¢) is randomly defined. Thus the probability
that such a ciphertext is valid is at mast.q, by definition. Case (2) exactly corresponds to breaking the
extractability property, and so it occurs with probabilay mostee,act. The total probability of a failure
occurring amongp queries is thus bounded iy - (rand + Eextract)-

The SigEnc oracle simulation can only fail if either (1)(£, ¢) was already defined for a freshly generated
c; or (2), the random string; collides with one of the strings for whicH was previously defined. Since
is indistinguishable from random with all but probability.4., case (1) must occur with probability at most
(gc+4s)- 2-lcl + epiqe ON any single query. From the previous analysis for the RQilsition failure, we know
that case (2) happens with probability at magt + go + qs) - 2~ per query. Thus the total probability of
failure aftergs queries is bounded bys - (g6 + gs) - 271 + enide + (g + g6 + g5) - 2719).

The combined failure probability from the above analysigegius the bound:

Pr[S1]—Pr[So] < (ga+45) (qrr+aa+4s)-271+qs-((qa+4s)- 271+ enide) + 4D+ (Enide +Eextract ) (14)

GameGo:

GameG; is G; modified to halt in the event thadcca queriesboth H(w*) andG(L*, ¢) such thats* =
H(w*)@ec. Thatis, the halting condition occurs when somes queried taH and somé.L*, ¢) is queried ta&
such thaflT* = f;(f5 ' (w||H(w) @ ¢)) (wherefs is the sender specified if*, the meta-data associated with
the challenge oracle query). We will denote the event thategahalts prematurely in this fashion Byalt;.
SinceGs, is identical toG; unlessHalt, occurs:

Pr[Sy) — Pr[S1] < Pr[Halt] (15)

Game Gg:

GameGj is the same a$x,, but modified so that thev* component used in producing the challenge
ciphertext returnAcca is replaced by a random string. That is, we now have* = H(w) & ¢* and
IT* = fu(fs'(wl|s*)). We will show thatGs cannot be distinguished froiG, with better than negligible
probability by arguing that, with high probability, it mubktlt before Acca learns sufficient information to
distinguish it. In particular, note that unle§§L*, ¢*) has been queried bfcca, from Acca’s point of view
we may imagine thaz(L*, ¢*) was correctly defined to b& @ «@. Thus, in order to distinguish4cca must
first queryG(L*, ¢*). However, if Acca has queriedd (w), the game will halt at this point, so we need only
consider the probability aficca queryingG(L*, ¢*) without first queryingH (w). SinceH (w) has not yet
been queriedAcca has been given no information regardicig= H(w) @ s*. Furthermore,Acca has no
information regardingi*, sinced* no longer appears in the computationl&f. Thus,c* appears random to
Acca with all probability ep;qe, SO the probability thatdcca queriesG(L*, ¢*) without halting the game is
bounded by - (2“‘3| + enide)- AS we have already argued that this game is indistingulshfatim G unless
Acca queriesG(L*, ¢*), we arrive at the bound:

Pr[Ss] — Pr[Ss] < g - (271 + epige) (16)

Furthermore, note that the same bound applies to the differer[Halts] — Pr[Halty], since a distinguisher
could be built based on the halting event:

Pr[Halts] — Pr[Halty] < q¢ - (2719 + ehige) 17)
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GameGy:

GameG, is G3 modified so that the entire challenge ciphertHxtis replaced by a random string. We may
view this as replacing* by a random string and computing the ciphertekt* = fU(fgl(w|]§)). In particular,
note that inGs, s* = H(w) @ ¢*, and that no information about is available ta4cca. In going fromGs
to G4 we may simply replace* by a random string, giving us the identical distributiom.( it is the same as
sampling a randond directly). Thus, by the hiding property of commitments, ghebability of distinguishing
G4 from Gg is bounded by,;qe. In particular, we have:

Pr[S4] — Pr[S3] < énide (18)
and, similarly for the halting event,
Pr[Ha|t4] — PI‘[Haltg] < Ehide (29)

However, it is clear that since the challenge ciphertext regtaced by a random string, it is independent of
the challenge bit. Thus.Acca must guess the bit correctly with probability2 in gameG, when it plays to
completion {.e., when it does not halt):

Pr[Sy] < 1/2 + Pr[Halty] (20)

Finally, we bound the probability tha&, halts by observing that the entire game can be run by a siorulat
with no knowledge of the secret trapdoﬁgl. Such a simulator can act as a reduction to the security of the
underlying TDP. The reduction accepts BDP inversion challenge/* as an input, and then runs, with
Acca. However, rather than replacing the challenge cipherdExby an arbitrary random string, it replaces
the challenge ciphertext withi*. The reduction tests for the halting condition by examirafigpairs of queries
of the form H (w) andG(L*, ¢) to see when the conditiol* = fy(f5 ' (w| H(w) & c) is satisfied. Note that
the reduction can indeed compL(,ytg1 since the trapdoor fof must be provided bydcca when requesting a
challenge ciphertext. If the halting condition is satisfitiee reduction simply outputés ' (w||H (w) @ c) as a
valid pre-image foll* = y*, thus successfully inverting theDP f;;. Since this reduction cannot succeed with
probability greater thaarpp, we conclude thaPr[Halt,] < etpp. Combining this result with (14) - (20) gives
the desired result:

ECCA = PI“[SO] — 1/2
< etop + (g6 +as) - (qu +ac +as) - 27 + g5 ((ae +as) - 2719 + enice)
+qp - (Ehide + 5extract) + 2(]G . (2_‘(:' + Ehide) + 25hide (21)

Observe that the worst case runtime above occurs in thetiedsidor G, and above, where we must detect
the halting condition. Detecting the halting conditionuigs computingrDPs on all pairs of queries &' and
H. Otherwise, the runtime is completely determined by thelersimulation runtimes (and thus the reductions
corresponding to each of the above games). Thus the totéan@is O((¢q + gs + qu - qc) - (T + Teatract))-
The space required B(k - (¢ + 9c + qs))-

C.2 Boundingecma

To establish a bounéc-ya, we construct a reductiof as in the proof o6UF-CMA security forP-Pads. The
reduction operates in completely analogous fashion, andegan with a description of the oracle simulations.
For convenience, we will write the inversion challenge ® teduction ag* = v ||ys.

22



RO simulation for sUF-CMA proof. At the start of the simulation, a random integee {1,...,qg} IS
selected. The-th query to the simulation is treated as a special case (in particular, iehape thatAcpa
outputs a forged signcryption corresponding todtle query). The random oracle simulation handles queries
of the formG(L, ¢) and H(w) exactly as in the random oracle simulation for th&-CCA proof, unless it
happens to béth query to the oracle. In this case, if the meta-dataalsoindicates thajyfy; is the sender, the
simulationG (L, c¢) to bey] & Extract(c, 7). Furthermore, the simulation definégy;) to beys & c. If H(y7)

was already defined, the simulation fails. If this failureegdmot occur, the simulation remains perfectly honest
since both of these definitions are uniformly random pradige is actually a random challenge. Notice that
wlls = G(L,c) ®d|H(G(L,c) ® d) ® cwill equal y* provided thaExtract(c, 7) returns the correct valué

VerDec oracle simulation for sUF-CMA proof. TheVerDec oracle simulation is identical to the one intro-
duced in gamé&x; of theIND-CCA analysis.

SigEnc oracle simulation for sUF-CMA proof. The SigEnc oracle simulation is identical to the one intro-
duced in gamé&x; of theIND-CCA analysis.

Let SimBad denote the event that one of the oracle simulations faile R® simulation fails in the same
fashion as in théND-CCA proof, but now may additionally fail when if value &f (y;) was already defined.
This clearly happens with probability at mdst + g + gs) - 2-14l since there are at most; + g¢ + qs
defined inputs td7. TheVerDec andSigEnc simulations are the same as in IND-CCA proof, and thus fail
with the same probability. Thus,

Pr[SimBad] < (ga+4¢s+1)-(qur+aa+4s)-271% +qs-((qa+4s)-271 +enide) + 4D (Ehide +Eextract ) (22)

Provided that none of the simulations faile(, conditioned on—-SimBad), the game plays out honestly and
Acma Will output a valid forgery tupl€Il, ¢, f}gl) with probability ecpa.

Let us writeForgeBad to denote the event thatcma outputs a validl = fr(f;*(w||s)) such that either
(1) Acma reused an(L, ¢) pair that was queried by tH&igEnc oracle simulation, or (2), the case (1) did not
happen but4cua has not queriedz(L, ¢) for the appropriateC. Clearly, case (1) can only occur.cma
found ad’ # d such thatc, d’) is a valid pair (since otherwisdcua is simply copying the output of &igEnc
guery which is not an allowable forgery). That is, case (Ifyexponds to breaking the binding property of
the commitment, and therefore cannot occur with more thabability e,;,q. In case (2) note that’ (L, c)
is randomly since it was never queried. This implies that w @ G(L, ¢) is randomly defined, and thu$
represents a valid forgery with probability at megt.q. We can now upper bourfbrgeBad:

Pr[ForgeBad] < £and + €bind (23)

Conditioned on-ForgeBad, a G(L, ¢) oracle query was issued b§cca corresponding to théL, c¢) used in
the output forgery. By definition, with probability/q, this also happened to be th¢h query. In this case,

if the Extract algorithm was successful (i.e. it obtained the correused by Acca in the forgery), the oracle
simulation will causew||s used in the forgery to equal*, as explained above. Note that the probability that
Extract fails is at mOSte.ract, Dy definition. Furthermore, if it does not fail, given a ferg tuple(IL, ¢, f,gl),

the reduction can computg;'(IT) = f (fr(f; ' (wl|s)) = fi'(w|s) = f;'(y*). Thus if the reduction
outputsf,gl(l'[) it will successfully invert theTDP, an event whose probability is bounded bypp. The
analysis proceeds completely analogously to thaPt®ads, and carrying out that analysis, replacing (8) with
(22) and (9) with (23), we obtain:

eema < g -etop + (a6 +as+1) - (gm + a6 +as) - 274 + g5 - (96 + gs) - 271 + epige)
+4p - (Ehide + Eextract) + Erand T Ebind + Eextract (24)

The runtime of this reduction i©((¢c + qs) - (Tf + Testract)), and the space requirement the same as for
the IND-CCA proof up to constant factors.
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C.3 Tighter Bound onecya for Claw-Free Permutations

This proof is analogous to the proof in Section B.3, and wé wgié the same notation. We begin by defining
the new RO simulation.

RO simulation for sUF-CMA proof using claw-free permutations. The RO simulation is similar to the one
for the previoussUF-CMA security proof in Section C.2. However, queries of the f@arfL, c) where fi; is
specified as the sender wdlll be handled by the following procedure (rather than singlingthei-th query):

e Choose arandom € {0, 1}* and computey = y1||y2 = gu (z).
e DefineG(L, c) to bey; & Extract(c, 7).
e DefineH (y;) to beys @ c. If H(y;) was already defined, fail.
e Record the paify, ) in a lookup table.

This output distribution of the oracle simulation is clganbnest, and it fails with at mosgt; times the proba-
bility that oracle simulation in Section B.3 fails (sinceriy now fail on every query, rather than just thin).
Notice that if theExtract algorithm correctly computed, and.Acca outputs a forgenyI = fR(f(jl(st))
corresponding to thi& oracle query, it is easily verified that= fi;(w||s), and thugw||s, z) will form a claw.

The analysis proceeds as in Section B.3, but due to the s@dgarobability that the RO simulation fails, we
now have

Pr[SimBad] < (2¢¢+4s)- (g +ac+4as)- 274 +qs-((aa+4as) 27+ enide) + 4D - (Enide + Eextract ) (25)

The remainder of the analysis carried out as in Section Bi@wee obtain:

ecMa < Edaw + (a6 +as +1) - (qm + a6 +as) - 271+ gs - (g6 + as) - 271+ enige)
+4qp - (5hide + <(':extract) =+ Erand + Ebind 1 4G * Eextract (26)

The runtime of this reduction ©((ga + gs) - (Tt + Textract)), @and the space requirement the same as for the
IND-CCA proof up to constant factors.

C.4 Improved Exact Security Bound for X-Pads

We note that IDP f{;(w||s) may be constructed from afyDP fi;(w) by simply settingf/, (w||s) = fu(w)]]s.
This fact is sufficient to allow us to apply the proofs of séyufor S-Pads directly toX-Pads, since we may
view theTDPs as being constructed in this fashion. However, we notiattkies portion of the padding is now
outside theTDP, so that it is no longer necessary for the reduction inIMB-CCA proof to computefy for
all pairs of queries taz and H, since the query t6: will completely determine ther component that is placed
inside the actualDP f;;. Thus the halting condition can now be determined in timgppronal togg - T,
and the running time of the reduction is reduce®i@qc + gs + qu) - (T + Teatract)) @s claimed.

D Proof of Lemma3

We briefly argue the scheme’s exact security boundsfgr andeeyract. TO break hiding, an adversay must
differentiatec from some random valu « {0, 1}/, given the fixedn. It is easy to see that this can happen
only if A queriesK (r) or K'(mg||r). Sincer is a random string of lengtl| — |ma],

Ehide < (qx + qr) - 2~ Udl=Im2D)
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To break extractability, the adversary finds sofdec), whered’ = m/,||r’, and one of two cases occur. In
the first casem) ||’ was not queried td<’. In the second, the adversary finds sathes d that represents a
birthday attack ork’, i.e, finds someK’(m}||r') = K'(msl||r) where the output length of thE” oracle is
|| — |m1|. Upper-bounding the probability of both events in the obgiavay, we get the following:

Coxtrace. < 2707 g (g —1) 27 (elmImiE D) g2 g qy g (lel=lmD

To show the bound og,,,4, consider that (for fixed) a randomd will be valid if and only if K'(ma||r) =
K'(mb||7") wherem/, and 7, are randomly defined by. Since K’ is a random oracle with output length
|| — |ma], this happens with probability~ 15" ()l = 2= (lel=lma]),

E Proof of Theorem 4 (Signcryption of Long Messages)

Proof: The sUF-CMA security bound is automatic, since the notion of a forgenysigncryption with as-
sociated data encompasses the entire signcryptext, inglutle label. In other words, consider a reduc-
tion B against thesUF-CMA security of SC that uses anyA that breaks thsUF-CMA security ofSC’. B
simply answersA’s signcryption querie§igEnc’€(M,VEK) by selecting at random &, and then returning
SigEnc!IlF-(M) (7 VEK). B uses the obvious corresponding approachvieDec’ queries. Clearly, any sign-
cryptext.A forges againssC’ is also a valid forgery again$iC, and thus the reduction succeeds with the same
probability asA by simply returningA’s forgery.

The IND-CCA security reduction is also as described above, and theigebound follows from a simple
two-step hybrid argument.

(1) We modify the originalND-CCA game by replacing thé&, operation during the construction of the
challenge ciphertext withz, where7 is a random key independent of the signcrypted keyAny
adversary capable of telling this game apart from the calgiiame can be used to win tihdD-CCA
game against the underlying signcryption sche®gewith at least the same advantage. It does this by
simply using the labeE (M) (whereb — {0, 1}) and providingm, = 7 andm; = 7 as the messages
it claims to distinguish againstC in the IND-CCA attack (it also uses the same oracle simulatioriS)as
Thus, in this step, the advantage®fs reduced by at mosicca.

(2) We replaces; (M) in the challenge ciphertext b?;(]\?[), wherel/ is arandom message. Any adversary
capable of differentiating this game from the game of Stefan lse used to break the security of the
one-time encryption with at least the same advantage. (&sfidn similar to Step 1, we can US€ to

signcrypt a random string with eithét: (M) or E= (M) as the label and usé to distinguish the resulting
ciphertexts.) Thus, in going to this final step, the advaaiaigs is further reduced by at mosgTe.

We note that, in the final steg§ cannot have any advantage over guessing, since the chalb@pigertext is
random and independent of the challenge messages. Tlegreydhis hybrid argumenf§ has a total advantage
at mostecca + eoTE in the original game, and the proof is complete. ]
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