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ABSTRACT Stream ciphers are often used in applications where high
speed and low delay are a requirement. The Solitaire stream cipher was
developed by B. Schneier as a paper-and-pencil cipher. Solitaire gets its se-
curity from the inherent randomness in a shuffled deck of cards. In this pa-
per we investigate semigroups and groups properties of the Solitaire stream
cipher and its regular modiÞcations.

1 Introduction

Stream ciphers are often used in applications where high speed and low
delay are a requirement. The Solitaire stream cipher was developed by B.
Schneier[1] as a paper-and-pencil cipher. Solitaire gets its security from
the inherent randomness in a shuffled deck of cards. Solitaire is an output-
feedback mode stream cipher. The next-state function F is the composition
of four transformations F = F4F3F2F1 which permute of elements of a deck.
In [2] is considered the cycle structure of Solitaire. It is proved that Solitaire
is not reversible and described all irreversible states. In [3] are analyzed
properties of the key scheduling algorithm which derives the initial state
from a variable size key, and described weaknesses of this process. One of
these weaknesses is the existence of large classes equivalent keys.
In this paper we consider the method analysis of a cipher based on in-

vestigation properties of the group generated the cipher. We apply this
approach to studying properties of the Solitaire stream cipher. Methods
based on investigation group or semigroup properties of stream ciphers
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were not published in open .literature
In this paper we describe groups <F3>, <F4>and <F3, F4>. We prove

that the group <F3, F4>is an intransitive group and describe its orbits.
We get that <F1>, <F2>are cyclic isomorphic semigroups of order n

and |<F1,F 2>|≥ (n − 1 )n2. Also we prove that semigroups <F1, F2, F3>,
<F1, F3>and <F2, F3>are isomorphic and groups generated regular mod-
iÞcations of Solitaire are embedded to the semigroup <F1, F2, F3>.
Also we investigate group properties of regular modiÞcations of the Soli-

taire stream cipher. We obtain that some properties of the semigroup prop-
erties of Solitaire and its regular modiÞcations are the same.
Let n ≥ 3. By A denote n − 2 and by B denote n − 1. We will suppose

that records of jokers as letters or numbers are identical, i.e. n−2 ≡�A�,n−
1 ≡�B�.
If we select n − 2, n − 1, or only n − 2, or only n − 1 in Zn, then

denote ZABn ={0, n− 3, A, B}, ZAn={0, n− 3, n − 1 , A}, ZBn={0, n− 2, B}
respectively. Since numbers n − 2, n − 1 and letters A, B are identical we
could consider sets ZABn , ZAn , Z

B
n as Zn.

The following standard notation will be used throughout:
1. |X| denotes the cardinality of the set X;
2. N = {1, 2, 3, 4, ...};
3. <P>denotes a cyclic group generated by P ;
4. <P1,P2, ...,Pn>denotes a group generated by P1,P2, ...,Pn;
5. S(X) denotes the symmetric group on X, Sn = S(Zn);
6. E denotes the identity permutation;
7. (s)<P1,P2,...,Pn>=s<P1,P2,...,Pn>denotes the orbit of s;
8. G∆ denotes the stabilizer of ∆ in G ;
9. GX (gX ) denotes a restriction the transformation group G (transfor-

mation g) to the set X;
11. αG denotes the orbit of α;
10. ∆g=∆g={αg |α ∈ ∆}, where g is an element of the transformation

group(semigroup) G;
12. ∆G=∆G=

S
gi∈G

∆gi , where G is a transformation group (semigroup);

13. G ∼= H denotes that groups (semigroups) G, H are isomorphic;
14. < s[0], s[1]...s[n− 1] >denotes the permutation s ∈ Sn.

For convenience we shall simultaneously use two records for the per-
mutation <s[0]...s[k1 − 1] A s[k1 + 1]...s[k2 − 1] B s[k2 + 1]...s[n − 1]>≡
<δ[0]...δ[k1 − 1] A δ[k1]...δ[k2 − 2] B δ[k2 − 1]...δ[n− 3]>AB, where

δ [j] =


s [j] for j = 0, k1 − 1,
s [j + 1] for j = k1, k2 − 2,
s [j + 2] for j = k2 − 1, n− 3,

and <δ[0]...δ[n− 3]>∈Sn−2.
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We also suppose that < s[0]...s[r−1]A s[r+1]...s[n−1] >≡< δ[0]...δ[r−1]
A δ[r]...δ[n− 2] >A,where

δ [j] =

½
s [j] for j = 0, r − 1,
s [j + 1] for j = r + 1, n− 2,

and < δ[0]...δ[n−2] >∈ Sn−1(ZAn \A); < s[0]...s[r−1] B s[r+1]...s[n−1] >≡
< δ[0]...δ[r − 1] B δ[r]...δ[n− 2] >B, where

δ [j] =

½
s [j] for j = 0, r − 1,
s [j + 1] for j = r + 1, n− 2,

and < δ[0]...δ[n− 2] >∈ Sn−1.

2 Description of Solitaire

The Solitaire stream cipher is modeled by the autonomous automaton Ag =
(Sn,Zm∪{α),F , f ), where functions F : Sn → Sn, f : Sn → Zm∪{α} and
α is an additional symbol. The cipher depends on m,n ∈N, for practice
m = 26,n =54. The state of Solitaire at time t(t = 0, 1, ...) is a permutation
st =< st[0]...st[n − 1] >∈ Sn and s0 is an initial state.
The next-state function F is the composition of four transformations

F =
F1F2 F3F4, which are given below. The transformation F1 : S(ZAn ) →

S(ZAn ),
F1:<s[0]...s[r] A s[r+1]...s[n− 2]>A →<s[0]...s[r+1] A s[r+2]...s[n−

2]>A for r 6= n− 2,
F1 :< s[0] s[1]...s[n− 2] A>A →<s[0] A s[1] s[2]...s[n− 2]>A.
The transformation F2 : S(ZBn )→ S(ZBn ),
F2 :< s[0]...s[r]B s[r+1]s[r+2]s[r+3]...s[n−2] >B→<s[0]...s[r] s[r+1]

s[r + 2]B s[r + 3]...s[n− 2]>B where r/∈{n− 3, n− 2}
F2 :< s[0] s[1]...s[n− 3] B s[n− 2] >B→<s[0] B s[1]...s[n− 2] >B,
F2 :< s[0] s[1]...s[n− 2]B >B→<s[0] B s[1]...s[n− 2]>B.
The transformation F3 : S(Z

AB
n )→ S(ZABn ),

F3 :< s[0]...s[k1− 1] A s[k1]...B s[k2]...s[n− 3] >AB→<s[k2]...s[n− 3] A
s[k1]...B s[0]...s[k1 − 1]>AB,
F 3:<s[0]...s[k1-1] B s[k1]...A AB →< s[k2]...s[n−3]B s[k1]...A s[0]...s[k1−

1]>AB.
The transformation F4 : S(Z

AB
n )→ S(ZABn ). Let s[n− 1] = r . Then

F4 :< s[0]...s[r − 1] s[r ]s[r +1]...s[n− 2] s[n− 1] >→< s[r +1]...s[n− 2]
s[0]...s[r ]s[n− 1]>for s[n− 1] /∈ {A,B},

F4 :< s[0]...s[r − 1] s[r ]s[r + 1]...s[n − 2] s[n − 1] >→< s[0]...s[n − 2]
s[n− 1] > for s[n− 1] ∈ {A, B}.



iv

Consider the next-state and output functions of Solitaire at time t (t =
1, 2....).
The next-state function F
xt = (st)F1;
yt = (xt)F2;
vt = (yt)F3;
st+1 = (vt)F4,
?i.e. st+1 = (st)F1F2F3F4.
The output function f
Let st+1[0] = rt.

a) If st+1[rt] ∈{A, B}, then zt = α;
b) If st+1[rt] /∈{A, B}, then zt = st+1[rt](mod m),
i.e.zt = (st+1) f .
The map ρ: Z∗m×Sn →Sn is generated an initial state s0, which is a key

of Solitaire, from a passphrase k∈Z∗m. The map ρ is modeled by the au-
tomaton Aρ = (Zm,Sn,P) without an output with the next-state function
P : Zm×Sn →Sn.
The partial next-state function P(r)= F 1F2F3Pr, r ∈Zm, where map Pr :

Sn → Sn,
(< s[0]...s[r]s[r + 1]...s[n− 1] >)Pr=<s[r + 1]...s[n− 1]s[0]...s[r] > .
Let k = k1...kL be a passphrase of length L ≥ 1, kj ∈ Zm, j = 1, L.

b0 =< 0 1...n− 1 > is an initial state of the automaton Aρ.
The map ρ
I. For t = 1, L do:
1. xt = (bt)F1;
2. yt = (xt)F2;
3. vt = (yt)F3;
4. bt+1 = (vt)Pkt .
II. Take s0=bL+1.
The directed set Λz={t|zt 6= α,t = 1, 2...} corresponds to the keystream

z. Let the sequence rz = r1...r|Λz|, where r1=min(Λz),rj=min(Λz\{r1,...,
rj−1}), j=2, |Λz|,
Let the map g : Z∗m → Z∗m, (z)g = z�, z�t=zrt , t = 1, |Λz|. It is clear that

the map g decimations the keystream z.
Letp1...pN be a plaintext, c1...cN be a corresponding ciphertext and

(z)g=z0.
Decryption: ct = pt + z�t (mod m), t = 1, N.
Encryption: pt = pt − z�t (mod m), t = 1, N.
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3 Properties of the transformation group
<F3, F4>

In this section we describe some properties of the transformation group
< F3, F4>. We will suppose that n ≥ 3 throughout.
First we consider the transformation group < F3 > of Sn. Let G∈<F3,

F4>and I(G)={s ∈ S(ZABn )|sG = s}.

Proposition 1 Let {A1, A2}={A, B} Then

1. F3 is involution;

2. I (F 3)={ <A1s[1 ]...s[n − 2 ] A2>|<s[1 ]...s[n − 2 ] >∈ Sn−2}

and |I (F 3)|=2(n−2)!;

3. <F3>has
n!

2
−(n − 2 )! orbits of length 2;

Proof. For proof note that for any k1,k2, 0 < k1< k2< n − 1 . the fol-
lowing equalities are true.
(<s[0]...s[k1−1] A1 s[k1+1]...s[k2−1] A2 s[k2+1]...s[n−1]>)F3=(<s[k2+

1]...s[n− 1] A1 s[k1 + 1]... s[k2 − 1]A2 s[0]...s[k1 − 1]>),
(<A1s[1]...s[n− 2] A2>)F3=<A1 s[1]...s[n− 2] A2>.
Now let us prove some properties of the transformation group <F4>. Let

Θ be a set, |Θ| = n, n ≥ 1. η : S(Θ)→ S(Θ) denotes left circular shift, i.e.

< s[0]...s[n− 1] > η =< s[1]...s[n− 1] s[0] >.
For any r ∈ Zn we have , < s[0]...s[n − 1] > ηr =< s[r]...s[n − 1]

s[0]...s[r − 1] >.
It is clear that

I (F 4) = {< s[0 ]...s[n − 2 ] A>|<s[0 ]...s[n − 2 ]>∈ Sn−1(Z
A
n\A)}∪

{<s[0 ]...s[n − 2 ] B>|<s[0 ]...s[n − 2 ]>∈ Sn−2}. |.
and |I (F 4)| = 2 (n − 1 )!.

In the following propositions we consider properties of < F 4>.

Proposition 2 Let {A1, A2}={A, B} and s=<s[0 ]...s[n − 2 ] r>, r∈Zn-2
, then |(s)<F4>|= n− 1

gcd (r, n− 1) .

Proof. Note that (s)F4 =< s[r + 1]...s[n − 2]s[0]...s[r]s[n − 1] >=
(s)ηrand Ls = |(s)ηr| is the length of the orbit (s)ηr. Therefore, Ls is the
number of decisions of the equation Lsr=0 (mod n − 1). It follows that
Ls=

n− 1
gcd (r, n− 1) .
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In the following propositions we describe properties of < F3, F4 >. Note
that F3F r4 F3=(F3F4F3)

r for any r ∈ N .

Proposition 3 Let {A2, A1}={A, B}, ∆={<A1s[1 ]...s[n − 2 ] A2>|<s[1 ]
... .s[n − 2 ]>∈Sn−2}, then <F3,F 4>∆=< F 3,F 4> and |∆| = 2 (n − 2 )!.

Proof. The proof is by direct calculation.

Corollary 4 Let {A2, A1}={A, B} and s=<A1s[1]...s[n-1]>∈Sn(ZABn ),
where s[n-1] 6= A2, then(s)F3 ∈I(F4).
The proof follows from propositions 2 and 3.
Let {A2, A1}={A, B}, s =< s[0]...s[k1 − 1] A1 s[k1 + 1]...s[k2 − 1] A2

s[k2+1]...s[n− 1]>, k2 > k1. Denote by distAB(s)=k2− k1−1 the number
of elements between jokers A and B.

Proposition 5 Let {A2, A1}={A, B} and s =< s[0 ]...s[k1−1 ] A1s[k1+1 ]...
s[k2−1 ] A2 s[k2+1 ]... s[n − 1 ] >∈ Sn(Z

AB
n ). If s0 ∈ (s) < F 3,F 4>, then

distAB(s)=distAB(s0) or distAB(s0) = n − 3−distAB(s).
Proof. Note that<s[0]...s[k1−1] A1 s[k1+1]...s[k2−1] A2 s[k2+1]...s[n−

1] > F3=<s[0]...s[k1 − 1] A1 s[k1 + 1]...s[k2 − 1] A2 s[k2 + 1]...s[n − 1]>,
i.e. distAB(s)= distAB(sF3).
Since F4 is a cyclic shift s, we consider the following three cases.
In the Þrst case s1 =< s[0]...s[k1 − 1] A1 s[k1 + 1]...s[k2 − 1] A2 s[k2 +

1]...s[n−1]>ηr =<s[r]...s[k1−1] A1 s[k1+1]...s[k2−1] A2 s[k2+1]...s[n−2]
s[0]...s[r] s[n− 1]>. Thus distAB(s)=distAB(s1).
In the second case s1 =< s[0]...s[k1 − 1] A1 s[k1 + 1]...s[k2 − 1] A2

s[k2+1]...s[n−1]>ηr =< s[k1+t]...s[k2−1]A2 s[k2+1]...s[n−2] s[0]...s[k1−1]
A1 s[k1 + 1]...s[k1 + t − 1] s[n− 1]>, where r = k1 + t. Thus distAB(s1)=
n− 3− distAB(s).
In the third case: s1 = (s)ηr=<s[k2 + t]...s[n − 2] s[0]...s[k1 − 1] A1

s[k1 + 1]...s[k2 − 1]A2 s[k2 + 1]...s[k2 + t − 1] s[n − 1]>for r = k2 + t.
Therefore, dists1(A1, A2)= dists(A1, A2).
Since s0 = (s)F3F

t1
4 ...F3F

tL
4 for some t1, ...tL ∈ Zn, it follows that

distAB(s)= distAB(s0) or distAB(s0)=n− 3− distAB(s)

Proposition 6 Let {A2, A1}={A, B} and s=<s[0]...s[k1−1 ] A1s[k1+1]...
s[k2−1 ] A2s[k2+1]... s[n − 1 ]>. If s0 ∈(s) <F3, F4>, then s0[n − 1 ]∈
{s[k1−1 ], s[n − 1 ], s[k2−1 ]}.

The proof is straightforward.

Corollary 7 Let Λn=S(ZABn )\{<A s[1 ]...s[n − 2 ] B>,<B s[1 ]...s[n − 2 ]
A>| <s[1 ]...s[n − 2 ] >∈ Sn−2} . Then the group <F3, F4>

Λn is intransi-
tive.

The proof follows from proposition 6.
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4 Properties of the semigroup
transformation <F1, F2, F3, F4>

In this section we describe properties of the semigroup transformation <F1,
F2, F3, F4>and the group that is generated regular versions of Solitaire.
We begin with deÞnitions.
Let Θ be a set, |Θ|=d, d>1, and a map α: Θ → Θ. Let G be a trans-

formation semigroup of Θ. Recall [5] that rg(α, Θ)=|Θα|is the rank of α
and def (α, Θ)=d− rg(α, Θ) is the defect of α. def (G, Θ)=d− |ΘG |is the
defect of G.
LetG=<a>={a,a2,...,aq+r−1} be a cyclic semigroup. The r ∈N, denoted

ind(G), is called the index of G if the set {ar,...,aq+r−1} is a cyclic group
of order q.
Let S(ZAn , r) = {s ∈ ZAn |s[r] =A}, S(ZBn , r) = {s ∈ ZBn |s[r] =B},r =

0, n− 1, S(ZABn , r1, r2) = {s ∈ ZABn |s[r1] =A, s[r2] =B}, 0<r1,r2 < n−1,
r16=r2.
It is clear that

S(ZAn ) =
n−1S
r=0

S(ZAn , r), S(Z
B
n ) =

n−1S
r=0

S(ZBn , r),

S(ZABn ) =
S

r1 6=r2

S(ZABn , r1, r2).

Let maps σA: S(ZAn )→ S(Zn−1), σB: S(ZBn )→ S(Zn−1)

<s[0]...s[k − 1] A s[k]...s[n− 2]>A σA=<s[0]...s[k − 1] s[k]...s[n− 2]>,
<s[0]...s[k − 1] B s[k]...s[n− 2]>B σB= <s[0]...s[k − 1] s[k]...s[n− 2] >,
where k=0, n− 1, <s[0]...s[n− 2] >∈ Sn−1(ZAn \A).
Let the map σAB: S(ZABn )→ S(Zn−2)
<s[0]...s[k1 − 1] A s[k1]...B s[k2]...s[n − 3]>AB σAB=<s[0]...s[k1 − 1]

s[k1]... s[k2 − 1] s[k2]...s[n− 3]>,
where k16=k2,k1=0, n− 1, k2=0, n− 1, <s[0]...s[n− 3]>∈ Sn−2.

<s[0]...s[k− 1] A1 A2 s[k]...s[n− 3]>σAB=<s[0]...s[k− 1] s[k]...s[n− 3]>,
where {A1, A2}={A, B}, k=0, n− 1, <s[0]...s[n− 3]>∈Sn−2.
Permutations s, s0 ∈ S(ZAn ) are called A- equivalent if (s)σA = (s0)σA.

Permutations s, s0 ∈ S(ZBn ) are called B- equivalent if (s)σB = (s0)σB .
Permutations s, s0 ∈ S(ZABn ) are AB- equivalent if (s)σAB = (s0)σAB.
By s∼As0, s∼Bs0, s∼ABs0 denote A-equivalent, B-equivalent, AB-equivalent

permutations s, s0 respectively. Let∆As ={s0| s0 ∈S(ZAn ), s∼As0},∆Bs ={s0|s0 ∈
S(ZBn ), s ∼B s0}, ∆ABs ={s0 |s0 ∈ S(ZABn ), s ∼AB s0} .
First we consider properties of semigroups< F 1>, < F 2> and< F 1,F 2>.

Proposition 8 Let the sets ΩA= S(Z
A
n )\ S(ZA

n , 0 ), ΩB=S(Z
B
n )\S(ZB

n , 0 ).
Then
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1. S(Z
A
n , 0 )F

−1
1 = ∅, def (F 1,Z

A
n ) = (n − 1 )!.

2. S(ZB
n , 0 )F

−1
2 =∅, def (F 2,Z

B
n ) = (n − 1 )!.

3. < F 1>, < F 2> are cyclic semigroups of order n and ind(F 1)=ind(F 2)
=1.

4. < F 1>
ΩA , < F 2>

ΩBare cyclic groups of order n − 1 ; s0 ∈(s) < F 1>
ΩA

iff s∼As0 and |(s) < F 1>
ΩA |=n − 1 . s0 ∈(s) < F 2>

ΩB ; iff s∼Bs0 and
|(s) < F 2>

ΩB |=n − 1 .

5. < F 1>
ΩAhas (n − 1 )! orbits and < F 2>

ΩBhas (n − 1 )! orbits.

6. < F 1>∼=< F 2> .

Proof. The domain of the transformation F 1 is S(ZAn ) =
n−1S
r=0

S(ZAn , r),

where S(ZAn , r1)∩S(ZAn , r2) = ∅, r1 6=r2. Consider s =< s[0]...s[n−2]A>A ∈
S(ZAn ,n − 1). Then
F 1: <s[0]...s[n− 2] A>A →<s[0] A s[1]...s[n− 2]>A,
F j1: <s[0]...s[n−2] A>A →<s[0]...s[j−1] A s[j]...s[n−2]>A ∈ S(ZAn , j )

for j=1, n− 1. ( 1)
Therefore, F1 : S(ZAn , j )→ S(ZAn , j + 1) for j=0, n− 2, F1 : S(ZAn ,n −

1)→ S(ZAn , 1).
Obviously, S(ZAn ,n−1)F1=S(ZAn , 0)F1=S(ZAn , 1) Thus, S(ZAn , 0)F−1

1 =∅.
Similarly. The domain of the transformation F 2 is S(ZBn ) =

n−1S
r=0

S(ZBn , r)

for S(ZBn , r1) ∩ S(ZBn , r2) = ∅, r1 6=r2. Let s =< s[0]...s[n − 2]B >B∈
S(ZBn ,n − 1). Then
F 2: <s[0]...s[n− 2] B>B →<s[0] s[1] B s[2]...s[n− 2]>B,
F j2: <s[0]...s[n−2] B>B →<s[0]...s[j−1] s[j] B...s[n−2]>B ∈ S(ZBn , j )

for j=1, n− 1. (2)
Thus,
F2 : S(Z

B
n , j )→ S(ZBn , j + 2) for j=0, n− 3,

F2 : S(ZBn ,n − 2)→ S(ZBn , 1),
F2 : S(Z

B
n ,n − 1)→ S(ZBn , 2).

Hence, S(ZBn ,n−1)F2=S(ZBn , 0)F2=S(ZBn , 2)This implies that S(ZBn , 0)
F−1
2 =∅. Items (3)-(6) follow from (1) and (2).
We consider regular transformations ψA: S(ZAn )→ S(ZAn ), ψB: S(Z

B
n )→

S(ZBn ), ϑA: S(Z
A
n )→ S(ZAn ), ϑB: S(Z

B
n )→S(ZBn ), where

ψA: <s[0]...s[n− 2] A>A →<A s[0]...s[n− 2]>A,
ψA:<s[0]...s[k] A s[k+1]...s[n−1]>A →<s[0]...s[k] s[k+1] A...s[n−2]>A

for k=0, n− 2
ψB: <s[0]...s[n− 2] B>B →<B s[0]...s[n− 2]>B ,
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ψB:<s[0]...s[k] B s[k+1]...s[n−1]>B →<s[0]...s[k] s[k+1] B...s[n−2]>B
for k=0, n− 2.

ϑA: <s[0]...s[n− 2] A>A →<A s[1] s[2]...s[n− 2] s[0]>A,
ϑA:<s[0]...s[k] A s[k+1]...s[n−1]>A →<s[0]...s[k] s[k+1] A...s[n−2]>A

for k=0, n− 2
ϑB: <s[0]...s[n− 2] B>B →<B s[1]s[2]...s[n− 2] s[0]>B,

ϑB:<s[0]...s[k] B s[k+1]...s[n−1]>B →<s[0]...s[k] s[k+1] B...s[n−2]>B
for k=0, n− 2.
It is clear that < ψA >, < ϑA > and < ψB >, < ϑB > are cyclic groups.
Note that ψA, ϑA are two regular modiÞcations of F 1 and < ψB >,

< ϑB > are two regular modiÞcations of F 2. It is not hard to prove
that < ψA > is a cyclic group of order n. s0 ∈ (s) < ψA> iff s∼As0. The
group < ψA > has (n−1)! orbits and |(s) < ψA> | = n. < ϑA > is a cyclic

group of order n(n − 1)and (s) < ϑA > =
n−1S
k=1

(s) ηk < ψA >. There ex-

ist the following isomorphism of groups < ψA>∼=< ψB>, < ϑA>∼=< ϑB>,
< η,ψA>∼=< ϑA>, < η,ψB>∼=< ϑB>.
Let s∈S(ZABn ) such that s[k1] =A, s[k2] =B. Denote

distA(s) =




<−+−
>−−

,for     1
,for     1

1212

1212

kkkkn
kkkk

distB(s) =




>−+−
<−−

.for     1
,for     1

1221

1221

kkkkn
kkkk

Let the transformation τ : S(ZABn )→S(ZABn ) be given by
τ : <s[0]...s[k1−1]A s[k1+1]...s[k2−1]B s[k2+1]...s[n−3]>→<s[0]...s[k1+

1] A... s[k2 + 1] B...s[n − 3]>for|k1 − k2| > 1.
τ : <s[0]...A B s[k] s[k + 1]...s[n − 3]>→ <s[0]...s[k] A B

s[k + 1]...s[n − 3]>,
τ : <s[0]...B A s[k] s[k + 1]...s[n − 3]>→ <s[0]...s[k] B A

s[k + 1]...s[n − 3]>.
It is easy to prove that the transformation group < τ >is an 1/2-

transitive cyclic group of order n. For any s ∈ S(ZABn ) the orbit (s) < τ >
of s is the set {s0|distA(s0) = distA(s), s0 ∈ ∆ABs }, |(s) < τ > | = n. For
any s ∈ S(ZABn )the stabilizer < τ >s= E .

Proposition 9 Let <ψA, ψB>be a transformation group of Sn. Then

1. <ψA, ψB>is an 1/2-transitive group.(s)<ψA,ψB>=∆ABs and |∆ABs |
=n(n − 1 ).
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2. <ψA, ψB>has (n − 2 )! orbits.

3. the sets Ωk= {s0|distA(s0) = k , s0 ∈ ∆ABs }, where k=0, n− 2, |Ωk|=n
are imprimitive blocks of < ψA,ψB >∆

AB
s .

4. < ψA,ψB >
∆AB

s

Ωk
=< ψjψA

j
B|j =0, n− 2> for any k=0, n− 1.

5. the group acting on imprimitive blocks is isomorphic to Zn−1.

6. | < ψA,ψB> | = (n − 1 )n2.

The proof is omitted.

Proposition 10 Let ΩAB=S(ZABn )\(S(ZAn ,0)∪S(ZBn ,0)). Then
1. ΩAB< F 1,F 2>=ΩAB. def(< F 1,F 2>, Z

AB
n )=2 (n − 1 )! and def(F 1

F 2, ZABn )= def(F 2F 1, ZABn )=2 (n − 1 )!− (n − 2 )!.

2. s0 ∈ (s)<F 1, F 2>ΩAB iff s∼ABs0 and |(s)<F 1, F 2>ΩAB |=(n − 1 )
(n − 2 ).

3. the group < F 1,F 2>
ΩAB has (n − 2 )! orbits.

4. the group < F 1,F 2>
ΩAB is isomorphic to the transformation group

<ψA, ψB>
S(ZAB

n−1).

Proof. The domain of the transformations F1F2, F2F1 is
S(ZABn )=

S
r1 6=r2

S(ZABn , r1, r2).

From proposition 8 and S(ZBn , 0) ∩ S(ZAn , 0) = ∅ for F1F2 we have
S(ZAn ,n − 1)F1 = S(ZAn , 0)F1 = S(ZAn , 1),

(S(ZABn )\S(ZAn , 0))F2=((S(ZBn , 0)\S(ZABn , 1, 0)) ∪ S(ZABn , 1, 0)∪
ΩAB)F2=(S(ZBn , 2)\S(ZABn , 0, 2)) ∪ S(ZABn , 0, 2) ∪ΩAB=S(ZABn , 0, 2) ∪

ΩAB.
Similarly, for F 2F 1 we get

S(ZBn ,n − 1)F2 = S(ZBn , 0)F2 = S(ZBn , 2),
(S(ZABn )\S(ZBn , 0))F1=((S(ZBn , 0)\S(ZABn , 0, 1)) ∪ S(ZABn , 0, 1)∪
ΩAB)F1=(S(ZBn , 1)\S(ZABn , 1, 0)) ∪ S(ZABn , 1, 0) ∪ΩAB=S(ZABn , 1, 0) ∪

ΩAB.
Thus,
S(ZABn )F1F2 = S(ZABn , 0, 2) ∪ ΩAB , S(ZABn )F2F1 = S(ZABn , 1, 0) ∪

ΩAB.
This means that

def(F1F2, Z
AB
n ) = def(F2F1, Z

AB
n ) = 2(n− 1)!− (n− 2)!.

Note that (S(ZABn , 0, 2) ∪ ΩAB)F1 = ZAB, (S(Z
AB
n , 1, 0) ∪ ΩAB)F2 =

ΩAB.
From ΩAB F−11 = ΩAB, ΩAB F−12 = ΩAB we have ΩAB < F1,F2 >=

ΩAB.
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The proof of items (b)-(d) is straightforward.
From propositions 9 and 10 we obtain that |<F1, F2>|≤ n2(n− 1).

Corollary 11 If states of Solitaire are the following permutations:

1. s =<A s[1] s[2]...s[ n − 2 ] B>∈S(ZABn );

2. s = <s[0] s[1] s[2]...s[ n − 3 ] A B >∈S(ZABn );

3. s = <s[0]...s[ p − 1 ] B s[ p+1]...s[ n − 2 ] A>∈S(ZABn ), where

p∈{0, n− 2};
4. s = <s[0]...s[ p − 1 ] A s[ p+1]...s[ n − 2 ] B>∈S(ZABn ), where

p∈{0, n− 4}∪{n − 2}
then (s)F−1=∅.

Corollary 12 Let ΩAB=S(ZABn )\(S(ZAn ,0)∪S(ZBn ,0)) and a substitution
π: {3, 4}→{3, 4}. Then
1. (S(ZABn , 0, 2)∪ΩAB)(Fπ(3) Fπ(4)) (F 1F 2Fπ(3)Fπ(4))−1=∅, def(F 1
F 2Fπ(3)Fπ(4), ZABn )=2 (n − 1 )!− (n − 2 )!.

2. (S(ZABn ,0,2)∪ΩAB) (Fπ(3)Fπ(4)F 1F 2)−1=∅, def(Fπ(3)Fπ(4)F 1F 2.
ZABn )=2 (n − 1 )!− (n − 2 )!.

3. (S(ZABn ,1,0)∪ΩAB)(Fπ(3)Fπ(4))(F 2F 1Fπ(3)Fπ(4))−1=∅,def(F 2F 1
Fπ(3)Fπ(4), ZABn )=2 (n − 1 )!− (n − 2 )!.

4. (S(ZABn ,1,0)∪ΩAB) (Fπ(3)Fπ(4)F 2F 1)−1=∅, def(Fπ(3)Fπ(4)F 2F 1,
ZABn )=2 (n − 1 )!− (n − 2 )!.

The proof follows from proposition 10.

Proposition 13 In the following proposition we describe properties of the
<F1, F2, F3> semigroup.

1. If s∈S(ZABn ), then (s)<F 1, F 2, F 3>= S(ZABn ).

2. Let Λ={ S(ZABn , r1, r2)|r1,r2=0, n− 1, r16=r2}, g∈<F 1, F 2, F 3>
and ∆ ∈ Λ. Then ∆g∩ ∆=∆ or ∆g∩ ∆=∅ . |Λ| = n(n − 1 ).

3. Let s∈S(ZABn ), ∆s={s0|s0 ∼ABs, s0 ∈S(ZABn )}. Then the transforma-
tion semigroup G of Λ is isomorphic to the semigroup < F 1,F 2>

∆s .

4. Let Ω = S(Z
AB
n )\(S(ZA

n , 0 ) ∪ S(ZB
n , 0 ) ∪ S(ZB

n ,n − 1 ) ∪ S(ZA
n ,

n − 1 )) Then < F 1,F 2,F 3>
Ω is transitive and | < F 1,F 2,F 3>

Ω| =
(n − 2 )!. The group < F 1,F 2,F 3>

Ω is isomorphic to

<ψA, ψB, F 3>S(Z
AB
n−2).
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Proof. Note that
F 3: S(ZABn , r1,r2)→ S(ZABn , n − r2 − 1,n − r1 − 1),
F 1: S(ZABn , r1,r2)→ S(ZABn , r1+1,r2) for r1 + 1 6= r2 and r16=n− 1,
F 1: S(ZABn , n − 1 ,r2)→ S(ZABn , 1,r2+1) for r2 6=0,
F 1: S(ZABn , n − 1 ,0 )→ S(ZABn , 1, 0) for r2 6=0,
F 1: S(ZABn , r1,r2)→ S(ZABn , r2,r1) for r1 + 1 = r2 and r16=n− 1,
F 2: S(ZABn , r1,r2)→ S(ZABn , r1,r2+2) for r1 − r2 /∈{1, 2}and r2 /∈{n −

2,n − 1},
F 2: S(ZABn , r1,r2)→ S(ZABn , r1 − 1,r1+1) for r1 − r2 ∈{1, 2}, r2 /∈{n −

2,n − 1},
F 2: S(ZBn , r1, n − 2)→ S(ZBn , r1+1,1) for r1 ∈{2, n− 3},
F 2: S(ZBn , r1, n − 1)→ S(ZBn , r1+1, 2) for r1 ∈{0, 1},
F 2: S(ZBn , r1, n − 2)→ S(ZBn , r1,1) for r1 ∈{0, n − 1},
By the above it follows that for any g ∈< F1, F2, F3 > and ∆ ∈ Λ we

have ∆g∩ ∆=∆ or ∆g∩ ∆=∅. Since |S(ZABn )| = n! and |S(ZABn , r1, r2)| =
(n−2)!, r1,r2=0, n− 1, r1 6=r2, we get |Λ| = |S(ZABn )|\|S(ZABn , r1, r2) =
n(n− 1).
It is obviously that < F1,F 2 >

Λ∼=< F1, F2 >S(Z
AB
n )and S(ZABn ,n−r2−

1,n − r1 − 1) ∈ S(ZABn , r1, r2) < F1,F 2 >. Therefore, the transformation
semigroup G of Λ is isomorphic to the semigroup < F1,F 2 >

∆s .
Let s =< s[0] s[1]...s[j − 1] s[j] s[j + 1]...s[n− 3] A B>and s(j) =< s[j]

s[1]...s[j − 1] s[0] s[j + 1]...s[n− 3] A B>, j=1, n− 3.
We will prove that for any j=1, n− 3, s(j) ∈ (s) < F1, F2, F3 >. The

following are true.
<s[0]A s[1]...s[j − 1] B s[j] s[j + 1]...s[n− 3]>∈<s[0] s[1]...s[j − 1] s[j]

s[j + 1]...s[n− 3] A B>< F1,F2 >,
<s[0] A s[1]...s[j−1]B s[j]s[j+1]...s[n−3]>F 3 =<s[j] s[j+1]...s[n−3]

A s[1]...s[j − 1] B s[0]>,
<s[j]A s[j +1]...s[n− 3] s[1]...s[j − 1]B s[0]>∈<s[j] s[j +1]...s[n− 3] A

s[1]...s[j − 1] B s[0]>< F1,F2 >,
<s[j] A s[j+1]...s[n−3] s[1]...s[j−1] B s[0]>F 3 =<s[0]A s[j+1]...s[n−3]

s[1]...s[j − 1] B s[j]>,
<s[0] s[j+1]...s[n−3] A s[1]...s[j−1] B s[j]>∈<s[0] A s[j+1]...s[n−3]

s[1]...s[j − 1] B s[j] >< F1,F2 >,
<s[0] s[j +1]...s[n− 3] A s[1]...s[j − 1]B s[j]>F 3 =<s[j]A s[1]...s[j − 1]

B s[0]s[j + 1]...s[n− 3]>,
<s[j] A s[1]...s[j − 1] B s[0] s[j + 1]...s[n− 3]>∈<s[j]A s[1]...s[j − 1] B

s[0]s[j + 1]...s[n− 3]><F 1, F 2>.
Therefore, for any j=1, n− 3 we get s(j) ∈ (s) < F1, F2, F3 >.
Since, <s[0]...s[n− 3] A B>F 3= <A B s[0]...s[n− 3]>, we have <A B

s[0]...s[n− 3]>∈ (s) < F1,F2,F3 >.
Thus, transpositions (s, s(j)) ∈<F 1, F 2, F 3>It is well known that the

symmetric group Sn is generated by transpositions (0, j), j=1, n− 1. There-
fore, Sn = (s) < F1, F2, F3 >.
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Item 4 follows from proposition 10 and item 1.
Recall [5] that a semigroupG divides a semigroup H (denote G|H ) if

there exist a subsemigroup R of H such that G is isomorphic to R.
It is easily shown that < F2 > | < F1,F3 >,< F1 > | < F2,F3 >.

Theorem 14 < F 1,F 2,F 3>
∼=< F 1,F 3>

∼=< F 2,F 3>.

Proof. The proof follows from proposition 9.

Theorem 15 Let the set Ω={S(ZABn , r1, r2)|r1, r2=0, n− 1, r16=r2} and
< ψA,F 3> be the transformation group of S(ZAB

n ). Then

1. < ψA,F 3> is imprimitive on S(ZAB
n ).

2. the sets S(Z
AB
n , r1, r2), where r1,r2=0, n− 1,r16=r2, are imprimitive

blocks of < ψA,F 3> and |S(ZAB
n , r1, r2)| = (n − 2 )!.

3. the number of imprimitive blocks is n(n − 1 ), i.e. |Ω |= n(n − 1 ).

4. the transformation group G of Ω is isomorphic to <ψA, ψB>.

5. < ψA,ψB,F 3>
∼=< ψA,F 3>

∼=< ψB,F 3> .

This proposition can be proved as proposition 13 for semigroups.

5 Conclusion

In this paper we began to investigate semigroups and groups properties of
the Solitaire stream cipher and its regular modiÞcations. We described the
groups < F3 >, < F4 > , < F3, F4 > and proved that the group < F3, F4 >
is an intransitive group.
Also we described properties of the semigroups < F 1> and < F 2> . As

particular, we proved that < F 1> and < F 2> are isomorphic
We proposed and investigated group properties of regular modiÞcations

of the Solitaire stream cipher It was considered group properties of < ψA >,
< ψB > which are regular modiÞcations of < F1 >, < F2 >. We found
that < ψA > and < ψB > are isomorphic; | < ψA,ψB > | = n2(n− 1) and
| < F1, F2 > | ≤ n2(n− 1).
We obtained that semigroups < F1, F2, F3 >, < F1, F3 > and < F2, F3 >

are isomorphic This property is the same as for proposed regular modiÞ-
cations of Solitaire, i.e.< ψA,ψB ,F 3>

∼=< ψA,F 3>
∼=< ψB,F 3> .

We proved that some properties of the semigroup properties of Solitaire
and its regular modiÞcations are the same. Therefore, we can use or inves-
tigate proposed regular modiÞcations of Solitaire.
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