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Abstract. In this paper, we present One-key CBC MAC (OMAC) and
prove its security for arbitrary length messages. OMAC takes only one
key, K (k bits) of a block cipher E. Previously, XCBC requires three
keys, (k + 2n) bits in total, and TMAC requires two keys, (k + n) bits
in total, where n denotes the block length of E.

The saving of the key length makes the security proof of OMAC sub-
stantially harder than those of XCBC and TMAC.
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1 Introduction

1.1 Background

The CBC MAC [6,7] is a well-known method to generate a message authentica-
tion code (MAC) based on a block cipher. Bellare, Kilian, and Rogaway proved
the security of the CBC MAC for fixed message length mn bits, where n is the
block length of the underlying block cipher E [1]. However, it is well known that
the CBC MAC is not secure unless the message length is fixed.

Therefore, several variants of CBC MAC have been proposed for variable
length messages.

First Encrypted MAC (EMAC) was proposed. It is obtained by encrypting
the CBC MAC value by E again with a new key K5. That is,

EMACK17K2 (M) = EKz (CBCKI (M)) )

where M is a message, K1 is the key of the CBC MAC and CBCg, (M) is the
CBC MAC value of M [2]. Petrank and Rackoff then proved that EMAC is
secure if the message length is a positive multiple of n [11] (Vaudenay showed
another proof by using decorrelation theory [14]). Note that, however, EMAC
requires two key schedulings of the underlying block cipher F.

Next Black and Rogaway proposed XCBC which requires only one key schedul-
ing of the underlying block cipher E [3]. XCBC takes three keys: one block cipher
key K1, and two n-bit keys K5 and K5. XCBC is described as follows (see Fig. 1).



Fig. 1. llustration of XCBC.

Table 1. Comparison of key length.

XCBC [3] | TMAC [9] |OMAC (This paper)
key length|(k + 2n) bits|(k + n) bits k bits

— If |[M| = mn for some m > 0, then XCBC computes exactly the same as the
CBC MAC, except for XORing an n-bit key Ko before encrypting the last
block.

— Otherwise, 10? padding (i = n—1—|M| mod n) is appended to M and XCBC
computes exactly the same as the CBC MAC for the padded message, except
for XORing another n-bit key K3 before encrypting the last block.

However, drawback of XCBC is that it requires three keys, (k + 2n) bits in
total.

Finally Kurosawa and Iwata proposed Two-key CBC MAC (TMAC) [9].
TMAC takes two keys, (k4 n) bits in total: a block cipher key K7 and an n-bit
key K3. TMAC is obtained from XCBC by replacing (Ks, K3) with (K3 -u, K3),
where u is some non-zero constant and “” denotes multiplication in GF(2").

1.2 Owur Contribution

In this paper, we present One-key CBC MAC (OMAC) and prove its security
for arbitrary length messages. OMAC takes only one key, K of a block cipher
E. The key length, k bits, is the minimum because the underlying block cipher
must have a k-bit key K anyway. See Table 1 for a comparison with XCBC and
TMAC (See Appendix A for a detailed comparison).

OMAC is a generic name for OMAC1 and OMAC2. OMACI is obtained from
XCBC by replacing (Ko, K3) with (L -u, L -u?) for some non-zero constant u in
GF(2"), where L is given by

L=Eg(0") .

OMAC?2 is similarly obtained by using (L -u, L -u~!). We can compute L - u,
L-utand L-u? = (L - u) - u efficiently by one shift and one conditional XOR
from L, L and L - u, respectively.

OMACI (resp. OMAC?2) is described as follows (see Fig. 2).



Fig. 2. [llustration of OMAC1. Note that L = Ex(0"™). OMAC?2 is obtained by replac-
ing L -u® with L -u~"' in the right figure.

— If |[M| = mn for some m > 0, then OMAC computes exactly the same as
the CBC MAC, except for XORing L - u before encrypting the last block.

— Otherwise, 10? padding (i = n—1—|M| mod n) is appended to M and OMAC
computes exactly the same as the CBC MAC for the padded message, except
for XORing L - u? (resp. L-u~!) before encrypting the last block.

Note that in TMAC, K5 is a part of the key while in OMAC, L is not a part
of the key and is generated from K.

This saving of the key length makes the security proof of OMAC substantially
harder than that of TMAC, as shown below. In Fig. 2, suppose that M[1] = 0.
Then the output of the first Fx is L. The same L always appears again at the
last block. In general, such reuse of L would get one into trouble in the security
proof.

(In OCB mode [13] and PMAC [5], L = Ex(0™) is also used as a key of a
universal hash function. However, L appears as an output of some internal block
cipher only with negligible probability.)

Nevertheless we prove that OMAC is as secure as XCBC, where the security
analysis is in the concrete-security paradigm [1]. Further OMAC has all other
nice properties which XCBC (and TMAC) has. That is, the domain of OMAC
is {0,1}*, it requires one key scheduling of the underlying block cipher E and
max{1, [|M]|/n]} block cipher invocations.

1.3 Other Related Work

Jaulmes, Joux and Valette proposed RMAC [8] which is an extension of EMAC.
RMAC encrypts the CBC MAC value with K5 @ R, where R is an n-bit random
string and it is a part of the tag. That is,

RMACk, x,(M) = (Ex,er(CBCk, (M), R) .

They showed that the security of RMAC is beyond the birthday paradox limit.
(XCBC, TMAC and OMAC are secure up to the birthday paradox limit.)



2 Preliminaries

2.1 Notation

We use similar notation as in [13,5]. For a set A, x £ A means that x is
chosen from A uniformly at random. If a,b € {0,1}* are equal-length strings
then a @ b is their bitwise XOR. If a,b € {0,1}* are strings then a o b denote
their concatenation. For simplicity, we sometimes write ab for a o b if there is no
confusion.

For an n-bit string @ = ap—1---a1ag € {0,1}", let a < 1 = ap_2---a1ao0
denote the n-bit string which is a left shift of a by 1 bit, while a > 1 =
0a;,_1 ---azaq denote the n-bit string which is a right shift of a by 1 bit.

If a € {0,1}* is a string then |a| denotes its length in bits. For any bit string
a € {0,1}* such that |a| < n, we let

alo~lel=1if |a| < n,
a if |a] = n.

pad, (a) = { (1)

Define ||a||, = max{1, [|a|/n]}, where the empty string counts as one block.
In pseudocode, we write “Partition M into M[1]--- M[m]” as shorthand for “Let
m = || M ||, and let M[1],..., M[m] be bit strings such that M[1]---M[m] =M
and |[M[i]| =nfor 1 <i<m.

2.2 CBC MAC

The block cipher F is a function E : Kg x {0,1}"™ — {0,1}", where each
E(K,-) = Ek(-) is a permutation on {0,1}", Kg is the set of possible keys
and n is the block length.

The CBC MAC [6, 7] is the simplest and most well-known algorithm to make
a MAC from a block cipher E. Let M = M[1]o M[2] o--- 0o M|m] be a message
string, where |M([1]| = |M[2]| = --- = |M[m]| = n. Then CBCg (M), the CBC
MAC of M under key K, is defined as Y [m], where

Yi| = Ex(M[i] & Y[i — 1))

fori=1,...,m and Y[0] = 0™. Bellare, Kilian and Rogaway proved the security
of the CBC MAC for fixed message length mn bits [1].

2.3 The Field with 2™ Points

We interchangeably think of a point a in GF(2") in any of the following ways: (1)
as an abstract point in a field; (2) as an n-bit string a,_1 - --a1a0 € {0,1}"; (3)
as a formal polynomial a(u) = 1w 44 aju+ag with binary coefficients.

To add two points in GF(2"), take their bitwise XOR. We denote this oper-
ation by a @ b.

To multiply two points, fix some irreducible polynomial f(u) having binary
coefficients and degree n. To be concrete, choose the lexicographically first poly-
nomial among the irreducible degree n polynomials having a minimum number



of coefficients. We list some indicated polynomials (See [10, Chapter 10] for other
polynomials).

f@=u*+ut+uwd+u+1 for n = 64,
f@=u®+u"+uv?+u+1 forn=128, and
fu) =u?®® +ul% 4 u® +u?+1 for n = 256.

To multiply two points a € GF(2") and b € GF(2"), regard a and b as polyno-
mials a(u) = a,_1u" L+ -+ aju+ag and b(u) = b,_1u™ L + -+ + byu + by,
form their product ¢(u) where one adds and multiplies coefficients in GF(2), and
take the remainder when dividing c(u) by f(u).

Note that it is particularly easy to multiply a point a € {0,1}™ by u. For
example, if n = 128,

o Jaxl if a127 =0, (2)
@07 (a < 1) © 012010000111 otherwise.

Also, note that it is easy to divide a point a € {0,1}"™ by u, meaning that one
multiplies a by the multiplicative inverse of u in the field: a - u~!. For example,
if n = 128,

1 Jax>1 if ag =0,
an = {(a > 1) @ 101201000011 otherwise. (3)

3 Basic Construction

In this section, we show a basic construction of OMAC-family.

OMAC-family is defined by a block cipher E : Kg x {0,1}" — {0,1}", an
n-bit constant Cst, a universal hash function H : {0,1}" x X — {0,1}", and
two distinct constants Csti,Csts € X, where X is the finite domain of H.

H, Cst; and Csts must satisfy the following conditions while Cst is arbitrary.
We write Hy(+) for H(L,-).

1. For any y € {0,1}", the number of L € {0,1}" such that Hy(Csty) =y is
at most €7 - 2™ for some sufficiently small €.

2. For any y € {0,1}™, the number of L € {0,1}" such that Hy(Cste) = y is
at most ey - 2™ for some sufficiently small €.

3. For any y € {0,1}", the number of L € {0,1}" such that Hp(Csty) &
Hp (Cstg) =y is at most €3 - 2™ for some sufficiently small e3.

4. For any y € {0,1}", the number of L € {0,1}" such that H,(Cst1)® L =1y
is at most €4 - 2" for some sufficiently small e4.

5. For any y € {0,1}", the number of L € {0,1}" such that Hy(Csta) ® L =y
is at most €5 - 2™ for some sufficiently small €5.

6. For any y € {0,1}", the number of L € {0,1}" such that Hy(Csty) &
Hp(Cste) @ L =y is at most g - 2™ for some sufficiently small eg.

Remark 3.1. Property 1 and 2 says that Hp(Csty) and Hp(Csty) are almost
uniformly distributed. Property 3 is satisfied by AXU (almost XOR universal)
hash functions [12]. Property 4, 5, 6 are new requirements introduced here.



Algorithm OMAC-family .- (M)
L — Ek(Cst)
Y[0] — 0"
Partition M into M[1]--- M[m)]
for i<—1tom—1do
X[i] — M[i]@Y[i — 1]
Y[i] — Ex (X[i)
X[m] — pad, (M[m]) ©Y[m —1]
if |[M[m]| = n then X[m] «— X[m] ® Hr(Cst1)
else X[m] «— X[m] @ Hr(Cstz)
T — Ex(X[m))
return T'

Fig. 3. Definition of OMAC-family.

Fig. 4. Nllustration of OMAC-family.

The algorithm of OMAC-family is described in Fig. 3 and illustrated in Fig. 4,
where pad, (-) is defined in (1).

The key space I of OMAC-family is K = Kg. It takes a key K € Kg and a
message M € {0,1}*, and returns a string in {0,1}".

4 Proposed Specification

In this section, we present two specifications of OMAC-family: OMAC1 and
OMAC2. We use OMAC as a generic name for OMAC1 and OMAC2.

In OMACT we let Cst = 0", Hy(z) = L-x, Cst; = uand Csty = u?, where “.”
denotes multiplication over GF(2"). Equivalently, L = Fx (0"), H.(Csty1) = L-u
and Hp(Csty) = L -u? OMAC?2 is the same as OMAC1 except for Csty =
u~! instead of Csty = u?. Equivalently, L = Ex(0"), Hp(Cst1) = L-u and
HL(CStQ) =L -u L

Note that L-u, L-u~! and L-u? = (L -u)-u can be computed efficiently by
one shift and one conditional XOR from L, L and L - u, respectively as shown
in (2) and (3). It is easy to see that the conditions in Sec. 3 are satisfied for
€1 =---=¢€g =2"" in OMACI and OMAC2.

OMACI and OMAC?2 are described in Fig. 5 and illustrated in Fig. 2.



Algorithm OMAC1x (M)
L «— EK(On)
Y[0] — o™
Partition M into M|[1]--- M[m)]
for i<—1tom—1do
X[i] — M@ @ Y[i —1]
Yii] — Ex (X[i)
X[m]  pad, (M(m]) & Ym — 1]
if | M[m]|=n
then X[m] — X[m]® L-u
else X[m] «+ X[m| @ L -u*

Algorithm OMAC2x (M)
L <—EK(On)
Y[0] — 0"
Partition M into M|[1]--- M[m)]
for i <1 tom—1 do
X[i] — M) &Y —1]
Y[i] — Eie(X[i)
X[m] — pad, (M[m]) & Y[m — 1]
if | M[m]|=n
then X[m] — X[m]® L -u
else X[m] «+ X[m| @ L-u™!

T — Ex(X[m])
return T

T — Ex(X[m])
return T

Fig. 5. Description of OMAC1 and OMAC?2.

5 Security of OMAC-Family

5.1 Security Definitions

Let Perm(n) denote the set of all permutations on {0,1}". We say that P is a
random permutation if P is randomly chosen from Perm(n).

The security of a block cipher E can be quantified as Adv%" (¢, ¢), the max-
imum advantage that an adversary A can obtain when trying to distinguish
Ek(-) (with a randomly chosen key K) from a random permutation P(-), when
allowed computation time ¢ and ¢ queries to an oracle (which is either Ex (-) or
P(+)). This advantage is defined as follows.

def

Adv?P(A) € Pr(K & Kg : AP = 1) — Pr(P & Perm(n) : AP0 =1)

AdVRP(t, q) max {AdvEP(A)}
We say that a block cipher E is secure if Adv% (¢, ¢) is sufficiently small.
Similarly, a MAC algorithm is a map F : K x {0,1}* — {0,1}", where Kp
is a set of keys and we write Fx (-) for F(K,-). We say that an adversary AFx()

forges if A outputs (M, Fx(M)) where A never queried M to its oracle Fg(+).
Then we define the advantage as

AdvpRc(A) o Pr(K EKp: AFRO) forges)

AQVR(t,q, 1) ' max {RdvEE(A)}

where the maximum is over all adversaries who run in time at most ¢, make at
most g queries, and each query is at most p bits. We say that a MAC algorithm
is secure if AdvR*°(¢, ¢, ) is sufficiently small.

Let Rand(*,n) denote the set of all functions from {0,1}* to {0,1}™. This

set is given a probability measure by asserting that a random element R of



Rand(*,n) associates to each string M € {0,1}* a random string R(M) €
{0,1}™. Then we define the advantage as

AdviPT(A) ' Pr(K £ Kp 0 AP0 = 1) — Pr(R & Rand(,n) : ARO) =1)

AdvP (¢, g, 1) def max {Adv}iprf(A)}

where the maximum is over all adversaries who run in time at most ¢, make at
most ¢ queries, and each query is at most ;4 bits. We say that a MAC algorithm
is pseudorandom if Adv}lprf(t, q, ) is sufficiently small (viprf stands for Variable-
length Input PseudoRandom Function).

Without loss of generality, adversaries are assumed to never ask a query

outside the domain of the oracle, and to never repeat a query.

5.2 Theorem Statements

We first prove that OMAC-family is pseudorandom if the underlying block cipher
is a random permutation P (information-theoretic result). This proof is much
harder than the previous works because of the reuse of L as explained Sec. 1.2.

Lemma 5.1 (Main Lemma for OMAC-family). Suppose that H, Csty and
Csto satisfy the conditions in Sec. 3 for some sufficiently small €, ..., €5, and
let Cst be an arbitrarily n-bit constant. Suppose that a random permutation
P € Perm(n) is used in OMAC-family as the underlying block cipher. Let A be
an adversary which asks at most q queries, and each query is at most nm bits
(m is the mazimum number of blocks in each query). Assume m < 2"/4. Then

Pr(P & Perm(n) : AOMAC-familyp () — 1)

2 2 2 4
—Pr(R bl Rand(x,n) : ARC) = 1)} < % ' (7m27n+ +3m2€) ; W

where € = max{ey, ..., €g}.

A proof is given in the next section.
The following results hold for both OMAC1 and OMAC2. First, we obtain
the following lemma by substituting e = 27" in Lemma 5.1.

Lemma 5.2 (Main Lemma for OMAC). Suppose that a random permuta-
tion P € Perm(n) is used in OMAC as the underlying block cipher. Let A be
an adversary which asks at most q queries, and each query is at most nm bits.
Assume m < 2" /4. Then

Pr(P i Perm(n) : AOMACP() — 1)

2 2
—Pr(R & Rand(x,n) : AR = 1)| < (5771274;1)(1 |



We next show that OMAC is pseudorandom if the underlying block cipher E
is secure. It is standard to pass to this complexity-theoretic result from Lemma
5.2. (For example, see [1, Section 3.2] for the proof technique. In [1, Section 3.2],
it is shown that a complexity-theoretic advantage of the CBC MAC is obtained
from its information-theoretic advantage.)

Corollary 5.1. Let E : Kg x {0,1}" — {0,1}"™ be the underlying block cipher
used in OMAC. Then

(5m? + 1)¢?

Advg‘f\;{AC(t, q,nm) < om

+ AdviP (¢, ¢)
where t' =t + O(mq) and ¢ =mq+ 1.

Finally we show that OMAC is secure as a MAC algorithm from Corollary 5.1
in the usual way. (For example, see [1, Proposition 2.7] for the proof technique. In
[1, Proposition 2.7], it is shown that pseudorandom functions are secure MACs.)

Theorem 5.1. Let E : Kg x {0,1}" — {0,1}" be the underlying block cipher
used in OMAC. Then
(5m? +1)¢*> +1

Adviac(t, g, nm) < on

+AaviP(t', )
where t' =t + O(mq) and ¢ =mq+ 1.

5.3 Proof of Main Lemma for OMAC-family

Let H, Cst; and Csty satisfy the conditions in Sec. 3 for some sufficiently small
€1,...,€, and Cst be an arbitrarily n-bit constant. For a random permutation
P € Perm(n) and a random n-bit string Rnd € {0,1}", define

Qi(z) € P(x) @ Rnd, Q2(z) = P(x & Rnd) & Rnd,

=r
Qs(z) % P(x & Rnd & Hy(Cst1)), Qu(z) Y P(x & Rnd & Hy(Csta)), (5)
= p

Qs(z) ¥ P(x @ Hy(Cst1)) and  Qg(z) % P(x & Hy(Csta)),

where L = P(Cst). See Fig. 6 for illustrations.

We first show that Q1(-), @Q2(-), Q3(-), Q4(-), @5(-), Qs(-) are indistinguish-
able from a pair of six independent random permutations Pi(-), P(-), Ps(-),

Py(), Bs(-), Bs(-).
Lemma 5.3. Let A be an adversary which asks at most q queries in total. Then
Pr(P & Perm(n);Rnd & {0,1}7 : A1()Qs() = 1)

2 1
—Pr(Py,..., P & Perm(n) : AP O P60) — 1)‘ < 3% ~ <2—n + €> )

where € = max{ey, ..., €6}.



Qi(z) Qa(z) Qs(z) Qa(x) Qs(x) Qs ()
Fig. 6. Illustrations of Q1, Q2 @3, Q4, @5 and Qs. Note that L = P(Cst).

A proof is given in Appendix B.

Next we define MOMAC (Modified OMAC). It uses six independent random
permutations Py, P, P3, Py, Ps, Ps € Perm(n). The algorithm MOMACp, .. p,(-)
is described in Fig. 7 and illustrated in Fig. 8 and Fig. 9.

We prove that MOMAC is pseudorandom.

Lemma 5.4. Let A be an adversary which asks at most q queries, and each
query is at most nm bits. Assume m < 2"/4. Then

A proof is given in Appendix C.
The next lemma shows that OMAC-family () and MOMACp,  p,(-) are
indistinguishable.

Lemma 5.5. Let A be an adversary which asks at most q queries, and each
query is at most nm bits. Assume m < 2" /4. Then

Pr(P & Perm(n) : AOMAC-familyr () — 1)

2.2 1
—Pr(Py,..., B & Perm(n) : AMOMACE, .. (1) — 1)‘ < 3m7q” (2_n + 6>

Proof. Suppose that there exists an adversary A such that
‘Pr(P & Perm(n) : AOMAC-family p(-) _ 1)

3m*¢* (1
—Pr(Py,..., Ps kil Perm(n) : AMOMACE ..rs () — 1)‘ > % . (2_n +e)

By using A, we show a construction of an adversary B 4 such that:

— B4 asks at most mq queries, and
- ‘Pr(P & Perm(n) : Bfil(')’“"QG(‘) =1)
R P Ps() _ 3m?¢* (1
—Pr(Py,...,Ps — Perm(n) : B, =1) >T. 2_n+€ ,

10



Algorithm N[ON[ACP1 ,Py,P3,P4,Ps5,Pg (M)
Partition M into M[1]--- M[m)]
if m > 2 then
X[1] « M[1]
Y[1] — P(X[1])
for i — 2 tom—1 do
X[i] — M[i] @ Y[i — 1]
Y[i] — Pa(X[i])
X[m] < pad,(M[m]) @ Y[m — 1]
if [M[m]| =n then T «— P3(X[m])
else T «— Py(X[m])
if m =1 then
X[m] — pad,, (M[m))
if [M[m]| =n then T «— P5(X[m])
else T «— Ps(X[m])

return T

Fig. 7. Definition of MOMAC.

A L A L Y N 2 L )

Fig. 8. Illustration of MOMAC for |M| > n.

[ v | [M][o]

T T
Fig. 9. Illustration of MOMAC for |M| < n.

which contradicts Lemma 5.3.

Let O1(:),...,06(:) be Ba’s oracles. The construction of B4 is given in
Fig. 10.
When A asks M ("), then B4 computes T(") = MOMACo;, .0, (M(T)) as if

the underlying random permutations are O1, ..., Qg, and returns 7). When A
halts and outputs b, then B4 outputs b.
Now we see that:

— B4 asks at most mgq queries to its oracles, since A asks at most g queries,
and each query is at most nm bits.

- Pr(Py,..., Ps & Perm(n) : Bil(')"”’Pﬁ(') =1)
= Pr(Py, ..., Ps & Perm(n) : AMOMACP i () — 1),

11



Algorithm B¢

1: When A asks its r-th query M)
2: T — MOMACo,,...0,(M™)
3: return 7

4: When A halts and outputs b:

5: output b

Fig. 10. Algorithm B.4. Note that for 1 < ¢ <6, O; is either P; or Q;

D+« Rnd

[TZI @HL(CStl)

Fig. 12. Computation of B4 when O; = Q; for 1 <i <6, and |M| < n.

since B4 gives A a perfect simulation of MOMACpE, . ps(-) if O;(-) = Pi(+)
for 1 <i<6.
— Pr(P Rl Perm(n) : Bgl(')"”’QG(') =1)
=pr(P& Perm(n) : AOMACPO) — 1)
since B4 gives A a perfect simulation of OMACRk(-) if O;(-) = Q.(-) for
1 <4 <6. See Fig. 11 and Fig. 12. Note that Rnd is canceled in Fig. 11.

This concludes the proof of the lemma. a
We finally give a proof of Main Lemma for OMAC-family.

Proof (of Lemma 5.1). By the triangle inequality, the left hand side of (4) is at
most

Pr(P,..., Py < Perm(n) : AMOMACPL () — 1)

—Pr(R & Rand(x,n) : ARG — 1)‘

(6)

+ Pr(P i Perm(n) . JOMAC-family p(-) _ 1)

(7)

12



Lemma 5.4 gives us an upper bound on (6) and Lemma 5.5 gives us an upper
bound on (7). Therefore the bound follows since

(2m? +1)¢>  3m2¢? 1 ¢ [(Tm?+2 )
o T2 o )T gn M
This concludes the proof of the lemma. a
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A Discussions

A.1 Design Rationale

Our choice for OMACT is Cst = 0", Hy(z) = L - x, Cst; = u and Csty = u?,
where “” denotes multiplication over GF(2"™). Similarly, our choice for OMAC2
is Cst = 0", Hy(z) = L - x, Cst; = u and Csty = u~'. Below, we list reasons of
this choice.

— One might try to use Cst; = 1 instead of Cst; = u. In this case, the fourth

condition in Sec. 3 is not satisfied, and in fact, the scheme can be easily
attacked. Similarly, if one uses Csty = 1 instead of Csty = u® or Csty =u™?!,
the fifth condition in Sec. 3 is not satisfied, and the scheme can be easily
attacked. Therefore, we can not use “1” as a constant.

For OMAC1, we adopted u and u? as Cst; and Csty, since L-u and L-u? =
(L -u) - u can be computed efficiently by one left shift and one conditional
XOR from L and L - u, respectively, as shown in (2). Note that this choice
requires only a left shift. This would ease the implementation of OMACI,
especially in hardware.

For OMAC2, we adopted u™! instead of u? as Csty. It requires one right shift
to compute L-u~?! instead of one left shift to compute (L -u)-u. This would
allow to compute both L-u and L-u~! from L simultaneously if both left
shift and right shift are available (for example, the underlying block cipher
uses both shifts).

A.2 On Standard Key Separation Technique

For XCBC, assume that we want to use a single key K of E, where E is the
AES.
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Then the following key separation technique is suggested in [4]. Let K be a
k-bit AES key. Then

K7 = the first & bits of AESk (C14) 0 AESK (Chp),
K2 = AESK(OQ), and
K3 = AESK(Cs)

for some distinct constants Ci4, C1p, C2 and C3. We call it XCBC+kst (key
separation technique). XCBC+kst uses one k-bit key. However, it requires addi-
tional one key scheduling of AES and additional 3 or 4 AES invocations during
the pre-processing time.

Similar discussion can be applied to TMAC. For example, we can let

K, = the first k bits of AESk(C1,) 0o AESK(C1p), and
Ky = AESk(Ch)

for some distinct constants C1,, C1p and Co. We call it TMAC+kst.
We note that OMAC does not need such a key separation technique since its
key length is & bits in its own form (without using any key separation technique).

This saves storage space and pre-processing time compared to XCBC+kst and
TMAC+kst.

A.3 Comparison

Let E : {0,1}* x {0,1}" — {0,1}" be a block cipher, and M € {0,1}* be a
message. We show an efficiency comparison of CBC MAC and its variants in
Table 2, where:

— ({0,1}™)* denotes the set of bit strings whose lengths are positive multiples
of n.

— “K len.” denotes the key length.

— “# K sche.” denotes the number of block cipher key schedulings. For RMAC,
it requires one block cipher key scheduling each time generating a tag.

— #M denotes the number messages which the sender has MACed.

— “4F invo.” denotes the number of block cipher invocations to generate a
tag for a message M, assuming |M| > 0.

— “#F pre.” denotes the number of block cipher invocations during the pre-
processing time. These block cipher invocations can be done without the
message. For XCBC+kst and TMAC+kst, the block cipher is assumed to
be the AES.

Next, let E : {0,1}* x {0,1}™ — {0, 1}" be the underlying block cipher used
XCBC, TMAC and OMAC. In Table 3, we show a security comparison of XCBC,
TMAC and OMAC. We see that there is no significant difference among them.
They are equally secure up to the birthday paradox limit.
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Table 2. Efficiency comparison of CBC MAC and its variants.

| Name | Domain |K len.|#K sche.| #E invo. |#E pre.|
CBC MAC |({0,1}™")™| & 1 |M|/n 0
EMAC [({0,1})7] 2k 2 1+ |M|/n 0
RMAC 0,1} | 2k [1+#M[1+[(M[+1)/n]] ©
XCBC {0,1}* |k+2n 1 [|M]|/n] 0
TMAC {0,1}* |k+n 1 [|M|/n] 0
XCBC+kst| {0,1}" k 2 [|M]|/n] 3or4
TMAC+kst| {0,1}" k 2 [|M]|/n] 20r3
[OMAC [ {01} [ k& [ 1 | [M[/a] [ 1 ]

Table 3. Security comparison of XCBC, TMAC and OMAC.

| Name |Security Bound |
am® +1)¢® + 1

XCBC  |havipo(t.q.nm) < B DEEL g gapm o),

[3, Corollary 2] where t' =t + O(mgq) and ¢’ = mq.

2+ )3 +1
TMAC AdvTiiac(t, ¢, mm) < M + Advi(t', 4),

2
[9, Theorem 5.1] where t' =t + O(mgq) and ¢’ = mq.
T+ )7 +1
OMAC  [nav¥iac(tiq.nm) < O DCHL L puemiy o),
[Theorem 5.1] where t =t + O(mgq) and ¢’ = mq + 1.

B Proof of Lemma 5.3

If A is a finite multiset then #A denotes the number of elements in A.

Let {a,b,c,...} be a finite multiset of bit strings. That is, a € {0,1}*,b €
{0,1}*,c € {0,1}*,... hold. We say “{a,b,c,...} are distinct” if there exists no
element occurs twice or more. Equivalently, {a, b, ¢, ...} are distinct if any two
elements in {a,b, ¢, ...} are distinct.

Before proving Lemma 5.3, we need the following lemma.

Lemma B.1. Let q1,q2, 493,44, g5, g6 be six non-negative integers. For 1 < i <6,
let x(l), .. ,xz(-qi) be fized n-bit strings such that {xz(-l), ... ,xz(-qi)} are distinct.

%

Similarly, for 1 <i <6, let yz(l), e ,yfqi) be fixed n-bit strings such that

— Y U Y 8 are distinet, and

1 . 1 1 5 1 - .
- {y((3 ),...,y:(;%)}U{yfl ),...,yff“)}u{yé ),...,yéq )}U{yé ),...,yé%)} are dis-
tinct.
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Let P € Perm(n) and Rnd € {0,1}". Then the number of (P,Rnd) which satisfies

Qi) =y for1<Yi<q,

Qo(as)) =y for 1 < Vi< g,

Qa(as)) =yy” for 1< Vi< g, )
Qa(al)) =y for1<Yi<q,

Q5($§f)) = yéi) for 1 <Vi<gqs and

Qs(ag)) =y for 1< Vi< qs

is at least (2" — (g +¢%/2) - (1 +€-2")) - (2" — q)!, where ¢ = q1 + -+ + g5 and
€ = max{ey,..., €.

Proof. At the top level, we consider two cases: Cst € {x(ll), cee :cgth)} and Cst &
U

Case 1: Cst € {xgl), e ,x(IQ1)}. Let ¢ be a unique integer such that 1 < ¢ < ¢
(

and Cst = xlc). Let [ be an n-bit variable. First, observe that:
#{11<3i<q,1<3 <2l =2 @y @1} < qugo,
#{11<i<q, 1< <gs, 2! =20 0yl ®le Hi(Cst1)} < qrgs-ea-27,
#{111<%i<q, 1<% <qu2" =20 @yl @le H(Csty)} < qrau-e5-27,
#{11<3i<q,1<3j <g5, 2" =2 @ H(Cst1)} < qugs - e1 - 27,
#{U1<3i<q,1<3j <gs,2") =28 @ H(Csta)} < qugs - e2- 27,
#{11<3 < g1 <3 < g3,28) = 2 @ Hy(Cst1)} < qags - €1 - 27,
#{11<% <21 <7 < quay) =2 @ H(Csta)} < qaga - €2+ 27,
#{11<% <1< < g5, @yl @l =2 @ Hy(Cst1)} < qugs-€a-27,
#{11<% <2, 1<) < o0y @yl” @1 =0 & H(Csta)} < qage- 52",
#{111 <30 < g3,1 <35 < qu, 2 ©Hy(Cst) = 2 ©H (Csta)} < gaqa-es 27,
#{11<3i<g3,1 <75 < g5,2f @y @1 =2} < gags,
#{11<3 <g3,1 <7 < gs,25 @yl? @l Hy(Csty) = 2f) © Hy(Csto)}
< q3qs - €6 - 2",
#{1 <3 < a1 <35 < g5,2)) ©ui” ©1© Hi(Csta) = 2 © Hy(Csta))
< q4q5 - €6 - 2",

#{11<3i<q1<3 <gs,2d @yl @1 =2} < qugs,
#{1|1< 3 < g5,1<3j < g, 20 @H (Cst1) = 2 @ H  (Cst2)} < gsgs-es-2",
#11<%i<q,1<3 < g5 09 @1 =y} < qugs,
#{111<%<q, 1<% <" @y ol =47} <,
#11<3i<q,1<3 < g0 0y @1 =y} < qugs,
#{1<3i<q, 1<% <g, 3" &y 1=y} < qigs,
#1<3 <1 <3 < g5, @ @1 =y} < gags,
#{1<% <1< < gl @y o1 =97} < o,
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#1171 < 00,1 <75 < g5, @} @1 =y} < gags, and
#{U| 1< 3 < go,1<3j < gg,y" ®y§° @l =y"Y < g6,

from the conditions in Sec. 3.

We now fix any [ which is not included in any of the above twenty-three sets.
We have at least (2" — (q1q2+q193-€4-2" +q1qa-€5-2"+q1g5-€1-2" + G196 - €2- 2" +
q2q3-€1-2"+q2qs-€2-2" +q2q5-€4-2" +q2q6 - €5-2" +q3q4-€3-2" + 4305+ ¢3¢ €6 2" +
qaq5-€6-2" +qaq6 + 4596 €3-2" +q193+ G194+ 1G5+ 196+ G243+ 42G1+425+G246 ) ) >
(2" — g% - €-2"/2 — ¢?/2) choice of such I.

Now we let L <+ [ and Rnd « | @ y@. Then we have:

— the inputs to P, {z{",...,2{") 2{" & Rnd,..., 2" & Rnd,z{" @ Rnd @
Hp(Csty), ..., x§q3)@Rnd@HL(0st1), 2! )@Rnd@HL(0st2), ..., 23" ®Rnd®
Hp(Csta), xgl)@HL(Cstl), ol xqu)@HL(Cstl), .’L'él)@HL(CStQ), ol xéqﬁ)@
Hp (Cstq)}, are distinct, and

— the corresponding outputs, {yl1 ®Rnd, ..., y(ql) ®Rnd, yél) ®Rnd, ... ,yé‘”) &

1 1 1 5 1 ;
Rnd, y(D, ..y @ G G ) )y

In other words, for P, the above ¢ + g2 + q3 + g4 + g5 + g input-output pairs are
determined. The remaining 2™ — (q1 + g2 +¢3+ ¢4+ g5 +¢6) input-output pairs are
undetermined. Therefore we have (2" — (¢1 +¢2 +q3 + g1+ g5 + g6))! = (2" — @)!
possible choice of P for any such fixed (L,Rnd).

are distinct.

Case 2: Cst & {x(l) . ((“)} In this case, we count the number of Rnd and L
independently. Then simllar to Case 1, observe that:

#{Rnd | 1 < 7i < ¢9,Cst = xg) ®Rnd} < ¢a,

#{Rnd [1<3i<q,1<3) < g, 2l = (J)@Rnd}<q1q2,
#{Rnd | 1< 3i < g1 <75 <gs, xg)@and—x } < g3s,
#{Rnd | 1< 3 < 4,1 <7 < g2} ®Rud = 2§} < quge,
#{Rnd\1< i<q,1<3j<gs, yP@Rnd y(])}<q1qs,
#{Rnd |1 <3 < 1,1 <% < qu, 9y @Rnd =y} < ququ,
#{Rnd | 1< 3i < q,1 <75 <gs, y()@Rnd y(J)}<q1q5,
#{Rnd |1 < < q,1< J<q6y§)@Rnd '} < quas,
#{Rnd | 1 < i < qp,1 <75 < g3, yé)GBRnd y(J)}<Q2Q3,
#{Rnd | 1< 3 < 2,1 <35 < g,y @ Rnd = 3y} < goqu,
#{Rnd | 1< i < 2,1 <3 < g5,45” ®Rnd = y(J)}<qQQ5, and
#{Rnd | 1 < Z<QQ1<]<Q6y§)@Rnd y }<Q2QG

We fix any Rnd which is not included in any of the above twelve sets. We
have at least (2" — (g2 + q142 + ¢35 + qads + 4143 + 144 + Q105 + Q146 + 42g3 +
@204 + 4205 + q2q6)) > (2" — g — ¢*/2) choice of such Rnd.

Next we see that:
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#{L|1< 3; < g3,Cst = J:g) @Rnd® Hy(Cstq)} < g3-€1-2",
#{L|1<7i < qCst =2} ©Rnd® Hp(Csta)} < qu- €2+ 27,
#{L|1<% <g5,Cot =af) & HL(Cst1)} < g5 €127,
#{L 1<% < qq,Cst =21 @ Hp(Csty)} <o - €227,
#{L[1<%i<q, 1<% <gs,2" =2 @Rnd @ Hp(Csty)} < qrgs - e1 - 27,
#HL(1<¥i<q,1<735< Q47$§i) = mg(lj) @ Rnd® H(Csta)} < q1qgs - €2 - 27,
#{L)1<3i<q, 1< <gs5,2) =2l @ Hy(Cst1)} < qugs - e1 - 27,
#{L 1<% <qi,1<7j <g,2\) =25 ® H (Csta)} < qugs - €2 - 27,
#{L)1<3 <o, 1< <gs,25 =2l @ Hy(Cst1)} < gags - €1 - 27,
#HL[1<Fi< g, 1 <75 < Q47$g) = l‘ij) ® Hp(Csta)} < gaqa - €2 - 27,
#{L)1<% <o, 1<7j < 5,25 G Rnd = 2 & Hp (Cst1)} < ags - 1 - 27,
#{L] 1<% <o, 1< < 5,25 BRnd = 2 & Hy (Csta)} < gags - €2 - 27,
#{L 1<% <g3,1<7j <quq,2l’ ® H(Cst1) = 2 @ Hy(Csta)}

< q3qs - €327,
#{L]1<%i<qs3,1<7j < g2 ®Rod & Hp(Csty) = 2 @ Hp(Csta)}

< g3qe - €3 - 2",
#{L|1<%i<qu1<3j <gs,a) BRnd @ H(Csty) = 2 & Hy(Csty)}

< qugs - €3 - 27,
#{L|1<3i<qs,1<3j <go,2l) ® HL(Csty) = 2 @ Hp(Csta)}

< g5q6 - €3 - 27,
#{L|1<% <q,L=y!" ®Rnd} < qi,
#{L 1<% < gy, L=y ®Rad} < go,
#{L1<3i< g5, L=y} < g,
#{L[1<i<q, L=y} <q,
#{L 1<% < g5, L=y} < g5, and

#{L 1<% < g5, L=1y"} < g5,

from the conditions in Sec. 3.

We now fix any L which is not included in any of the above twenty-two sets.
We have at least (2" —(g3-€1-2"+qq-€2-2"+¢5-€1-2"+q6-€2-2" +q1¢3-€1-2" +q1q4-
€2:2"+qig5-€1-2" +q1G6-€2-2" +qag3-€1-2" +q2qa-€2-2" +q2q5 - €1-2" + 2G5 - €2
2" +q3qa-€3-2" +q3q6-€3-2" +qaq5-€3-2" + 4506 €3-2" +q1 +q2+q3+qa+ g5+ g6)) >
(2" —q-€-2" —¢*-€-2"/2 — q) choice of such L.

Then we have:

— the inputs to P, {Cst, xgl), R xiql), xél) @®Rnd, ..., xé‘”) @ Rnd, xgl) @G Rnd B
Hy(Csty),..., 2\ @Rnd® Hp (Csty), 2" ®Rnd@ H (Csty), .. ., 2% ©Rnde
Hp(Csta), xgl)@HL(Cstl), o xqu)@HL(Cstl), .’L'él)@HL(CStQ), o xéqﬁ)@
Hp(Cstg)}, are distinct, and

— the corresponding outputs, { L, y%”@Rnd, . ,y§Q1)®Rnd, yé”@Rnd, e yé‘mﬂé

1 1 1 5 (1 .
Rnd,y§ ),...,ygqg'),yfl ),...,y§q4),yé ),...,yéq ),yé ),...,yé%)}, are distinct.
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In other words, for P, the above 1+ ¢1 + ¢2 + g3 + ¢4 + ¢5 + gg input-output pairs
are determined. The remaining 2" — (1 + ¢1 + g2+ g3 + g4 + g5 + g¢) input-output
pairs are undetermined. Therefore we have (2" —(1+¢1+¢2+g3+qa+q5+3g6))! =
(2™ — (1 + ¢))! possible choice of P for any such fixed (L,Rnd).

Completing the Proof. In Case 1, we have at least (2" —(q?/2)-(14€-2"))-(2" —q)!
choice of (P,Rnd) which satisfies (8).

In Case 2, we have at least (2" —q —¢?/2)- (2" —q-€-2" —¢* - €-2"/2 —
q) - (2™ — (1 + ¢))! choice of (P,Rnd) which satisfies (8). This bound is at least
(2" —(g+4¢*/2) (1 +€-27))- (2" — ).

This concludes the proof of the lemma. a

We now prove Lemma 5.3.

Proof (of Lemma 5.3). For 1 <i < 6, let O; be either @; or P;. The adversary
A has oracle access to O1, ..., Og. Since A is computationally unbounded, there
is no loss of generality to assume that A is deterministic.

There are six types of queries A can make: (O;, z) which denotes the query
“what is O;(x)?” For the i-th query A makes to O,, define the query-answer pair
(x§i),y§»i)) € {0,1}" x {0,1}", where A’s query was (Oj, :E?) and the answer it
got was y§i)

Suppose that we run A with oracles Oy, ..., Og. For this run, assume that A4
made ¢; queries to O;(-), where g1 + - - - + gg = ¢. For this run, we define view v

of A as

def 1
v = <(y§1),.“’lel))’(yél)’“-’yéqz)),<y§ )""?y§q3))

1 1 s 1
(yé(l ))""yé(lq‘L))’ (yé )7""yéq ))7<yf(3 ))"'7yéqs))> .

For this view, we always have:

(9)

For 1 <j <6, {y§1), . ,yﬁqi)} are distinct.
We note that since A never repeats a query, for the corresponding queries, we
have:

For 1 <j <6, {xEl), . ,x§qi)} are distinct.

Since A is deterministic, the i-th query A makes is fully determined by the first
1 — 1 query-answer pairs. This implies that if we fix some gn-bit string V' and
return the i-th n-bit block as the answer for the i-th query .4 makes (instead of
the oracles), then

— A’s queries are uniquely determined,

- q1,-..,Qq¢ are uniquely determined,

— the parsing of V' into the format defined in (9) is uniquely determined, and
— the final output of A (0 or 1) is uniquely determined.
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Let V,,e be a set of all gn-bit strings V' such that A outputs 1. We let

None def #Vone. Also, let Vyooq be a set of all gn-bit strings V' such that:

For 1 < Yi < Vj < ¢, the i-th n-bit block of V' # the j-th n-bit block of V.
Note that if V' € V404 then the corresponding parsing v satisfies:

- {y§1), . ,y§Q1)} U {yél), ceey ygp)} are distinct, and

1 . 1 1 5 1 .
— {yé ),...,y:(;“)}u{yfl ),...,yf;“)}u{yé ),...,yéq )}U{yé ),...,yéqs)} are dis-
tinct.

Now observe that the number of V' which is not in the set Vjooq is at most
(425 Therefore, we have

24n
#{V | Vv S (‘/one N Vgood)} Z None - <g> 2_71 . (10)

Evaluation of pranq. We first evaluate

Prand déf PI'(Pl, ey Py £ Perm(n) . .API(') ’’’’’ Po() _ 1)
~ #HP, L P) | APy Po() — 1)
. (@ -

For each V' € V¢, the number of (Py, ..., Ps) such that

For 1 < j <6, Pj(z{") =y for 1 < ¥i < g;, (11)

is exactly [T,<;<6(2" — ¢;)!, which is at most (2" — ¢)!- {(2")!}°. Therefore, we
have o

Drand = Z #{(P1,...,Bs) | (121(,271)',}56) satisfying (11)}
VEVone :

o — )]
< > ((zn)?)

VEVone
(2" —q)!
(2n)!

:None '

FEvaluation of preqi. We next evaluate

Dreal def Pr(P Rl Perm(n); Rnd Rl {0,1}7 : AQ1()r@s() — )

_ #{(P,Rnd) | AQ:()-Qs() = 1}
- (227 :

Then from Lemma B.1, we have
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# {(P,Rnd) | (P,Rnd) satisfying (8)}
Dreal = Z (2n)' Ton
VE(VoneNVypoq)
n _ 4)! 2 . .on
> )3 2" —q)! (; (¢+¢*/2)-(1+e€-27)
(2m)! AL
VE(VoneNVypoq)

Completing the Proof. From (10) we have

Preal > (None_ (q) 2qn) @2r =gt (1 (g +4¢*/2) (1+e.2”)>

2)2n ) (27)! 5
> (prand <g) 2;: %) , (1 7 (q+q2/2)2-n(1+e.2n))

Since 297 . (2(;;)‘1!)! > 1, we have

q(q—l)) . (1_ (q+q2/2).(1+e.2"))

Dreal = (pr(md -

2.2n 2n
2¢> +q) + (¢*> +2q) -€- 2"
2 Drand — ( ) 2( on )
3q> 1
> Prand — 7 . (ﬁ + 6) . (12)

Applying the same argument to 1 — preq; and 1 — pranqg yields that

3q> 1
1 — Preal Z 1-— Prand — 7 : (ﬁ + 6) . (13)
Finally, (12) and (13) give |preai — Prand| < % . (2% + 6). O

C Proof of Lemma 5.4

Let S and S’ be distinct bit strings such that |S| = sn for some s > 1, and

|S’| = s'n for some s’ > 1. Define V,,(S, S") def Pr(Ps & Perm(n) : CBCp,(S) =

CBCp,(5")). Then the following proposition is known [3].

Proposition C.1 (Black and Rogaway [3]). Let S and S’ be distinct bit
strings such that |S| = sn for some s > 1, and |S’| = s'n for some s’ > 1.
Assume that s,s" < 2"™/4. Then

(s+5)°

!
<
Va(S,8") <



Now let M and M’ be distinct bit strings such that |M| = mn for some

m > 2, and |M’| = m/n for some m’ > 2. Define W,, (M, M") e Pr(Py,..., Ps &

Perm(n) : MOMACp, .. p,(M) = MOMACHp, .. p,(M')). We note that Ps and
P are irrelevant in the event MOMACp, . p (M) = MOMACp, .. p,(M') since
M and M’ are both longer than n bits. Also, P, is irrelevant in the above event
since |M| and |M’| are both multiples of n. Further, Pj is irrelevant in the above
event since it is invertible, and thus, there is a collision if and only if there is a
collision at the input to the last encryption.

We show the following lemma.

Lemma C.1 (MOMAC Collision Bound). Let M and M’ be distinct bit
strings such that |M| = mn for some m > 2, and |M'| = m/n for some m' > 2.
Assume that m,m’ < 2" /4. Then

(m+ ')

W, (M, M") < 5

Proof. Let M[1]---M[m] and M'[1]--- M'[m/] be partitions of M and M’ re-
spectively. We consider two cases: M[1] = M'[1] and M|[1] # M'[1].

Case 1: M[1] = M’[1]. In this case, Let P; be any permutation in Perm(n), and
let S — (PL(M[1])® M[2]) o M[3]o---0oM[m] and S’ — (P, (M'[1]) ® M'[2]) o
M'[3] o--- o M'[m']. Observe that MOMACp, . p,(M)=MOMACp,,  p(M’)
if and only if CBCp,(S) = CBCp,(5’), since we may ignore the last encryptions
in CBCp,(S) and CBCp,(S’). Therefore

/ 2
W (M, 1) < Vi (5, 8') < 220
Case 2: M[1] # M'[1]. In this case, we split into two cases: P (M([1]) & M[2] #
Py (M'[1))® M'[2] and Py (M[1]) ® M[2] = P1(M'[1]) ® M’[2]. The former event
will occur with probability at most 1. The later one will occur with probability
at most Q,L—l_l, which is at most 21 Then it is not hard to see that

2 _22 2 7\2
WM M) <1V (8,8) 4 o < EM 2R 2 )

by applying the similar argument as in Case 1. O

Let m be an integer such that m < 2™ /4. We consider the following four sets.

D, {M | M €{0,1}*, n < |M| <mn and |M| is a multiple of n}

D, % {M | M e{0,1}*, n < |M| <mn and |M| is not a multiple of n}
Dy €M | M €{0,1}* and |M| = n}

Dy M| M e {0,1}* and | M| < n}

We next show the following lemma.

23



Lemma C.2. Let q1,q2,q3,q4 be four non-negative integers. For 1 <1 <4, let
Mi(l),...,Mi(q“) be fized bit strings such that Mi(J) € D; for1 < j < ¢q; and
{MZ-(U7 .. .,Mi(qi)} are distinct. Similarly, for 1 < ¢ < 4, let Ti(l), .. ,Ti(q") be
xed n-bit strings such tha o TH Y are distinet. Then the number o
d n-bit stri h that {7V, ... T distinct. Then th b
Py,...,Ps € Perm(n) such that

MOMACS, .. p, (M’

( ) Tl(i) for1<Vi<q,
MOMACp, ... p,(M" ‘

( )

( )

=T for 1<V < g,

MOMACp, ..
MOMACh, . p,(M") =T for 1 <Vi<q,

2 2
is at least {(2™)!}6 (1 — 2q2:ﬁ ) . %7 where g =qi + -+ + qa.
Proof. We first consider Ml(l), cee M1(Q1)- The number of (P;, P») such that
MOMACHp, ... p, (M) = MOMACp, .. p, (M) for 1 <3< 3j < q

is at most {(2")!}2- (q21) . ‘121”2 from Lemma C.1. Note that Ps, ..., Pg are irrelevant
in the above event.
We next consider M2(1), cee MQ(QQ). The number of (P;, P») such that

MOMACHp, ... p,(MS?) = MOMACp, . p, (M) for 1 < i < 3j < o

is at most {(2")1}%- (%) - 4;7,32 from Lemma C.1.

Now we fix any (P, P;) which is not like the above. We have at least
{2m)y? (1 — (%) 4;7,32 — (%) 4;2,2) choice.
Now P; and P; are fixed in such a way that the inputs to P5 are distinct and

the inputs to P4 are distinct. Also, the corresponding outputs {Tél), . ,TS(‘B)}
are distinct, and {T4(1)7 e ,T4(q4)} are distinct. We know that the inputs to Ps are
distinct, and the corresponding outputs {Tél), . ,TS(‘B)} are distinct. Also, the
inputs to Ps are distinct, and and the corresponding outputs {T4(1), .. ,T4(q4)}

are distinct. Therefore, we have at least {(27)!}? (1 - (%) 4;32 —(%)- 42",32> .

(2" —q1)! - (2™ — g2)! - (2™ — g3)! - (2™ — qq)! choice of Py, ..., Ps which satisfies
2 2 n
14). This bound is at least {(27)1}6 (1 — 22™°) . _L gince (27 — ¢;)! > (2(,.27,!.
2 2 o
This concludes the proof of the lemma. a

We now prove Lemma 5.4.

Proof (of Lemma 5.4). Let O be either MOMACp, . p, or R. Since A is com-
putationally unbounded, there is no loss of generality to assume that A is de-
terministic.

Similar to the proof of Lemma 5.3, for the query A makes to the oracle O,
define the query-answer pair (M;i), Tj(i)) € D; x {0,1}", where A’s i-th query
in D; was M](Z) € D; and the answer it got was Tj(l) € {0,1}".
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Suppose that we run A with the oracle. For this run, assume that A made
g; queries in D;, where 1 < j <4 and ¢; + - + g4 = ¢. For this run, we define
view v of A as

def 1 1
o ™, iy (Y Ty

(15)
(T, T (), )

Since A is deterministic, the i-th query A makes is fully determined by the first
1 — 1 query-answer pairs. This implies that if we fix some gn-bit string V' and
return the i-th n-bit block as the answer for the i-th query A makes (instead of
the oracle), then

— A’s queries are uniquely determined,

- q1,...,q4 are uniquely determined,

— the parsing of V into the format defined in (15) is uniquely determined, and
— the final output of A (0 or 1) is uniquely determined.

Let V,,e be a set of all gn-bit strings V' such that A outputs 1. We let

None def #Vone. Also, let Viooq be a set of all gn-bit strings V' such that:

For 1 < Vi < Vj < ¢, the i-th n-bit block of V' # the j-th n-bit block of V.

Note that if V' € Vjooq4, then the corresponding parsing v of V satisfies that:
{Tl(l), ey T1(Q1)} are distinct, {TQ(I), .. ,Tg((h)} are distinct, {T3(1), .. ,TS(‘B)} are
distinct and {T4(1)7 . ,T4(q4)} are distinct. Now observe that the number of V'
which is not in the set Vi,,q is at most (g) 2;—: Therefore, we have

24
#{V | V € (‘/one N V;]ood)} Z None - (g) 2_,” . (16)
Evaluation of prenq. We first evaluate

Prand déf PI'(R £ Rand(*, n) : _AR(') = 1) .

Then it is not hard to see

1 None
DPrand = Z 17: oqn

VEVone

FEvaluation of preqi. We next evaluate

Dreal def Pr(Py,..., Ps il Perm(n) : AMOMACE, . pg (1) — 1)
B{(PL.. Py) | AMOMACH.n0) = 1)
a {(2m)1}° '

Then from Lemma C.2, we have
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Do > Z #{(P1,...,Ps) | (P1,...,Ps) satisfying (14)}

n)| 6
Ve @y
2¢%m? 1
VE(VoneNVyooq)

Completing the Proof. From (16) we have
2an 2¢%m? 1
prealz (None<q) ><1 ¢m >_
2 27L 2” 2q7L
q\ 1 2¢°m?
= | Prand — 9 % :
2q

1 - )
Qmn
m2

> 7)1
2 Prand — 9 % - on

2¢°m? + ¢2
Z Prand — T . (17)
Applying the same argument to 1 — preq; and 1 — pranqg yields that
2q2m2 +q2
1 —preat 2 1 — Prand — T . (18)
Finally, (17) and (18) give [preat — Prana < 254, O
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