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Abstract. Skewed treesconstitutea two-parameterfamily of recursively con-
structedtrees.Recently, Willemsonprovedthatsuitablypickedskewedtreesare
space-optimalfor interval time-stamping.At thesametime,Willemsonproposed
a practicalbut suboptimalalgorithmfor nonrecursive traversalof skewed trees.
We describean alternative, extremely efficient traversalalgorithm for skewed
trees.Thenew algorithmis surprisinglysimpleandarguablycloseto optimal in
every imaginablesense.We provide a detailedanalysisof theaverage-casestor-
age(andcommunication)complexity of our algorithm,by using the Laplace’s
methodfor estimatingthe asymptoticbehavior of integrals.Sincethe skewed
treescanbeseenasa naturalgeneralizationof Fibonaccitrees,our resultsmight
alsobeinterestingin otherfieldsof computerscience.

Keywords: analysisof algorithms,implementationcomplexity, interval time-stamping,
Laplace’smethodfor integrals,treetraversal.

1 Intr oduction

Hashtreeswere originally introducedby Merkle in [Mer80]. Sincethen,hashtrees
togetherwith their generalizationto arbitrarygraphshave beenusedin many different
applicationareasof cryptography. Thehashtreeparadigmis veryflexible sinceonehas
a largefreedomof choosingthetreesthatarethe“best” for aparticulararea.

Cryptographictime-stampingis a prime exampleareawherea large amountof
work hasbeendoneto devisegraphfamiliesthat are“optimal” in somewell-defined
sense[BLLV98,BL98,BLS00]. In particular, Buldas,LipmaaandSchoenmakersproved
in [BLS00] that the family of completebinary treesis optimal in the “usual” time-
stampingscenario.

The kind of time-stampingwhere one must show that a certain documentwas
stampedduringsomeinterval of time is called interval time-stamping. It hasbeenar-
guedinformally for a long time that interval time-stampingis an importantflavor of
time-stamping,necessaryto establishwhethera certaindocumentwassignedduring
theperiodof validity of thesigningkey. (See,for example,[BLLV98].)
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Recently, BuldasandWillemson[Wil02b] have describeda two-parameterfamily
of trees�������
	�� thatwe call theskewed(hash)trees. This family is constructedrecur-
sively, sothat �������
	�� is constructedfrom thetrees�����������	������ and ������������	�� .
Willemson[Wil02b] gaveanelegantcombinatorialproofthatasuitablechosensubfam-
ily of �������	�� resultsin about ��� � timesshorterinterval time-stampsthanthe family
of completebinary trees ������� that is optimal in the non-interval scenario[BLS00].
Willemsonalsoprovedthatthis subfamily is optimalin this sense.

But (thereis alwaysa but), to bepracticallyapplicable,a family of hashtreesmust
have anefficient graphtraversalalgorithm.Thefamily of completebinarytreeshasan
almosttrivial traversalalgorithm.Existenceof suchan algorithm,however, is caused
by theextremelysimpleconstitutionof completebinarytrees.A priori it is not clearat
all that,givensometreefamily, thereis a similar efficient algorithmthat takesthetree
parametersasinputsandthereafterperformsthefunctionalityof hashtraversal.

While theskewedtreespromiseshorttimestamps,their recursiveconstructiondoes
notseemto makethemwell-suitedfor nonrecursivegraphtraversalthatis actuallyused
in applications.Willemsonproposedin [Wil02b] averyinterestingalternativecombina-
torial interpretationof skewedhashtreesanddescribeda traversalalgorithm,basedon
this. However, the resultingalgorithmis quite complicated.Moreover, its complexity
forcedWillemsonactuallyto suggestthatonewoulduseacertainsuboptimalsubfamily� �������	��! of skewedtrees.Evenin the lattercase,duringWillemson’s algorithmone
muststore"$#&%('*)+���-,.����	/,.�0� countersand " hashvaluesthatamountsin theoverall
storagerequirementof �1�2,435�1�0���6"�7���8:9�;�<=�>,@?�� bits, where ? is theoutputlengthof
theemployedhashfunction.

We proposea moreefficient algorithm(Algorithm 1 on page7) for traversingthe
wholefamily �������	�� . Wefeel thatsuchageneralityis very importantsincethismakes
it very easyto switchto anarbitraryskewedtreevery quickly, if needed.In particular,
Algorithm 1 works for the subfamily of optimal skewed trees.During Algorithm 1 it
is only necessaryto storeup to � hashvaluesat every time momentand it is only
necessaryto doupto � hashcomputationseverytimewhenanew documentis stamped.
Both valuesareclearly thebestthatcanbeachievedwhenoneis concernedaboutthe
worst-case.

Our algorithmis surprisinglysimple.Its constructiondependson somewhatsubtle
propertiesof well-known functionslikeaddition,doublingandHammingweight(pop-
ulationcount).However, possessionof an elegantalgorithmis not a specificproperty
of the skewed hashtrees:As we will show later, onecanderive aselegant,thougha
differently-looking,implementationfor mirroredskewedtrees.Both algorithms,when
reducedto work onfamily

� �����A�! 0B giveriseto thewell-knownalgorithmfor traversing
thecompletebinarytrees.Basedon this (maybeslightly surprising)factweconjecture
thatourapproachworksfor many differentfamiliesof recursivelyconstructedtreefam-
ilies.

Ourpseudocodeimplementationof thealgorithmis veryclean(thepseudocodefor
theupdateoperationconsistsof five lines),andthereforepotentiallyinterestingby it-
self. Existenceof a cleanpseudocodeimplementationis a very desirablepropertyof
algorithmssinceit potentiallyreducesthework neededto debug real-life implementa-
tions.We hopethat dueto the cleanliness,our algorithmis almostimmuneto imple-
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mentationerrors.Moreprecisely, betweentheinvocations,ourexampleimplementation
maintainsa small stack,accessedonly by the push andpop operations,andan addi-
tional � -bit counter. The stackconsistssolely of the hashvalues,necessaryfor incre-
mentalcomputingof thehashroot; thecounterencodesinformationaboutthecurrent
locationin tree.

We provideacomplexity analysisof our algorithmandarguethatourstoragecom-
plexity is almostoptimal.In fact,thecomputationalwork donewhile traversinganarbi-
trary skewedhashtreeis only slightly morecomplex thanthecomputationalwork that
mustbedonein thespecialcaseof completebinarytrees.Thuswe show that this very
importantflavor of time-stamping,theinterval time-stamping,is almostaspracticalas
theusualtime-stampingwereonemustonly provethatadocumentwasstampedbefore
a certainevent.We think that the double-simplicityof skewed trees(thesimplicity of
its recursive constructionandthesimplicity of thenonrecursive traversalalgorithm)is
yetanotherwitnessof theimmeasurablebeautyandeffectivenessof mathematics.

Themostelaboratedpartof the analysisdealswith theaverage-casestoragecom-
plexity. (Which, by virtue of the algorithm, is practically equal to the average-case
communicationcomplexity.) By usingtheLaplace’smethod[dB82] for estimatingthe
asymptoticbehavior of integrals,we developa surprisinglypreciseasymptoticapprox-
imationto theaverage-casestoragecomplexity of our algorithm.For example,we find
thattheaverage-casestorageis maximizedwhen 	DCFE � , thenbeing CG���-�HE �5��?-,I� ,
where ? is theoutputvalueof theemployedhashfunction.

We hopethat Lagrange’s methodcould alsobe useful for analysingothercrypto-
graphicalgorithms.We alsohopethat theskewedtrees,beinga simplegeneralization
of Fibonaccitrees,areof independentinterestin thetheoryof datastructuresandother
areasof computerscience.
Road-map.In Section2 we will introducethekind readerto preliminaries.In particu-
lar, in Section2.3wewill giveashortdescriptionof thegraphfamily �������
	�� together
with an explanationof its usein time-stamping.In Section3 we describeour algo-
rithm andgive a proof of its correctness.In Section4 we analyzetheefficiency of our
algorithm.

2 Preliminaries

2.1 TreeTraversal

By (hash)treetraversal,wemeanthenext problem:Givenatreewith leaves JLKM�N�N�O�P��JRQ
thathasaprespecifiedshape,onemustincrementallycomputethehashof therootof the
tree,astheleafvaluesJ�SA��J K �O�N�O�P��J Q�TUK arrive,in thisorder, from anexternalsource.A
canonicalexampleapplicationareais time-stamping[HS91,BLLV98,Lip99], wherethe
time-stampingauthorityoutputsthe root hash(the“round stamp”)of a predefinedau-
thenticationgraph V after thedocumentsJ�SA�N�O�N�P�
J Q�T=K have arrivedsequentiallyfrom
several clients.The documentsJ�W arepositionedat the leavesof V from left to right.
Moreover, after the X th documenthasbeeninsertedto the tree,the time-stampingau-
thority TSA must immediatelyreturn to the client a so called freshnesstoken (often
called the headof a stamp)that consistsof the minimal amountof information that
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provesthat the X th stampis dependentof all previousones.Immediatereturnis neces-
saryto preventtheauthorityfrom cheating.

If the latter requirementof immediatereturncould be omitted,onecould always
useatrivial traversalalgorithmwheretheauthorityconstructsthegraphY postfactum,
after arrival of the last document,andonly thenreturnsthe freshnesstokensto every
client.However, asalreadymentioned,this would not beanacceptablesolutiondueto
thesecurityreasons.

Thereis alsoanefficiency reason.Sincedocumentscanarriveto thetime-stamping
authorityfrom verydifferentsources,it is well possiblethatatsomepoint they arrivein
largebursts.To guaranteethattheTSA continuesto work undersuchextremesituations,
onemusttakecarethatthemaximalworkloadof theserverwouldbeminimized.Here,
the workload includes,in particular, the costof updatingthe contentsof memory, so
as to make it possibleto output the root hashwithout any extra delay after the last
documentarrives.

Otherpracticalrequirementsfor hashtreetraversalincludeminimal amountof the
memoryusageateverytimemoment.Sincethepotentialnumberof documentsstamped
duringoneroundis huge(say, in orderof Z\[^] ), it is clearly impracticalto store _ ele-
ments,or to do _ hashing,at any given time. Instead,onewould like to upperbound
boththenumberof hashingsdonewhena documentarrivesandthemaximumamount
of memorythat is usedto storethehashvaluesat any giventime moment,by sequen-
tially computingthehashvaluesY afterarrival of everydocument.

Lastbut not least,it is desirablefor analgorithmto have minimal implementation
complexity: That is, it mustbeshortin description(to fit in low-memorydevices)and
easilyimplementable(to minimizeimplementationerrors).

2.2 Inter val Time-Stamping

Themaingoalof interval time-stampingis to enableoneto provethata documentwas
stampedin a finite interval: That is, later thansomeotherdocumentbut beforethan
yet anotherdocument.Oneof theoriginal motivationsfor interval time-stampingwas
probablyfirst writtendown in [BLS00], wherethenext argumentwasgiven.

Namely, in many slightly differentschemesit is assumedthatthetime-stampingau-
thority (TSA) links submittedtime-stampsby usingsomelinkage-basedauthentication
graph[HS91,BdM91,BHS92,BLLV98,Lip99,BLS00]. However, this approachis often
criticized for thefollowing reason.Let `aK , �N�O� , `HQ bethestampingrequestsduringa
round.Before“officially” closingtheround,theTSA mayissueadditionaltimestamps
for `HQ , `HQ�T=K , �N�N� , `aK in reverseorder. After that the TSA is able, for any pair of
stampsof ` W and `cb , to presentproofsfor thestatements“ ` W wasstampedbeforècb ”
and“ `cb wasstampedbefore ` W ”. Therefore,a critical readermight think that using
linking schemesandsignedreceiptsdoesnot give any advantagecomparedto simple
hash-and-signscheme.

Interval time-stampingallowsoneto alleviatethesituationasfollows.First,aclient
requestsa stampdeQ of a noncefrom theTSA. Subsequently, shestampshersignaturef on the actualdocumentg and deQ . The TSA may thenissueadditionalstampsforg and f . However, no oneis ableto back-datenew documentsrelative to f without
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cooperatingwith thesigner. This exampleshows that interval time-stampingis funda-
mentallyusefulin certificatemanagementsincewithout it, onecannotreally avoid the
reorderingattacks.We referto [Wil02b] for moreexamples.

Thegivenexamplecanbeseenasanintuition, thataninterval time-stampconsists
of two separateparts,or moreprecisely, thataninterval time-stampis theunionof two
stamps:of thestampof thenonce(thefreshnesstoken), andof thestampon �ogp� f � (the
existencetoken). As shown in [Wil02b], to optimizethesizeof aninterval time stamp,
onemustchooseatree Y wherethemaximalsumof thelengthsof freshnesstokenand
existencetokensis minimal. In graph-theoreticterms,the X th freshnesstokenis defined
asa (nonunique)set q of nodeswith minimal cardinality, suchthatevery leaf rs@X ofY hassomesetin q asits parent.The X th existencetokenis definedasaset q of nodes
with minimal cardinalitysuchthat theroot hashcanbe“computed”from qut � Xv but
not from q alone.In thenext subsectionwe describetheconcretetreefamily thathas
beenprovento provideminimal time stamplengths.

2.3 Definition of the SkewedTrees

We will assumethroughoutthis paperthat � and 	 arenonnegative integers,usedto
parametrizedifferentgraphfamilies.Definethe family �������	w� (that we call skewed
trees) of directedrootedtreesrecursively asfollows [Wil02b]:

1. Set ���x���JL�e#D���J+�
xA�e#Fy for anarbitraryinteger Jpz@x , where y is thesingleton
graph.

2. If ���
	{z|� thenset �������
	���#}����(�@���
	&�@����~&������@����	w� . Here,theresult
of thetreecompositionoperationV K ~�V < is definedasbinarydirectedtreewith a
root thathastwo subtrees:V�K beingtheleft subtree,and V < beingtheright subtree.
(SeeFig. 1.)

This compositionoperatoris a standardtool of constructingthe treefamilies.For
example,thefamily

� �������^ of (directed)completebinarytreesis constructedby ������,���p#���������~�������� and ����xA�p#�y . (As a simple consequence,�����A� has Z B leaves,
and �������c#�������
��� .) The family

�N� ���A�! of Fibonaccitreesis constructedby letting� �����e# � ���$������~ � ���2��Z�� and
� ��x���# � �1�0��#@y . For Fibonaccitrees,��CF�N��8:9�;��o_+� ,

where_ is thenumberof leavesin
� ���A� and �N�c#G�0�-8:9�; < �
�1��, E � �
��Z��lCG��� ��� .

If the completebinary treeis usedfor interval time-stampingthenthe worst-case
lengthof the interval time-stampis �L8:9�; < _ , where ��#}Z [Wil02b]. This corresponds
to the caseof family

� �������	��! 0B with �|��#�	w�M��#�� . Setting ��#�Z\	F,�� (that is,��#�Z>,F35�1�0� ) improvesthe valueof the constantto ��#��A��Z�,F35�1�0� . However, the
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Fig.2. Thetrees¥�¦¨§�©«ª�¬ for small § , ª
asymptoticallyoptimal (andalreadyfamiliar!) constant�(#�O�/C���� ��� is obtainedby
setting���®#�	��\�(CG����� E � �
��Z [Wil02b].

Therefore,if short time-stampsaredesiredin interval time-stamping,onehasto
traversetreesfrom the family �������	w� with particularvaluesof � and 	 for which�������
	�� is quitedifferentfrom thecompletebinary trees�����A��#������
��� . Onewould
like to have a generalalgorithmfor traversingtreesfrom this family thatwould satisfy
thedesiderataof Section2.1.This is thetasksolvedin thenext section.

Finally, �������	w�(#¯������
��� whenever �4°{	 . Someskewed graphsaredepicted
by Fig. 2. It is interestingto observesomesimilaritiesanddifferencesbetweentheFi-
bonacciandtheskewedtrees.First,therecurrentrulefor constructingthefamiliesis de-
ceivingly similar:

� ���A� is constructedby composingtwo previousFibonaccitreeswhile�������
	�� is constructedby composingtwo lastskewedtreesfrom “column” �c�4� . The
Fibonaccitreesareobtainedasa solutionto a minimumproblem(they areminimum-
nodeAVL treesfor givenheight[Knu98]), while theoptimalskewed treesarea solu-
tion to a maximumproblem(they aremaximum-nodetreesfor givensumof width and
height)[Bul02]. Thereasonwhy theconstant� � popsout in bothcasesis, while clear
mathematically, still anintellectualmystery.

3 Algorithm for Traversing the TreeFamily

A highly optimizedalgorithmfor traversingthefamily �±������
	���� of skewedtreesis de-
pictedby Algorithm 1. It consistsof two procedures.Thefirst, initialization, inputsthe
parameters� and 	 . It is only invokedonce,duringtheset-up.Thesecond,update, gets
asinput the X th dataitem J�W (that is, thelabelof the X th leaf).We will first describethe
usednotationandafterthatexplain themainideasbehindthisalgorithm.This includes
a detailedcorrectnessproof.
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Algorithm 1 An algorithmfor traversing �������	�� . After update, contentsof thestack
is returnedasthefreshnesstoken

1 funct initialization ¦¨§�©«ª�¬I²
2 state ³ ´�µ�¶
3 if ª�·.§ then ª�´�§ fi ¶
4 Storeª , §�¶
5 Createanemptystackof maximumpossiblesize ª .
7 funct update¦ value¬I²
8 if state ¸�¹Pº then return ¦ Error » ¬
¶ fi
9 push¦ value¬
¶

10 for ¼½³ ´4¾ to ¿!À±Á�¦ state Â�¾P¬ do
11 push¦oÃ�¦ pop ¦�¬
© pop ¦�¬«¬«¬
¶ end
12 state ³ ´ state Â�¦6¾�Ä^ÄvÄI¦ ªjÅA¦ state¬cÆÇ ª�¬«¬ .

3.1 Notation

Wework in theRAM modelwherethewordlengthis notsmallerthan ÈÉ#@%HÊMË=�o	>�v�A� .
In practiceit couldmeanusing,say, Ì�� -bit integers.OuralgorithmstheBooleanbitwise
AND “ J/ÍpÎ ” andthe left shift J/sOsNs�Î�#ÏJp7�Z�Ð . Commonarithmeticsis implicitly
donemodulo ZMÑ but it canbesometimesdonemodulo � or modulo 	 . We denotethe
propersubtraction,thatis well-known from thetheoryof primitiverecursivefunctions,
by Ò Æ�@Ó , that is, Ò Æ�@Ó#�Ò�@Ó when Ò4zÏÓ , and Ò Æ��Ó/#�x when Ó�°�Ò . Let 	2Ô
be the Hammingweight function; that is, 	2ÔR�oJR� is equalto the numberof one-bits
in the binary presentationof J . (For example, 	2ÔR�1�\ÕM��#�Z and 	$ÔR��x�x������c#�Z .) Let	wÔ���Ö\����#|× Ö�×O�p	2ÔR��Ö\� bethenumberof zerosin thebinaryencodingof Ö ; for example,	wÔ���x����Ox����-#FZ . Let Ø�Ù1Ú��oJL� bethenumberof trailing zerosof J ; thatis, Ø�Ù1Ú��oJL�j#&? if fZ�Ûa×�J but Z�Û!Ü KeÝ J . For example, ØOÙ1Ú�����ÞA�j#ß� and Ø�Ù1Ú���x�x�x�x��e#�� . Both functions 	2Ô
(andthus,thefunction 	�Ô ) and Ø�Ù1Ú canbecomputedin time 8*9�; < 	 .

Severalnewer processors,including thePentiumMMX, have a specialinstruction
for propersubtraction.An efficient àH�o8*9�; < È )-time algorithm for 	 Ô hasbeende-
scribed,say, in [LM01]. The function ØOÙ1Ú can thenbe computedin time àH��8:9�; < È.�
as Ø�Ù1Ú���JR�c��#|	 Ô �oJ��F�oJaÍ��oJ��&���
���F��� . Many commonprocessorshave specialin-
structionsfor both 	 Ô (see[LM01] for a recentoverview) and Ø�Ù1Ú (the instruction á�â�ã
on the Pentium,for example).This basicallymeansthat all nontrivial instructionsof
Algorithm 1 (namely, 	2Ô , Ø�Ù1Ú and Æ� ) canbeseenasprimitive in modernmicroproces-
sors.

We let �ä,*,�å to denotethe concatenationof binary strings � and å . We usea
collision-resistanthashfunction ` [Dam87]. We assumeimplicitly that the left argu-
mentof ` is evaluated(that is, poppedfrom thestack)earlierthantheright argument
of ` .

3.2 Variables

Algorithm 1 usesa stackthat hasmaximumsize 	 , and is initially empty. The top
elementof the stackcanbe removed by usingfunction pop ��� , andan elementJ can
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beinsertedto thestackby usingfunctionpush�oJL� . Thereareno othermeansto access
thecontentsof stack.Observethatlikealways,astackimplementationcanbereplaced
with a possiblymoreefficientbut lessmodulararrayimplementation.

Intuitively, afteranupdate, thestackcontainsthehashvaluesof left childrenof root
paththat startsfrom the leaf that correspondsto the lastly arriveddocument.This set
of hashvaluescoincideswith the X th freshnesstoken[Wil02b] andthereforethewhole
contentsof thestackmustbereturnedto the X th clientaftertheupdatefunction.

Exceptfrom the stackandparameters	 and � , Algorithm 1 maintainsonly one
internal value, state. Intuitively, state representsbinary “Huffman” encodingof the
location of the next leaf, labeledby say JRQ , in the binary tree �������
	�� . Namely, by
following the path from this leaf to the root, in every steponestartseither from the
left or from the right child andfollows an arc to its parentnode.Let g W denotea run
of X$g -s, where X can be x . If we encodeleft by d�#æx and right by çè#é� , the
path that startsfrom the root andendswith an arbitraryvertex ê canbe encodedasë Ø\ì��oê5���®#|djíPî(,:,|ç�ï6î(,*,|djíPî^ðAñ�,:,|ç�ï6îvðAñ>,*,{7O7N7L,*,|djí ñ ,:,|ç�ï ñ for someintegers��Ò5B��vÓPB��N�O�N�N�vÒ�K0�vÓOKP� . This holdssinceno leaf hasdepthgreaterthan � . For the r th left-
mostleaf ê wedenoteë Ø\ì���ê�� oftenby ë Ø\ì��*r�� . For example,in Fig. 2, thethreeleavesof���±Z5�O��� areencodedas ë Ø0ìM��x���#ßd4#Dx , ë Ø\ì��1�0�j#ßç�d�#�Ox and ë Ø0ì���Z��j#Dç�ç�#��� ,
respectively. (Recallthattheleftmostleaf is x .) Notethatfor no two leafs X$ò#�r , ë Ø\ì���X1�
will bea prefix of ë Ø0ì��:r�� . Finally, 	 Ô � state�2#��(��	 Ô � state� sincewe interpretstate
alwaysasabitstringof length � .
3.3 Corr ectnessProof

Theorem1. Algorithm1 is a correct �������	�� -traversal algorithm.

Proof: A simplecaseariseswhen �(#@	 , since ������
��� is equalto thecompletebinary
tree ������� . Its all leaves are at the samedepth � , and have different � -bit encodingsë Ø\ì���xA���#�x2�N�N�
x�x�x , ë Ø0ì��1����®#�x$�O�N��x�x�� , . . . , ë Ø\ì���Z B �������®#����O�N�P����� . Clearly, all
encodingsaredifferentandthereforestate # ë Ø\ì��:r�� is just equalto the binary � -bit
representationof r .

We have a slightly moredifficult casewhen 	óò#�� . As in the �����A� -case,ë Ø0ì���xA�
is alwaysan all-zerostring, ë Ø\ì���_.�ß��� is alwaysan all-onestring andthat for all r ,ë Ø\ì��:r���° ë Ø\ì��*r2����� alwaysasabinarystring.On theotherhand,someof thenodesof�������
	�� have depthsmallerthan 	 . Therefore,onemustfirst determineduring every
invocationof updatethenext two things:First,whatis thedepthof thenext noder , and
second,how to computeë Ø\ìM�:r�� from ë Ø0ì��:r>���0� .

Now, let ô ëMõ Ù!ö BO÷ ø �:r�� denotethe depthof the r th leaf of �������	w� . Equivalently,ô ë�õ Ù!ö BO÷ ø �*r�� is the lengthof binarystring ë Ø\ì��*rA� , for fixed � and 	 . Denoteë Ø0ìM�*r���#ù ,*,�ú , where
ùDû � x��N�� . To computeô ëMõ Ù!ö BO÷ ø �:r�� , first note that since �������	��I#�����>�4���
	4�4���½~�����>������	�� then

ô ëMõ Ù!ö BO÷ ø �:r��e#
ü �j,�ô ëMõ Ù!ö BOTUK!÷ ø�TUK �*r�ýþ�.� ù #FxF��j,�ô ëMõ Ù!ö BOTUK!÷ ø �*r�ýþ�.� ù #G� �

since
ù #@x exactlywhenr is in theleft subtree,����w�����
	����0� , of �������	�� . (In both

casesrAý is a leaf of correspondingsubtreewith encodingë Ø\ì��*r�ýþ�>#�ú .) Therefore,an
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arbitraryvertex ê û �������	�� is a root of thesubtree�������× ë Ø0ì��:r��N×ÿ��	�� 	�Ô�� ë Ø\ì��*rA�
��� .
Therefore,wehaveshown that

Lemma 1. Let �������	w� bea fixedskewedtree. A binarystring Ö is

1. Encodingof a leaf of �������	�� iff oneof thetwo values����× Ö5× and 	&� 	 Ô ��Ö\� is x
andbotharenonnegative.

2. Encodingof an internal nodeof �������
	�� iff boththosevaluesarepositive;
3. An invalid encoding(not an encodingof anyvertex of �������
	�� ) iff eitherof those

two valuesis negative;

Now, let us look in more detail at the sequentialgenerationprocessof encod-
ings ë Ø0ì���x��P� ë Ø0ì��1���P�N�O�N�P� ë Ø\ì��o_����0� in the caseof a fixed skewed tree �������	�� . For
the simplicity of descriptionwe also definean alternative paddedencodingfunctionõMë Ø\ì��:r�����# ë Ø0ì��:r��(,*,Ïx BOT���������� î
	 � � b� . That is, õMë Ø0ì��:r�� is equalto ë Ø0ì��:r�� , paddedon
right with zerosto thelength � .

Algorithm 1 storestheencodingof next leaf õMë Ø0ì��:r�� asstate. Theencodingof the
leftmost leaf x , ë Ø\ì���x�� , consistsof all zeros,and therefore õMë Ø\ìM��xA��#Éx B . Thus,the
initializationstate ��#Fx is correct.Assumethatwehavecomputedthevalue ë Ø\ì��*r����0�
for somer . Thenext node,r , hasencodingõMë Ø\ì��*rA�$° õMë Ø\ì��*r>�4��� .

To computetheencodingõMë Ø\ì��*r�� , givenstate # õMë Ø\ì��:r������ , notethat if r>�@� is
a leafwith encodingë Ø\ì��*r>�4����#&Ö then

1. If 	wÔ���Ö\��s�	 thenby Lemma1, ô ëMõ Ù!ö BO÷ ø ��Ö\��#|� . But then ÖH# stateandhence
also 	wÔ�� state��s�	 . In this casethenext leaf r hasencodingõMë Ø\ì��*r��e# state ,F� .
(If the leastsignificantbit of stateis x then 	$ÔR� state ,ß����#{	$Ô�� state�l,�� , and
thenstate,p� encodesthe r th leafwith ô ëMõ Ù!ö BO÷ ø �:r��e#F� . Otherwise,ë Ø0ì��:r�� will be
thelongestprefix of state ,&� thatcontainsno morethan 	 zeros;then õMë Ø0ìM�*r��j#
state ,&� .)

2. Otherwise,by Lemma1, 	�Ô���Ö\�a#�	 . (Thenclearly 	�Ô�� state�/z 	�Ô���Ö\�a#�	 .)
That is, Ö is equalto the longestprefix of statethatcontainsexactly 	 zeros,andô ë�õ Ù!ö BO÷ ø �:r����0��#&����� 	wÔ�� state�L��	��j#@	�,p	2ÔR� state� . In thiscase,no leafcan
haveencodingof form Ö�,*,Fx�Û for ?zF� . However, Ö�,&� is a valid encodingfor a
vertex in �������	�� . Therefore,õMë Ø0ì��:r���# state ,�Z ø�� � state TLø .

Now, we have shown that Algorithm 1 updatesthe statecorrectly: It startswith the
encodingstate # õMë Ø0ì���xA��#�x B of the first node.At every stepit updatesstatefromõMë Ø\ì��:rI�F��� to õMë Ø\ì��*rA� : Dependingon whether	$ÔR� state��#}	 , it follows oneof the
two describedupdatingrulesthatcanbejointly describedas õMë Ø\ì��:r��e# õMë Ø\ì��*rA�5,��1�=ssNs � 	 Ô � õMë Ø\ì��:rc�4����� Æ��	��
� .

Apartfrom updatingthestate,Algorithm1mustalsoupdatethestack,thatis, it must
remove from thethenodelabels(eitheroriginal dataitems,correspondingto leafs,or
internalhashrepresentations)that arenot anymoreneededandreplacethemwith the
new ones.The intuition behindthis simpleprocedure(startingfrom line 10 in Algo-
rithm 1) is verysimple.

To computethehashchainfrom leaf r with encodingë Ø\ì��*r�� to theroot, onemust
have availableall the hashvalues,correspondingto the left andright childrenof this
pathtogetherwith the endpointof the path.Denotethesetof left childrenof the root
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Algorithm 2 An algorithmfor traversing �������
	��
1 funct ¼���¼��^¦¨§�©«ª�¬I²
2 state ³ ´�µ�¶
3 if ª�·.§ then ª�´�§ fi ¶
4 Storeª , §�¶
5 Createanemptystackof maximumpossiblesize ª .
7 funct update¦ value¬I²
8 if state ¸�¹ º then return ¦ Error » ¬
¶ fi
9 if ªeÅ�¦ state¬�Ä.ª

10 then ��³ ´�¿!À±Á�¦ state Â�¾P¬
¶ increment ³ ´@¾O¶
11 else��³ ´�¿!À±Á�¦«¦ state �¯¿!À6ÁN¦ state¬«¬�Â�¾!¬
¶ increment ³ ´4¾�ÄvÄ^ÄI¦ ª Å ¦ state¬ Ç ª�¬
¶ fi
12 push¦ value¬
¶
13 for ¼½³ ´4¾ to � do
14 push¦oÃ�¦ pop ¦�¬
© pop ¦�¬«¬«¬
¶ end
15 state ³ ´ state Â increment.

paththatstartsfrom leaf r by g��:r�� . (E.g., to computethevalueof theroot, it suffices
to haveavailablethehashvaluesthatcorrespondto theset g��o_�������t � _I���M , where_�4� is therightmostleaf like always.)

Now, onecan computethe set g��*rA� from g��*r�G��� as follows. The set g��:r�������g��:r�� consistsof hashvaluesof nodeswith encoding��,:,�x ,*,�� W ,:,�x , whereë Ø\ì��:rc������#�� ,:,DxH,:,��Û and X û�� x��v?������ . Theonly elementin g��:r�� thatis not ing��:r(�&�0� is thenodewith encoding��,*,}x . The latternodeis the root of thesubtree
thathasnodesfrom ��g��:r(�@�0���2g��:r��
�½t � r��&�M . Therefore,beforethe for -loop in
Algorithm 1, thestackclearlyconsistsof thesetof hashvaluesof nodesg��:r�� , andthe
for -loopupdatesthestackto thestatewhereit containsthehashvalues,corresponding
to thenodesfrom set g��*r�,&��� . �

Finally, Algorithm 2 andAlgorithm 3 work on families �������
	�� and ������� respec-
tively, where ������
	�� is a mirror family of �������
	�� (that is, one appliesthe recur-
sive rule �������	w�(# �������	��D����~ ����a�F����	��ß��� insteadof the rule �������	w��#�����H�F����	ß�F���l~D�������
	��&��� ). In principal,Algorithm 2 algorithmis the sameas
Algorithm 1, exceptthat the meaningsof bits x and � in the encodingsareswitched.
What is interestingis that Algorithm 2 is at leastconceptuallyslightly moredifficult
thanAlgorithm 1. Algorithm 3 is mostlydescribedfor comparisonpurposes.

4 Complexity Analysis

We next analysethe complexity of updatein Algorithm 1. The error verificationand
for -loopnotwithstanding,duringonerunof update, thecomputermustexecutetwo or-
dinaryadditions,onepropersubtraction,onedata-dependentshift left, two assignments,
andoncethefunctions	wÔ and Ø�Ù1Ú . Therearespecialinstructionsfor all thesefunctions
in many new processorsandthereforethetotal time for this part is negligible. Instead,
theupdatetime dependsprimarily on the for -loop, thatconsistsof Zc7AØOÙ1Ú�� state ,ß�0�
pop �±� operations(easy)and Ø�Ù1Ú�� state,��0� hash-functioninvocations(hard).Therefore,



11

Algorithm 3 An algorithmfor traversing������� , givenfor comparisonpurposes

1 funct init ¦¨§�¬H²
2 state ³ ´�µ�¶
3 Store§�¶
4 Createanemptystackof maximumpossiblesize § .
6 funct update¦ value¬I²
7 if state ¸�¹Pº then return ¦ Error » ¬
¶ fi
8 push¦ value¬
¶
9 for ¼½³ ´4¾ to ¿!À±Á�¦ state Â�¾P¬ do

10 push¦oÃ�¦ pop ¦�¬
© pop ¦�¬«¬«¬
¶ end
11 state ³ ´ state Â�¾ .

in the worst case,this algorithmcando up to � hash-functioninvocations.Moreover,
the worst-casememoryuseis ���±?�,��� , where ? is the outputsizeof the employed
hashfunction (usuallyin the rangeof �OÌ�x$�N�O� � ��Z bits): Really, onestoresat any time
momenta freshnesstoken(thattakesup to �>7�? ) bitsanda � -bit state.

Hence,onecouldarguethatthetimecomplexity of ouralgorithmisclosetooptimal.
Really, thenumberof hashingsmustbethesamefor all algorithmsthataccomplishthe
sametask.Moreover, ��7�? bitsarenecessaryto storethegreatestfreshnesstoken.Apart
from that,our algorithmsusesa smallnumberof additionalinstructionsthatcanall be
executedveryquickly on currentprocessors.

Next, we will estimatetheaveragestoragecomplexity of Algorithm 1. For this,we
first definethepartialbinomialsum d�������	��$��#�� ø Û! S#" BÛ $ .
Lemma 2. (1) �������	w� has d������
	�� leaves.(2) Let "�������	c��ú�� bethenumberof leaves
of �������
	�� thatare at depthú . Then

"������
	>��ú��e#
%&&&' &&&(
xF� ú�s�	 �"*) TUKø�T=K $ � ú û+� 	>�
�c���,�a�Zw7-� ø�TUKÛ! S." BOTUKÛ $ #FZ�d�����������	��4���.�Éú�#@���xF� ú�°����

Proof: (1) Proofby induction[Wil02b].
(2) Proof by induction on ������	�� . If �{# 	 # � then "��1���N���
ú���# � . Other-

wise, "������
	>��ú��p#�"����/�G����	�����ú�������,D"����/�G����	>�
ú2�G��� . When úus 	 then"�������	>�
ú���#�x . When úc#�	 then "������
	>��ú��c# "*) T <ø�T < $ ,@x.#É�# "/) TUKø�T=K $ . When ú û� 	/,.���
�j� ��� then "�������	>�
ú���# "*) T <ø�T < $ , "*) T <ø�T=K $ # "*) TUKø�T=K $ . When ú�#@� then "�������	>�
ú��e#
Z�710 � ø�T <Û� S " BOT <Û $ , � ø�TUKÛ! S " BOT <Û $32 # Z�710 � ø�TUKÛ! S " BOT <Û TUK $ , � ø�T=KÛ� S " BOT <Û $-2 # Z�7� ø�T=KÛ! S." BOT=KÛ $ . When új°�� then úl#&x . �
Lemma 3. Thenumberofhashingsdoneonthe r thstepofAlgorithm1 is Ø�Ù1Ú�� state,���� .
Thesizeof thestack before the r th stepis 	$Ô�� ë Ø0ì��:r���� .
Proof: The proof of the first claim is straightforward.That the secondclaim holdsis
also clear: g��*rA� has 	$Ô�� ë Ø0ì��:r���� different elements,with ë Ø\ì���JR� being equalto the
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maximumprefix of ë Ø0ì��:r�� that hasexactly X , x54|Xcs}	$Ô�� ë Ø0ì��:r���� , onesthatareap-
pendedby a x . �
Theorem2. (1) In average, thestack contains

ã¨ÙO�����
	��e# � Z , 	@�4�Z B Ü K ��	�,@�0�76 S38 9S Î BOTRø�TUK �1�$��Î5� ø ��Î (1)

hashelements.(2) Asymptotically,

ã¨ÙN������	w�;: %' ( B< , � ø�TUK  � BOT < ø < � ø Ü K  � 	<4��5�MZF�B< , B î � ø�T=K < î>=�ñ � ø Ü K  E <
?A@ B,B � BOTRø  î^ðA��ðAñDC�E ø �F=AñDC�E �É	�z��5�MZF�
Theproofof this theoremwill usethenext two lemmas.

Lemma 4. d������
	��e#FZ B ���>��	�� " Bø $ 6 S,8 9S Î BOTLø�TUK ���$�.Î�� ø ��Î .
Proof: Multiple integration by parts gives 6 Î�í��1���ÏÎ���ï���Î # Ð,G =Añ � K!T Ð IHí!Ü K ,ïí!Ü K 6 Î�í!Ü K �1�I�ßÎ���ï TUK ��Î . Thus J K �����
	>�I�L�4��#K� ø Û� S#" BÛ $ � BOT Û��1�I�L�L��Û�# ��� �	�� " Bø $ 6NMS Î BOTRø�TUK �1�H�FÎ�� ø ��Î . Therefore,since d������
	��.#O� ø Û! S#" BÛ $ , d�������	w�.#Z B J�KM������	>�O�0�MZ���#FZ B ���>��	�� " Bø $ 6 S,8 9S Î BOTLø�TUK ���$�.Î�� ø ��Î . �
Lemma 5. d������4����	@�4����#QP � BO÷ ø < � K< 7 " BOTUKø $ .
Proof: Define R���ÒR�vÓN����# " Bø $ 6 S,8 9S Î�í����U��Î���ï���Î . Thus, d�������	w�e#FZ B ���l�(	�� " Bø $ Rl���l�	F�����
	�� . Now, 6 Î í �1����Î�� ï ��Î# 6 Î í �1�2��Î�� ï T=K ��ÎH� 6 Î í!Ü K �1����Î�� ï TUK ��Î , and
thereforeR���ÒR�^ÓP�e#SR���Ò��^ÓU�p�0���.Rl��Òe,����^ÓU�p�0� . Most importantly, R������a	.�p���
	��e#Rl�
��� �|�����|��	}�|�����G����	}������<R���� �|��	}����������	}���� , which gives usd������p����	.�p����#QP � BO÷ ø  ø< B ,TP � BO÷ ø�TUK  � BOTRø < B . Giventhat d�������	.�p����#Fd������
	���� " Bø $ ,
wegetthat d����½�I���
	a�I���-#UP � BO÷ ø  ø< B , � P � BO÷ ø  T � î� �  � BOTRø < B #UP � BO÷ ø < � K< 7 " BOT=Kø $ . �
Proof: [of Thm. 2.] (1) According to Lemma 3, in average the stack containsV �����
	��
�Md������
	�� hashelements,where V �����
	��p#W� Q�TUKb  S 	2Ô�� ë Ø0ì��:r���� . By Lemma2,V �����
	��e#S� BOT=K)  ø " ) T=Kø�TUK $ 7¨��úP�2	��^,X� ø�T=KÛ! S." BOT=KÛ $ 7¨��Z�7þ���R��?L�>�0�v,(�0�+#S� BOTLø�TUK)  S " ) Ü ø�TUKø�T=K $ 7ú5,���Z��$�.�0�R7 � ø�TUKÛ! S " BOTUKÛ $ � Z�7 � ø�TUKÛ! S " BOTUKÛ $ 7
?I#�	�7 " BOTUKø�TUK $ ,���ZM�2�.�0�R7�d����$�.����	��������Zw7-YI����������	@�4��� , where YI������	��$��#S� ø Û! S#" BÛ $ 70? .

Define J < �����
	>�I�L���®#Z� ø Û! S#" BÛ $ ?*� BOT Û��1��[�R�
Û . Thus, J < �����
	>�I�L�D# ��������R� � ø�TUKÛ! S " BOTUKÛ $ � BOTUK!T Û �����Q�L� Û # �������Q�L�>J K ���ß�æ����	æ� ���I�L� . In particu-

lar, YI������	�� # Z B J < �����
	>�N�\�MZ��é# B < î< J K ���ß������	ó�����O�0�MZ��è# �Ad����D�
����	 � �0� . Hence, ã¨ÙN�����
	�� # ø�B � î^ðAñ�F=�ñ � Ü � < BOTUK  P � BOT=K^÷ ø�T=K  T < � BOTUK  � P � BOT < ÷ ø�T < �P � BO÷ ø  .

Now, according to Lemma 5, ã¨ÙO�����
	��é# ø�B � î^ðAñ�F=�ñ � Ü B P � BOT=K^÷ ø�T=K  Ü � BOTUK  � îvðAE��ðAñ �P � BO÷ ø  #< ø�B � îvðAñ�\=�ñ � Ü B P � BO÷ ø  TLB � îvðAñ� � Ü < � BOT=K  � îvðAE��ðAñ �< P � BO÷ ø  # B< , " Bø $ � ø�TUK  � BOTLø � ø Ü K  < P � BO÷ ø  . According to

Lemma4, ã¨ÙO�����
	��e# B< , ø�TUK< î�=Añ � ø Ü K 3]\^>_ `^ Ð îvðA��ðAñ � K^T Ð  � B Ð .
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(2) Wewill usethestandardLaplace’smethod[dB82] for estimatingtheasymptotic
behavior of integralsof type yR�����w# 6 ïí Ö B3B Ô � Ð ba ��Î5����Î . Sincethis methodis standard
in analysisbut might probablybenot well-known to a potentialreader, we will give a
somewhatlongishproof without any preciseexplanations.A curiousreaderis referred
to [dB82]. (For completeness,wewill giveashorteralternativeproofdirectlyafterthis
one.)

Assumethat 	{#}��� . Rewrite the integral from (1) asa Laplaceintegral, y����A��#6 S,8 9S Î BOT�c�BOT=K �1�(�@Î�� cAB ��ÎD# 6 S38 9S Ö B �I� K^T�c ,d e ÐPÜ c d e � K^T Ð � KÐ ��ÎF# 6 S,8 9S Ö B3B Ô � Ð �a �oÎ��1��Î ,
where

ù �oÎ�� #è�1�(�&���58:)2Î�,ß�c8:)��1�c�@Î�� and a ��Î��/# KÐ . Now,
ù ��Î�� hasa unique

maximum Î S #%H':)½�1�w���e�vx�� � � in the interval
� x��vx�� � � . Dueto this reason,we divide

the analysisinto two parts:in the first part we analysethe case �Q4¯x�� � and in the
secondpartthecase��z4x�� � .

First case, �f4éx�� � . For applying the Laplace’s methodfor integrals, we first
rescalethe integration variable by setting V �®# �oÎ��|Î S ���É# �oÎ��|x�� � �1� . Theny����A�g: 6 S38 9S38 9 T�h Ö B!Ô � Ð ba �oÎ�����Î.# KB 6 STih
B Ö B!Ô � K @v< ÜNj @ B ba �
�0�MZ$, V �\��� � V , where �0�\Jlkm k �\� E J . But

ù �1�\�MZ, V �M�A�&# ��8:)�Zp� < � < c�TUK B 7 V � <B E 7 V < ,äàH� V3n � anda ���0�MZH, V �M�A��# Z/�D��� V 7��,ÞA� V < � < ,|àH� V n � . Thus we can simplify y����A� , ap-
proximating a �1�\�MZ�, V �M�A��: Z . Then, yR������: < B 6 STih
B Ö B!Ô � K @v< ÜNj @ B  � V . Further-

more,take Ö B3B Ô � K @v< ÜNj @ B  #�Ö TUB d e < T < � < c�TUK  j�7�Ö T <
@ � j E B  Üpo � jrq  :�Ö TUB d e < T < � < c5T=K  j�7�1�c� <j E B ,ßàH� V n �
�s: Z TLB 7�Ö T < � < c�TUK  j . Thus, yR�����t: < ñ«ð�îB 6 STih
B Ö T < � < c�TUK  j/� V :< ñ«ð�îB 6 ST�u Ö T < � < c�TUK  j � V # < ñ6ð�îB 7 0 � K< � < c�TUK  2 #ó� KB < î � < c5T=K  . Thus, in this case,

ã¨ÙN������	��v: B< � � ø�T=K  B < î � < c5T=K < î>=Añ � ø Ü K  # B< , � ø�T=K  � BOT < ø < � ø Ü K  .

Secondcase, � z x�� � . In this case, the function
ù �oÎ�� has a maximum at

the point å �®# �/�|�w4 x�� � . Split the integral into a local and nonlocal part:y����A�u# 6yx T�hS Ö B3B Ô � Ð �a �oÎ�� ��Î, 6�x Ü hx T�h Ö B3B Ô � Ð Ia �oÎ�� ��Î, 6 S38 9x Ü h Ö B3B Ô � Ð Ia ��Î5�p��Î , where�0�0J K @v< k m k �0�\J K @ n and the nonlocal part is exponentially small. Therefore,y����A�z: 6 x Ü hx Tih Ö B3B Ô � Ð  a ��Î��-��Î . Wecanexpanda �oÎ�� and
ù ��Î5� aroundÎH#@å , whichgives

us yR�����s:{6 x Ü hx Tih Ö B3B � c d e c Ü x d e x T}|�~ ð��,� EED�,� Üpo �I� Ð T x  q � � Kx ,ßàH�oÎ���å½������Î . Changethe

variables,V #�E �L�oÎ(��å½� . Thus, y����A�}: K� B 6 � B3B hT � B3B h Ö B3B � c d e c Ü x d e x TU� EE��,�Nî Üpo � jrq I � Kx ,àH� V ��� � V . Next, discard all but the leading-orderterm of a , and approximateÖ-o � jrq  : ��,¯àH� V n � . Thus, y����A��: K� B3B x 6
� B3B hT � B�B h Ö B3B � c d e c Ü x d e x T � EE��,�Nî  � V #� î
� ��� �A�-=�î
� �7� �/�� B�B x 6 � B,B hT � B3B h Ö T5� EE��,� � V # c î�� � x î
� �� B,B x 6 � B,B hT � B�B h Ö T5� EE��,� � V . Expand-

ing the integral gives yR����� : c î
� � x î�� �� B�B x 6 uT�u Ö T � EE���� � V # c î
� � x î
� �� B3B x 7
E Z��Uå+� # � Z��½�\�A� B3B c Ü K @
< å B3B x T=K @v< . Therefore, in this case, ã¨ÙN������	�� :B< , B î>=�ñbCrE � ø�TUK < î�= q C�E � ? � ø Ü K  B � BOTRø  î^ðA��ðAñDC�E B ø �F=AñDC�E : B < . �
Proof: [Shorter proof of Thm. 2, (2).] As before, rewrite the integral as6 ïí Ö B3B Ô � Ð Ia ��Î��e��Î with Ò�#�x and Ów#ßx�� � , andanalyseseparatelythesametwo cases,��z&x�� � and �T4&x�� � . In thefirst case,oneusesthewell-known analyticresult[dB82]
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Fig.3. Function�*À^¦6¾!¹OµM©!� ¬ : its actualvaluetogetherwith approximation

that yR������:�� � ï  � î � | H �B3B Ô-� � ï  # � KB < î � < c�TUK  , andthus ã¨Ù�������	���: B< , � ø�T=K  � BOT < ø < � ø Ü K  . In the

secondcase,onehasthat y����A�;: � <
? B � î
� � | �,� � � x E TLB3B Ô � � � x  #�� Z/�½�M�$7�� B3B c Ü K @v< å B3B x TUK @
< . �
As notedby Willemson[Wil02a], the result ã¨ÙO������	��(# B< , " Bø $ � ø�T=K  � BOTRø � ø Ü K  < P � BO÷ ø  canbe
derived in an easierway by using the alternative representationof the skewed trees
from [Wil02b, Chapter5].

The“actual” function ã¨ÙN�1�0ZMx��O7 � togetherwith approximationfrom thepreviousthe-
oremaredepictedby Fig. 3. As it canbeseen,Thm.2 resultsin very preciseapproxi-
mationevenfor small � -s.

Corollary 1. (1) For fixed � , ã¨ÙO�����
	�� obtainsthemaximumvaluewhen	FC E ��,�Ze�� . Then ã¨ÙO�����
	��5: ��� E �w,�Z(,G� . Thus,in the maximumaverage storage com-

plexity of Algorithm 1 is C ���/� E �A�
?,ß� . (2) Assume��# 	��\�F# n T � 9< . Thenã¨ÙN������	���C B � n T � 9� � B Ü < Ü � 9
< B Ü n Ü � 9 C n T � 9< � andthetotal storagecomplexity of Algorithm1

is C n T � 9< �>70?�,�� .
(The doubleoccuranceof constant n T � 9< in (2) is rathercurious.)Finally, one can
safelyassumethat whenthe protocolsaredesignedreasonablythenthe communica-
tion betweenclientsandthe TSA will be dominatedby the sizeof freshnesstokens.
Therefore,the average-casecommunicationcomplexity of interval time-stampingisã¨ÙN������	���7��1�j,�35�1�0��� thatcanbecomputedby usingThm.2.
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