
$ &RQWHQW &HUWLILHG (�PDLO 3URWRFRO ZLWK D 3XEOLF 0DLOER[

7DN�0LQJ /DZ

+RQJ .RQJ ,QVWLWXWH RI 9RFDWLRQDO (GXFDWLRQ �0RUULVRQ +LOO�
'HSDUWPHQW RI &RPSXWLQJ� � 2L .ZDQ 5RDG� :DQ &KDL� +RQJ .RQJ�

(PDLO� WPODZ#YWF�HGX�KN

$EVWUDFW

7KLV VKRUW QRWH SUHVHQWV VRPH LGHDV RI WKH
FRQWHQW FHUWLILHG H�PDLO SURWRFRO ZLWK D SXEOLF

PDLOER[� %\ DSSO\LQJ WKH 'LIILH�+HOOPDQ NH\

H[FKDQJH VW\OH WR UHIOHFW WKH DJUHHPHQW EHWZHHQ
WKH VHQGHU DQG UHFHLYHU�

7KH QRWLRQ RI FHUWLILHG H�PDLO MXVW VLPLODU WR

WKH FHUWLILFDWLRQ SURFHGXUHV IRU UHJXODU PDLOV LQ
WKH UHDO�OLIH SRVW RIILFHV� <HW WKH SRVW RIILFH

RQO\ FHUWLILHV ZKHWKHU WKH PDLO KDV EHHQ VHQW RU

UHFHLYHG E\ WKH DSSURSULDWH SDUWLHV� EXW QRW LWV
FRQWHQW� 7KLV LQVXIILFLHQW YHULILFDWLRQ LQ SDSHU

DXWKHQWLFDWLRQ SURWRFROV FDQ EH HDVLO\ VROYHG E\

GLJLWDO VLJQDWXUH VFKHPHV�
$ FHUWLILHG H�PDLO SURWRFRO PXVW KDYH WKH

IROORZLQJ VHFXULW\ SURSHUWLHV�

�� 7KH VHQGHU PXVW KDYH VRPH ZD\ RI SURYLQJ

WKDW WKH UHFHLYHU UHFHLYHG WKH PDLO� VKRXOG WKH
UHFHLYHU ODWHU WU\ WR GHQ\ LW�

�� 7KH UHFHLYHU PXVW KDYH VRPH ZD\ RI SURYLQJ

WKDW WKH VHQGHU GLG QRW VHQG WKH PDLO� VKRXOG
WKH VHQGHU ODWHU WU\ WR FODLP WKDW VKH GLG�

� ,QWURGXFWLRQ

(�PDLO DOPRVW LQYROYHG LQ HYHU\RQH©V GDLO\

FRPPXQLFDWLRQV LQ WKH FXUUHQW DQG FRPLQJ
FHQWXU\� 7KH DGYDQWDJHV RI FRPPXQLFDWH

WKURXJK GLUHFW�ZULWWHQ�QRWHV E\ WKH VHQGHUV

�ZKLFK FDQQRW EH SHUIRUPHG E\ VRPH RWKHU
FRPPXQLFDWLRQ WRROV VXFK DV ORQJ GLVWDQW RU

ORFDO WHOHSKRQH FDOO� SDJHUV DQG HWF� PDNH H�PDLO

FRPPXQLFDWLRQV VR SRSXODU DORQJ GHFDGHV�
5HFHQWO\� H�PDLO FRPPXQLFDWLRQV HYHQ XWLOL]HG

LQ ZLUHOHVV PRELOH FRPPXQLFDWLRQ GHYLFHV� VXFK

DV PRELOH SKRQH RU QRWHSDGV� 'XH WR WKH DERYH
UHDVRQV� D VHFXUH H�PDLO FRPPXQLFDWLRQ

EHFRPHV D KRW UHVHDUFK DUHD� 2QH VSHFLILF

WRSLF LQ WKDW DUHD LV WR LPSOHPHQW D FHUWLILFDWLRQ
VHUYLFH LQ H�PDLO V\VWHP ZKLOH VHQGLQJ DQG

UHFHLYLQJ PHVVDJHV� 7KH QRWLRQ RI FHUWLILHG
H�PDLO MXVW VLPLODU WR WKH FHUWLILFDWLRQ SURFHGXUHV

IRU UHJXODU PDLOV LQ WKH UHDO�OLIH SRVW RIILFHV�

<HW WKH SRVW RIILFH RQO\ FHUWLILHV ZKHWKHU WKH

PDLO KDV EHHQ VHQW RU UHFHLYHG E\ WKH DSSURSULDWH

SDUWLHV� EXW QRW LWV FRQWHQW� 7R WHUPLQDWH WKLV
SUREOHP LQ HOHFWURQLF FRPPXQLFDWLRQV� WKLV VKRUW

QRWH SUHVHQWV VRPH LGHDV RI WKH FRQWHQW FHUWLILHG

H�PDLO SURWRFRO ZLWK D SXEOLF PDLOER[� 7KH UHVW
RI WKLV SDSHU ZLOO EH RUJDQL]HG DV IROORZV� ,Q

VHFWLRQ ���� SUHOLPLQDU\ FRQFHSWV DQG REMHFWLYHV

RI FHUWLILHG HPDLO LV GHVFULEHG� 2XU SURWRFRO LV
SUHVHQWHG LQ VHFWLRQ �� 6HFWLRQ � DQDO\VLV WKH

VHQGHU�UHFHLYHU SURWHFWLRQ LVVXHV RI WKH SURWRFRO

ZH KDYH RXWOLQHG LQ VHFWLRQ �� 6HFWLRQ �
GLVFXVVHV DQG OLVWV WKH VHFXULW\ FKDUDFWHULVWLFV RI

RXU SURWRFRO� DQG ILQDOO\ WKH UHODWHG ZRUNV DQG

GLVFXVVLRQV DV ZHOO DV IXWXUH GHYHORSPHQWV DUH
LQFOXGHG LQ VHFWLRQ �� LQ KHUH� ZH EULHIO\

FRPSDUH WKH SUHYLRXV ZRUN WKDW LWV REMHFWLYH LV

FORVHO\ VLPLODU WR RXUV�

��� 3UHOLPLQDULHV

,Q RUGHU IRU H�PDLO WR EH XVHG IRU LPSRUWDQW

FRPPXQLFDWLRQV� VRPH QRWLRQ RI FHUWLILHG

GHOLYHU\ PXVW EH SURYLGHG IRU XVHUV� $
FHUWLILHG H�PDLO SURWRFRO PXVW KDYH WKH

IROORZLQJ VHFXULW\ SURSHUWLHV�

�� $OLFH �WKH VHQGHU� PXVW KDYH VRPH ZD\ RI

SURYLQJ WKDW %RE �WKH UHFHLYHU� UHFHLYHG WKH

PDLO� VKRXOG %RE ODWHU WU\ WR GHQ\ LW�
�� %RE PXVW KDYH VRPH ZD\ RI SURYLQJ WKDW

$OLFH GLG QRW VHQG WKH PDLO� VKRXOG $OLFH ODWHU

WU\ WR FODLP WKDW VKH GLG�

&HUWLILHG SDSHU PDLO XVHV WKH QRWLRQ RI D VLJQHG

UHFHLSW� :KHQ $OLFH VHQGV %RE FHUWLILHG PDLO�
WKH 3RVW 2IILFH ZLOO QRW UHOHDVH WKH PDLO WR %RE

XQOHVV KH VLJQV D UHFHLSW� 7KLV VLJQHG UHFHLSW LV

UHWXUQHG WR $OLFH� DQG DFWV DV D SURRI RI GHOLYHU\�
,I $OLFH GRHV QRW KDYH WKLV UHFHLSW� %RE FDQ

FODLP WKDW WKH FHUWLILHG PDLO ZDV QHYHU VHQW�

2I FRXUVH� WKLV SURWRFRO RQO\ FHUWLILHV WKDW $OLFH

VHQW %RE VRPH SLHFH RI PDLO EXW QRW WKH FRQWHQW�

7KLV LQVXIILFLHQW YHULILFDWLRQ LQ SDSHU
DXWKHQWLFDWLRQ SURWRFROV� RQ WKH RWKHU KDQG� FDQ

EH HDVLO\ VROYHG E\ GLJLWDO VLJQDWXUH SURWRFROV�



7KH QRWLRQ RI FHUWLILHG H�PDLO LV SUHYLRXVO\

SURSRVHG LQ >�@� KRZHYHU� ZH KDYH DQ DOWHUQDWLYH

ZD\ E\ XVLQJ WKH QRWLRQ RI SXEOLF PDLOER[ DQG WR
IXUWKHU HOLPLQDWH WKH ULVNV WKDW�

��� %RE FODLPV WKDW KH GLG QRW FROOHFW WKH

V\PPHWULF NH\� VHQW E\ $OLFH� LQ WKH SXEOLF
PDLOER[ RQ WLPH� DQG�

��� 7KH V\PPHWULF GHFU\SWLRQ NH\V EHLQJ

H[SRVHG RQ WKH SXEOLF PDLOER[ VR WKDW
HYHU\RQH FDQ REWDLQ WKH NH\�

� 7KH 3URWRFRO

$OLFH ZLVKHV WR VHQG %RE D FHUWLILHG PHVVDJH�

%RE ZDQWV WR UHFHLYH D FHUWLILHG PHVVDJH� $

SURWRFRO PXVW EH EXLOW WR IDFLOLWDWH WKLV H[FKDQJH�
7KH SURWRFRO LV GHVLJQHG WR DOORZ $OLFH WR EH

DEOH WR SURYH WR D MXGJH WKDW %RE KDV UHFHLYHG

KHU PHVVDJH LI DQG RQO\ LI KH GLG UHFHLYH LW�

,W LV DVVXPHG WKDW�

��� %RE KDV D SXEOLF NH\ >���@ LQ VRPH
FRPPRQO\ UHFRJQL]HG IRUPDW DQG WKHUH

H[LVWV VRPH SXEOLF�NH\ LQIUDVWUXFWXUH�

��� %RWK %RE DQG $OLFH FDQ XVH WKH SXEOLF NH\V
WR YHULI\ DQG GHFU\SW WKH PHVVDJH IURP WKH

RWKHU VLGH�

��� 7KH MXGJH FDQ YHULI\ WKH NH\ ZDV YDOLG DW WKH
WLPH RI WKH WUDQVDFWLRQ XVLQJ WKH SXEOLF NH\

LQIUDVWUXFWXUH�

��� 7KHUH H[LVWV D SXEOLF PDLOER[� ZKLFK LV
PDLQWDLQHG E\ D WUXVWHG DJHQW IRU D JURXS

�PHPEHUVKLS��

/HW 0 EH WKH PHVVDJH DQG + D PHVVDJH GLJHVW�

RU KDVK IXQFWLRQ >���@�

6WHS �� $ →% ^QRWLFH� +�0�`SXE�.%

$OLFH VHQGV D QRWLFH �FKDOOHQJH� WR %RE DQG

VWDWHG WKDW ¦ , DP JRLQJ WR VHQG %RE D PHVVDJH
RQ GDWH DQG WLPH DW WKH SXEOLF PDLOER[ 3 DQG WKH

KDVK RI WKH PHVVDJH LV +�0�� ���V� $OLFH§� 7KH

QRWLFH DFFRPSDQLHV ZLWK WKH KDVK +�0�� GLJLWDO
VLJQDWXUH >�@ RI $OLFH DQG HQFU\SWHG E\ WKH

SXEOLF NH\ RI %RE� SXE�.%�

6WHS �� % →$ ^F� +�F�`SXE�.$

7KH F GHQRWHV FRQILUPDWLRQ IURP %RE WR $OLFH

DQG VWDWHG WKDW ¦ , KDYH UHFHLYHG $OLFH©V QRWLFH

DQG EH UHDG\ WR FROOHFW WKH PHVVDJH RQ GDWH DQG

WLPH LQ 3 __ 1RQFH� ���V� %RE§ DQG FRQFDWHQDWHG�
GHQRWHG DV __� ZLWK WKH 1RQFH� 7KH

FRQILUPDWLRQ DFFRPSDQLHV ZLWK D KDVK RI F� +�F��

GLJLWDO VLJQDWXUH >�@ RI %RE DQG HQFU\SWHG E\ WKH
SXEOLF NH\ RI $OLFH� SXE�.$�

6WHS �� $ →3 (+�+�0�⊕+�F���0�

$OLFH VHQGV WKH PHVVDJH 0 HQFU\SWHG E\ WKH

V\PPHWULF NH\ +�+�0�⊕+�F��⊕+�Q� ZLWK D
V\PPHWULF FLSKHU >�@ WR WKH SXEOLF PDLOER[ 3 RQ

WKH VSHFLILF GDWH DQG WLPH� ZKHUH ⊕ GHQRWHV ELW�
ZLVH H[FOXVLYH�RU� %RE FROOHFWV WKH PHVVDJH

IURP 3 DQG GHFU\SW LW E\ WKH NH\

+�+�0�⊕+�F��⊕+�Q�� ZKLFK LV FRPSRVHG RI
H[FOXVLYH�RULQJ DQG KDVKLQJ WKH +�0� �ZKLFK KH
UHFHLYHG LQ VWHS � IURP $OLFH� DQG +�F� �ZKLFK

KH PDNHV XS E\ KLV RZQ LQ VWHS ��� WKHQ

H[FOXVLYH�RU WKH KDVK RI WKH QRWLFH� +�Q�� �ZKLFK
LV VHQW E\ $OLFH LQ VWHS ���

� $QDO\VLV

7KH SURWRFRO LV VHFXUH DJDLQVW FKHDWLQJ DWWHPSWV

E\ HLWKHU $OLFH RU %RE�

z 3URWHFWLRQ IRU %RE� ��� $IWHU %RE GHFU\SW

WKH PHVVDJH 0 LQ VWHS �� KH FDQ SHUIRUP KLV

RZQ KDVK RQ 0 DQG FRPSDUH LW ZLWK WKH
+�0� UHFHLYHG LQ VWHS � WR YHULI\ ZKHWKHU

WKH FRQWHQW LV WKH VDPH DV WKH RQH VHQW E\

$OLFH IURP WKH EHJLQQLQJ� ��� 7KH SXEOLF
PDLOER[ 3 FDQ WHVWLI\ WKDW WKH H�PDLO KDV

EHHQ UHFHLYHG RQ VSHFLILF GDWH DQG WLPH�

��� 7KH HPDLO LV VHQGHU VHOI�DXWKHQWLFDWHG�
7KDW LV� DIWHU %RE KDV VXFFHVVIXOO\

GHFU\SWHG WKH H�PDLO E\ XVLQJ WKH NH\

+�+�0�⊕+�F��⊕+�Q�� KH ZLOO NQRZ WKDW
WKH HPDLO LV GHILQLWHO\ VHQW E\ $OLFH� 1R
RQH KDV WKH NQRZOHGJH RI +�0�� +�F� DQG

+�Q� EHVLGHV $OLFH DQG %RE� 7KH

V\PPHWULF NH\ LWVHOI EHFRPHV WKH SURRI RI
WKH DJUHHPHQW LQ VHQGLQJ DQG UHFHLYLQJ RI

H�PDLO EHWZHHQ $OLFH DQG %RE�

z 3URWHFWLRQ IRU $OLFH� ,W LV QHFHVVDU\ IRU
$OLFH WR KDYH UHFHLYHG +�F� IURP %RE

EHIRUH VKH FDQ HQFU\SW WKH PHVVDJH 0�

7KH +�F� EHFRPHV HYLGHQFH WKDW %RE DJUHHV
WR FROOHFW WKH PHVVDJH LQ WKH SXEOLF PDLOER[

3 RQ WKH VSHFLILF GDWH DQG WLPH VR WKDW %RE

WXUQV RXW QR ULJKW WR GHQ\ WKLV FRQILUPDWLRQ
ZKHWKHU KH KDV RU KH KDV QRW FROOHFWHG WKH

PHVVDJH� ,Q FDVH WKDW %RE IRUJRW WR



FROOHFW H�PDLO IURP 3 WKDW WXUQV LQWR %RE©V
RZQ IDXOW EXW QRW WKH OLDELOLW\ RI $OLFH�

� 6HFXULW\ &KDUDFWHULVWLFV

z %RWK WKH QRWLFH IURP $OLFH LQ VWHS � DQG

FRQILUPDWLRQ IURP %RE LQ VWHS � DUH GLJLWDO

VLJQHG UHVSHFWLYHO\ VR WKDW QR RQH FDQ
GLVDYRZ WKHLU DXWKRULW\�

z 7KH V\PPHWULF NH\ +�+�0�⊕+�F��⊕+�Q�
FRPHV RYHU DQ HYLGHQFH RI WKH DJUHHPHQW

EHWZHHQ $OLFH DQG %RE IRU WKH SUHYLRXV

QRWLFH DQG FRQILUPDWLRQ� ,W HYHQ
DXWKHQWLFDWHV WKH PHVVDJH FRQWHQW E\ WKH

NH\ HOHPHQW +�0��

z 8QOLNH WKH SURWRFRO LQ >�@� SULYDF\ RI H�PDLO
FRQWHQW LV FRQVLGHUHG DQG WKH V\PPHWULF

NH\ ZLOO QRW EH RSHQHG WR WKH SXEOLF� DQG

RQO\ $OLFH DQG %RE KDYH WKH NQRZOHGJH RI
LW�

z 7KH FRQFDWHQDWLRQ RI QRQFH LQ WKH

FRQILUPDWLRQ LQ VWHS � LPSURYHV WKH VHFXULW\
DJDLQVW GLFWLRQDU\ DWWDFNV�

z 7KH SXEOLF PDLOER[ 3 RQO\ RSHQV WR JURXS
PHPEHUV WKDW EUHDNV WKH DGPLVVLRQ RI

DGYHUVDULHV�

� 5HODWHG ZRUNV DQG GLVFXVVLRQV

7KH JRDOV DQG REMHFWLYHV SURSRVHG LQ >�@ LV YHU\

VLPLODU WR RXUV� ,Q >�@� 6FKQHLHU SXWV KLV

SURWRFRO WR VHQG WKH HQFU\SWHG PHVVDJH WR WKH
UHFHLYHU LQ WKH ILUVW VWHS� WKHQ SXEOLVK WKH

V\PPHWULF GHFU\SWLRQ NH\ DIWHU UHFHLYHG WKH

FRQILUPDWLRQ IURP WKH GHVLJQDWHG UHFHLYHU�
&RPSDUHG WR KLV DSSURDFK� RXU SURWRFRO FRQFHDOV

WKH V\PPHWULF GHFU\SWLRQ NH\ LQ D 'LIILH�

+HOOPDQ >�@ VW\OH DQG ZKLFK UHIOHFWV D VHQVH RI
DJUHHPHQW EHWZHHQ $OLFH©V QRWLFH DQG %RE©V

FRQILUPDWLRQ�

2QH FDQ FRQVLGHU WR LQWHJUDWH DQRWKHU SUDFWLFDO

SD\PHQW PHWKRGV �OLNH 1(7%,// >�@�

9$5,(7<&$6+ >��@� &<%(5&$6+ >��@ DQG
',*,&$6+ >��@� WR LPSOHPHQW WKH FRQFHSW RI

WKLV SURWRFRO� 6LPLODUO\� WKLV SURWRFRO FRXOG

DOVR EH XVHG ZLWK IDLU�H[FKDQJH SURWRFRO >�����@
WR LPSURYH WKH VHFXULW\ ZKLOH VHQGLQJ DQG

UHFHLYLQJ RI PHVVDJHV�

)RU IXWXUH GHYHORSPHQWV� 7KH QRWLRQ RI ¦VHQGLQJ

LQIRUPDWLRQ WR WKH IXWXUH§ >�����@ FDQ EH

LPSOHPHQWHG LQ WKLV SURWRFRO� ,W HQDEOHV WKH
VHQGHU WR VHQG D HQFU\SWHG PHVVDJH WR WKH

UHFHLYHU LQ SUHVHQW EXW FRQVWUDLQW LW WR EH

UHYHDOHG DW D VSHFLILF WLPH LQ WKH IXWXUH�
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